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WARNING
Before you capture your first packet, ensure you 

have permission to listen to the network traffic. If 
you are an IT staff member, obtain written permission 

to listen in to network traffic for troubleshooting, 
optimization, security, and application analysis.  

Consult a legal specialist to understand your local 
and national laws regarding packet capture on wired 

or wireless networks.
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Fundamentals – Why 
Wireshark?

• Wireshark Capabilities 
o General traffic analysis 
o Troubleshooting 
o Security 
o Application analysis 

• Supported OSes 
o Windows 
o *NIX 
o MAC

• Determine who is talking 
in the trace file 

• Determine which 
applications are in use 

• Filter on the conversation 
of interest 

• Graph the IO rate to look 
for drops in throughput 

• Open the Expert to look for 
problems 

• Determine the round trip 
time to identify path latency
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Key Graphical Interface 
Elements

Quick Reference
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wireshark.org/download.html

NOTE
The download.html page suggests 

the version that matches your 
incoming HTTP GET request
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Wireshark Capture Elements



(c) Wireshark University

Dissect the Wireshark Dissectors
Frame Dissector

Ethernet Dissector

IPv4 Dissector

TCP Dissector

HTTP Dissector

Type field

Protocol field

Port fields

http-chappellu101.pcapng
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How Heuristic Dissectors Work
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Frames vs. Packets vs. 
Segments



(c) Wireshark University

Wireshark Resource: Q & A 
Forum
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The Default Three-Pane View
http‑google101.pcapng
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Use the Main Wireshark View
Note: The Start page appears when no trace file is open. Become accustomed  
to using the menus and toolbars in Wireshark.
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Wireshark Resource: Wiki 
Pages
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Customize Wireshark for Different Tasks

Columns

Alignment

Coloring

Filters

Dissectors

Visible Panes

Extra Analysis

PROFILES http‑browse101.pcapng
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Locate Key Wireshark  
Configuration Files

Your custom 
profiles are 
located in a 

profiles 
directory 
under the 
Personal 

configuration 
folder
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Related Packets Indicator
http‑google101.pcapng
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Work with Columns in the Packet List 
Pane

http-espn101.pcapng
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Sort and Reorder Columns
http‑google101.pcapng
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Hide, Display, Rename, and 
Remove Columns

http‑google101.pcapng
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Change the Time Column Setting
View | Time Display Format | Seconds Since Previous Displayed Packet

http‑openoffice101b.pcapng
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Right-Click in the Packet List 
Pane 

http‑google101.pcapng



(c) Wireshark University

Right-Click in the Packet Details 
Pane

NOTE
Right-click to 

view 
numerous 

options in the 
Packet Details 

pane

http‑google101.pcapng
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Pay Attention to the Status Bar
http‑google101.pcapng

NOTE
Contents of this column 

changes depending on what 
you’ve highlighted in the three 

panes
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Capture Options 

Quick Reference
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Apply Capture Filters

Capture filters are based 
on the Berkeley Packet 
Filtering (BPF) format
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Display Filter Area 

Quick Reference
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Use Proper Display Filter Syntax  
(Wireshark-Specific Syntax)

Filter Type Filter Example
Protocol arp

Application dns

Field Existence http.host

Characteristic Existence tcp.analysis.zero_window

Field Value http.host=="www.wireshark.org"

Regex* Search Term http.host matches "\.(?i)(exe|zip)"

*Wireshark uses the Pearl-Compatible Regular Expression (PCRE) engine.
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Display Filter Techniques
• Type in if you know the field names/syntax (error detection 

mechanism) 
• Auto-complete to walk you through building a display filter 
• Expressions to walk you through building a display filter 

with/without comparison operators 
• Recall saved or previously-used filter 
• Right-click in the Packet List pane for conversation filters 

or on a Table row 
• Create buttons out of your favorite display filters.
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Learn the Field Names
http-browse101.pcapng
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Quickly Filter on a Field in a Packet 
(the right-click method)

http-espn101.pcapng
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Use Auto-Complete to Build 
Display Filters

http-browse101.pcapng
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Comparison Operators
Operation English Example Description

== eq ip.src == 10.2.2.2 Display all IPv4 traffic from 10.2.2.2

!= ne tcp.srcport != 80 Display all TCP traffic from any port 
except port 80

> gt frame.time_relative > 1
Display packets that arrived more 
than 1 second after the previous 
packet in the trace file 

< lt tcp.window_size < 1460 Display when the TCP receive 
window size is less than 1460 bytes

>= ge dns.count.answers >= 10 Display DNS response packets that 
contain at least 10 answers

<= lt ip.ttl <= 10 Display any packets that have 10 or 
less in the IP Time to Live field

 contains http contains "GET" Display all the HTTP client GET 
requests

Note: Be careful using the != operator. 
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Filter on a Single TCP or UDP Conversation 
(the right-click method)

http-espn101.pcapng
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Use Filters to Spot  
Communication Delays 

Calculate 
Conversatio

ns 
Timestamps 

setting 
must be 

enabled to 
see this 

[Timestamp
s] section

http-download101d.pcapng
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Use Right-Click to Follow a Stream
http-espn101.pcapng
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Filter on a Conversation from 
Wireshark Statistics

http-espn101.pcapng
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Turn Your Key Display Filters  
into Buttons

1. Create a display filter and click     . 
2. Name your Filter Expression button. 

(Reorder/edit/disable or delete  in Preferences | Filter Expression.)
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Coloring Rules Interface
Quick Reference
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Identify Applied Coloring Rules
sec-nessus101.pcapng
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Build a Coloring Rule to  
Highlight Delays

frame.time_delta > 1 || tcp.time_delta > 1
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Master the Intelligent Scrollbar
ftp-bounce.pcapng



(c) Wireshark University

Export Packets that Interest 
You 
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Export Packet Details
http browse101.pcapng
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Section 5 Skills
Build and Interpret 
Charts and Graphs
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IO Graph Interface 
Quick Reference
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Find Out Who’s Talking to 
Whom

http-espn101.pcapng
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Locate the Top Talkers

http-browse101b.pcapng
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List Active Applications
http-browse101b.pcapng
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Graph Application and Host 
Bandwidth Usage
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Identify TCP Errors on the 
Network

http-browse101b.pcapng

Hoping this is 
going to 
change
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Understand what the  
Expert Infos Errors Mean 

• Packet Loss, Recovery, and Faulty Trace Files 
• Asynchronous or Multiple Path Indications 
• Keep-Alive Indication 
• Receive Buffer Congestion Indications 
• TCP Connection Port Reuse Indication 
• Possible Router Problem Indication 
• Misconfiguration or ARP Poisoning Indication
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Graph Various Network Errors
http-download101.pcapng
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File and Object Reassembly 
Options

Quick Reference
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Reassemble Web Browsing 
Sessions

http browse101.pcapng
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Reassemble a File Transferred via 
FTP

ftp-download101.pcapng
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Export HTTP Objects Transferred 
in a Web Browsing Session

http-espn101.pcapng

Enable Allow subdissector to reassemble TCP stream (TCP preference).
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File and Packet Annotation 
Options

Quick Reference
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Only .pcapng file format supports comments.

Add Your Comments to Trace 
Files
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Add Comments to Individual 
Packets

http-cheez101.pcapng
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Export Packet Comments for a 
Report

sec-suspicious101.pcapng
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Command-Line Tools Key 
Options

Quick Reference

mergecap –h View Mergecap parameters.
mergecap ‑w merged.pcapng 
files*.pcapng

Merge files*.pcapng into a single file called merged.pcapng (merge 
based on packet timestamps).

mergecap –a ‑w ab.pcapng a.pcapng 
b.pcapng 

Merge a.pcapng and b.pcapng into a single file called ab.pcapng 
(merge based on the order files are listed).

editcap –h View Editcap parameters.
editcap –i 360 big.pcapng 
360secs.pcapng

Split big.pcapng into separate 360secs*.pcapng files with up to 360 
seconds of traffic in each file.

editcap –c 500 big.pcapng 
500pkts.pcapng

Split big.pcapng into separate 500pkts*.pcapng files with up to 500 
packets in each file.

tshark –h View Tshark parameters.
tshark –D List the available capture interfaces that can be used with the –i 

parameter.
tshark –i2 –f "tcp" –w tcp.pcapng Capture only TCP-based traffic on interface 2 and save it to 

tcp.pcapng.
tshark –i1 –Y "ip.addr==10.2.1.1" Capture all traffic on interface 1, but only display traffic to or from 

10.2.1.1.
tshark –r "myfile.pcapng"  
–Y "http.host contains ".ru""  
–w myfile-ru.pcapng

Open a trace file called myfile.pcapng and apply a display filter for the 
value “.ru” in the HTTP host field – save the results to a file called 
myfile-ru.pcapng.

EDITCAP

MERGECAP

TSHARK
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Split a Large Trace File into a File 
Set

• Use capinfos <filename> to obtain file 
information first. 

Split based on packet count 
• editcap –c 1000 a.pcapng 
a1000set.pcapng  

Split based on time (seconds) 
• editcap –i 360 b.pcapng 
b360set.pcapng 
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Merge Trace Files 
List all Mergecap parameters 
•mergecap –h  
Use Wildcards when Merging 
•mergecap –w c.pcapng c30set*.*
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Capture Traffic at Command Line
Tshark Examples 
•tshark –h  
•tshark –D  
•tshark –c 100 -w 100.pcapng
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Use the –f parameter

Use Capture Filters during 
Command-Line Capture
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Consider a two-step process if you want to capture, 
apply a display filter, and save the trace file

Use Display Filters during 
Command-Line Capture
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Use Tshark to Export Specific Field 
Values and Statistics from a Trace File

-T fields –e <field name>
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Continue Learning about 
Wireshark and Network Analysis
• Visit www.wiresharkbook.com (other Wireshark books and links 

to related tools). 
• Visit www.wireshark.org to sign up for the Wireshark-Announce 

mailing list (new Wireshark version information). 
• Sign up for the newsletter at www.chappellU.com to participate in 

free online Wireshark events. 
• Practice capturing your own traffic. 
• Continue customizing Wireshark by adding new profiles and new 

display filters, coloring rules, and Filter Expression buttons.  
• Share your customized settings with other IT team members to 

create a master profile that improves your team’s network analysis 
efficiency.
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Course Conclusion
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Filtering Slides



(c) Wireshark University

IPv4/IPv6 Capture Filters
host 10.3.1.1 Capture traffic to/from 10.3.1.1
host 2406:da00:ff00::6b16:f02d Capture traffic to/from the IPv6 address 

2406:da00:ff00::6b16:f02d

not host 10.3.1.1 Capture all traffic except traffic to/from 10.3.1.1
src host 10.3.1.1 Capture traffic from 10.3.1.1
dst host 10.3.1.1 Capture traffic to 10.3.1.1
host 10.3.1.1 or  
host 10.3.1.2

Capture traffic to/from 10.3.1.1 and any host it is 
communicating with and traffic to/from 10.3.1.2 and 
any host it is communicating with

host www.espn.com Capture traffic to/from any IP address that resolves 
to www.espn.com (this will only work if the host 
name can be resolved by Wireshark prior to 
capture)
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Subnet Capture Filters
net 10.3.0.0/16 Capture traffic to/from any host on network 10.3.0.0

net 10.3.0.0 mask 255.255.0.0 Same result as previous filter
ip6 net 2406:da00:ff00::/64 Capture traffic to/from any host on network 

2406:da00:ff00:0000 (IPv6)
not dst net 10.3.0.0/16 Capture all traffic except traffic to an IP address 

starting with 10.3
dst net 10.3.0.0/16 Capture traffic to any IP address starting with 10.3
src net 10.3.0.0/16 Capture traffic from any IP address starting with 

10.3
net 10.3.0.0/16 Capture traffic to/from any host on network 10.3.0.0
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Broadcast and Multicast 
Capture Filters

ip broadcast Capture traffic to 255.255.255.255
ip multicast Capture traffic to 224.0.0.0 through 239.255.255.255 (also catches 

traffic to 255.255.255.255 unless you add and not ip broadcast)

dst host ff02::1 Capture traffic to the IPv6 multicast address for all hosts
dst host ff02::2 Capture traffic to the IPv6 multicast address for all routers
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MAC Address Capture Filters
ether host 00:08:15:00:08:15 Capture traffic to or from 00:08:15:00:08:15
ether src 02:0A:42:23:41:AC Capture traffic from 02:0A:42:23:41:AC
ether dst 02:0A:42:23:41:AC Capture traffic to 02:0A:42:23:41:AC
not ether host 00:08:15:00:08:15 Capture traffic to or from any MAC address 

except for traffic to or from 00:08:15:00:08:15
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Capture Traffic for  
a Specific Application

port 53 Capture UDP/TCP traffic to or from port 53 (typically DNS traffic)
not port 53 Capture all UDP/TCP traffic except traffic to or from port 53 
port 80 Capture UDP/TCP traffic to or from port 80 (typically HTTP traffic)
udp port 67 Capture UDP traffic to or from port 67 (typically DHCP traffic)
tcp dst port 21 Capture TCP traffic to port 21 (typically the FTP command channel)

portrange 1-80 Capture UDP/TCP traffic to or from ports from 1 through 80
tcp portrange 1-80 Capture TCP traffic to or from ports from 1 through 80



(c) Wireshark University

Combine Port-Based Capture 
Filters

port 20 or port 21 Capture all UDP/TCP traffic to or from port 20 or port 21 
(typically FTP data and command ports)

host 10.3.1.1 and  
port 80 

Capture UDP/TCP traffic to or from port 80 that is being sent 
to or from 10.3.1.1 

host 10.3.1.1 and  
not port 80

Capture UDP/TCP traffic to or from 10.3.1.1 except traffic to or 
from port 80

udp src port 68 and  
udp dst port 67

Capture all UDP traffic from port 68 to port 67 (typically traffic 
sent from a DHCP client to a DHCP server)

udp src port 67 and  
udp dst port 68

Capture all UDP traffic from port 67 to port 68 (typically traffic 
sent from a DHCP server to a DHCP client)

port 20 or port 21 Capture all UDP/TCP traffic to or from port 20 or port 21 
(typically FTP data and command ports)

host 10.3.1.1 and  
port 80 

Capture UDP/TCP traffic to or from port 80 that is being sent 
to or from 10.3.1.1 
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Capture Specific ICMP Traffic

icmp Capture all ICMP packets.
icmp[0]=8 Capture all ICMP Type 8 (Echo Request) packets.
icmp[0]=17 Capture all ICMP Type 17 (Address Mask Request) packets.
icmp[0]=8 or icmp[0]=0 Capture all ICMP Type 8 (Echo Request) packets or ICMP 

Type 0 (Echo Reply) packets.
icmp[0]=3 and  
not icmp[1]=4 

Capture all ICMP Type 3 (Destination Unreachable) packets 
except for ICMP Type 3/Code 4 (Fragmentation Needed and 
Don't Fragment was Set) packets.

icmp Capture all ICMP packets.
icmp[0]=8 Capture all ICMP Type 8 (Echo Request) packets.
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Apply Display Filters based on an IP 
Address, Range of Addresses, or Subnet

Address Filter Type Filter Example
Single IPv4 Address ip.addr==10.3.1.1

Single IPv6 Address ipv6.addr==2406:da00:ff00::6b16:f02d

Host Name* ip.host==www.wireshark.org

Range of Addresses ip.addr > 10.3.0.1 && ip.addr < 10.3.0.5

Subnet (IPv4) ip.addr==10.3.0.0/16

Subnet (IPv6) ipv6.addr >= fe80:: && ipv6.addr < fec0::

*  You must enable Wireshark’s Resolve network (IP) addresses setting  
(Edit | Preferences | Name Resolution) in order to use this display filter.
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Expand Display Filters with Multiple Include and 
Exclude Conditions  
(using Operators) 

Operator English Example Description

&& and ip.src==10.2.2.2 && 
tcp.port==80

View all IPv4 traffic from 
10.2.2.2 that is to or from  
port 80

|| or tcp.port==80 || 
tcp.port==443

View all TCP traffic to or from 
ports 80 or 443

! not !arp View all traffic except ARP 
traffic

!= ne tcp.flags.syn != 1

View TCP frames that do not 
have the TCP SYN flag 
(synchronize sequence 
numbers) set to 1
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Why Didn’t my Filter Work? 

Incorrect ip.addr != 10.2.2.2
Display packets that do not have 
10.2.2.2 in the IP source address 
field or IP destination address field. 

Correct !ip.addr == 10.2.2.2

Display packets that do not have 
10.2.2.2 in the IP source address 
field and also does not have 10.2.2.2 
in the destination address field. 

Incorrect !tcp.flags.syn==1

Display all packets that do not have 
a TCP SYN bit set to 1 (regardless of 
whether they are a TCP packet or 
not) 

Correct tcp.flags.syn !=1 This filter will only display TCP 
packets that contain a SYN set to 0. 
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Use Parentheses to  
Change Filter Meaning

(tcp.port==80 && ip.src==10.2.2.2) || tcp.flags.syn==1 

tcp.port==80 && (ip.src==10.2.2.2 || tcp.flags.syn==1) 

OR

OR
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Determine Why Your  
Display Filter Area is Yellow 

Yellow Background: This filter may not work as expected.

Green Background: The syntax is correct, but it doesn’t ensure the logic is correct.

Red Background: This filter will not work – there is a syntax error.
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Filter on a Keyword in a Trace 
File

Use contains for a general filter 
Use matches for a Regex filter

ftp.request.arg contains "anonymous"

http‑clientside101.pcapng
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Using matches for Regex 
Filters

Consider case sensitivity 
ftp.request.arg matches "anonymous" 
ftp.request.arg matches "(?i)anonymous" 

Consider variable characters 
frame matches "building[Aa]eng" 
frame matches "building[AaBb]eng" 
frame matches "(?i)(cat|dog)"
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Use Wildcards in Display 
Filters 

ftp.request.arg matches "me.r" 

ftp.request.arg matches "me..r“ 

ftp.request.arg matches "me.{1,3}r"

“.” indicates any character 
except a carriage return or line 

feed

{#,#} indicates minimum and 
maximum number of repeating 

characters

Now we’re looking for any two 
characters between me and r

ftp-crack101.pcapng
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Challenge Slides
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Open challenge101-0.pcapng and use the techniques covered in this 
Section to answer these Challenge questions. The answer key is 
located in Appendix A.
We will focus on what you can learn about communications based on 
the main Wireshark view.
 
Question 0-1.	 How many packets are in this trace file?

Question 0-2.	 What IP hosts are making a TCP connection  
	 	 in frames 1, 2, and 3?

Question 0-3.	 What HTTP command is sent in frame 4?

Question 0-4.	 What is the length of the largest frame in  
	 	 this trace file?

Question 0-5.	 What protocols are seen in the Protocol column?

Question 0-6.	 What responses are sent by the HTTP server?

Question 0-7.	 Is there any IPv6 traffic in this trace file?

Section 0 Challenge
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Open challenge101-1.pcapng and use the techniques covered in 
this Section to answer these Challenge questions. The answer key 
is located in Appendix A.
Important: This trace file includes an HTTP communication running 
over a non-standard port number. Before you can answer these 
questions, you must force Wireshark to dissect this traffic as HTTP.

Question 1-1.	 In which frame number does the client request  
the default web page (“/”)?

Question 1-2.	 What response code does the server send in  
frame 17?

Question 1-3.	 What is the largest TCP delta value seen in this  
trace file?

Question 1-4.	 How many SYN packets arrived after at least  
a 1 second delay?

Section 1 Challenge
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This challenge requires access to the Internet. You will capture traffic to a web site 
and analyze your findings. The answer key is located in Appendix A. 
First, configure Wireshark to capture only traffic to and from your MAC address and 
port 80, and save the traffic to a file named mybrowse.pcapng. Then ping and browse 
to www.chappellU.com. Stop the capture and examine the trace file contents. 

Question 2-1. Did you capture any ICMP traffic? 
Question 2-2. What protocols are listed for your browsing session to 
www.chappellU.com?  

Now configure Wireshark to capture all your ICMP traffic, and save your traffic to a file 
called myicmp.pcapng. Again, ping and browse to www.chappellU.com. Stop the 
capture and examine the trace file contents. 
Question 2-3. How many ICMP packets did you capture? 
Question 2-4. What ICMP Type and Code numbers are listed in your trace file?

Section 2 Challenge
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Open challenge101-3.pcapng and use your display filter and coloring rule skills to 
locate traffic based on addresses, protocols and keywords to answer these Challenge 
questions.  
You will practice your display filter to locate traffic based on addresses, protocols, 
and keywords. 
  
Question 3-1. How many frames travel to or from 80.78.246.209? 
Question 3-2. How many DNS packets are in this trace file? 
Question 3-3. How many frames have the TCP SYN bit set to 1? 
Question 3-4. How many frames contain the string “set-cookie” in upper case or 
lower case? 
Question 3-5. How many frames contain a TCP delta time greater than 1 second?

Section 3 Challenge
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Open challenge101-4.pcapng and use your packet coloring and export skills in this 
Section to answer these Challenge questions.  

Question 4-1. What coloring rule does frame 170 match? 

Question 4-2. Temporarily color TCP stream 5 with a light blue background and 
apply a filter on this traffic. How many packets match your filter? 

Question 4-3. Create and apply a coloring rule for TCP delta delays greater than 100 
seconds. How many frames match this coloring rule? 

Question 4-4. Export this filtered TCP delta information in CSV format. Using a 
spreadsheet program, what is the average TCP delta time?

Section 4 Challenge
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Open challenge101-5.pcapng and use the techniques covered in this Section to 
answer these Challenge questions.  

Question 5-1. Create an IO Graph for this trace file. What is the highest packets-per-
second value seen in this trace file? 

Question 5-2. What is the highest bits-per-second value seen in this trace file? 

Question 5-3. How many TCP conversations are in this trace file? 

Question 5-4. How many times has “Previous segment not captured” been detected 
in this trace file? 

Question 5-5. How many retransmissions and fast retransmissions are seen in this 
trace file?

Section 5 Challenge
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Open challenge101-6.pcapng and use the techniques covered in this Section to 
answer these Challenge questions. The answer key is located in Appendix A. 

Question 6-1. What two .jpg files can be exported from this trace file? 

Question 6-2. On what HTTP server and in what directory does next-active.png 
reside? 

Question 6-3. Export booksmall.png from this trace file. What is in the image? 

Question 6-4. Reassemble TCP stream 7. What type of browser is the client using in 
this stream?

Section 6 Challenge



(c) Wireshark University(c) Wireshark University

Open challenge101-7.pcapng and use the techniques covered in this Section to 
answer these Challenge questions. The answer key is located in Appendix A. 

Question 7-1. What information is contained in the trace file annotation? 

Question 7-2. What packet comments are contained in this trace file?  

Question 7-3. Add a comment to the POST message in this trace file. What packet 
did you alter?

Section 7 Challenge
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Use challenge101-8.pcapng and the command-line tool techniques covered 
in this Section to answer these Challenge questions. The answer key is 
located in Appendix A. 
  
Question 8-1. What Tshark parameter should you use to list active interfaces 
on your Wireshark system? 

Question 8-2. Using Tshark to extract protocol hierarchy information, how 
many UDP frames are in challenge101-8.pcapng? 

Question 8-3. Use Tshark to export all DNS packets from 
challenge101-8.pcapng to a new trace file called ch8dns.pcapng. How many 
packets were exported? 

Section 8 Challenge
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Lab Slides
Starting at Lab 4
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Add the HTTP Host Field as a Column 
During a browsing session, an HTTP client sends requests for HTTP 
objects to one or more HTTP servers. In each of the requests, the 
client specifies the name or the IP address of the target HTTP server. 
This can be very revealing. 

Note: All frames from 24.6.173.220 will appear with a black 
background and red foreground if Wireshark is set to validate IP 
header checksums. You will disable this feature in Lab 6. 

Lab 4 http-disney101.pcapng
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Set Key Wireshark Preferences (IMPORTANT LAB) 
Wireshark offers several key preference settings to enhance your analysis 
sessions. In this lab you will use the Edit Preferences button on the main 
toolbar and the right-click method to view and change the preference settings. 
These are the settings we will view and alter in this lab: 
• Increase the number of display filters that Wireshark remembers. 
• Increase the number of recently opened files that Wireshark 
remembers. 
• Ensure IP, UDP, and TCP checksum validations are disabled. 
• Enable the TCP Calculate conversation timestamps setting.  
• Enable the TCP Track number of bytes in flight setting.  
• Disable the TCP Allow subdissector to reassemble TCP streams 
setting. 

Lab 5 http-pcaprnet101.pcapng
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Create a New Profile Based on the Default Profile 
Profiles enable you to work with customized settings to be more efficient 
when analyzing traffic.  
In this lab you will create a new profile called “wireshark101.”  
You will base it on your Default profile to ensure any previously created 
settings will be copied over to your new profile. 

Lab 6
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Import a DNS/HTTP Errors Profile  
Once you’ve created that fabulous profile that detects various types of 
HTTP or DNS problems perhaps, consider installing that profile on your 
other Wireshark systems.  
Since Wireshark bases profiles on text files, this is a simple process. 

Lab 7
httpdnsprofile2.zip 

and 
dns-nmap101.pcapng
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Spot Path and Server Latency Problems  
Let’s practice using these two columns to detect latency.  
In this lab you will set the Time column to Seconds Since Previous 
Displayed Packet and add the TCP Delta column.  
You may have some of these columns set already if you followed along 
with the previous section in your Student Manual. 

Lab 8 http-slow101.pcapng
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Capture to File Sets 
In this lab you will get a chance to practice capturing to file sets using an 
auto-stop condition. 

Lab 9
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Use a Ring Buffer to Conserve Drive Space 
In this lab exercise, we will set up a ring buffer to ensure we see the 
most recent traffic.  
We will create a problem and manually stop the capture to analyze the 
issue.

Lab 10
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Capture Only Traffic to or from Your IP Address 
In this lab you will determine your current IP address and apply a 
capture filter for that traffic. 

Lab 11
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Capture Only Traffic to or from Everyone Else’s MAC Address 
In this lab you will determine your current MAC address and apply a 
capture filter that filters out your traffic—you are interested in everyone 
else’s traffic only. 
If you have a dual-stack host, it is much more effective to make a single 
filter based on your MAC address than to make a more complex filter 
based on your IPv4 and IPv6 addresses.

Lab 12
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Create, Save and Apply a DNS Capture Filter 
In this exercise you will use several skills learned in this Section. You 
will configure Wireshark to capture only DNS traffic and save that traffic 
to a file called mydns101.pcapng.

Lab 13
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Use Auto-Complete to Find Traffic to a Specific HTTP Server 
In this lab we use Wireshark’s auto-complete feature to filter on specific 
HTTP communications.  
Ultimately, we are interested in client requests to a particular server. 
This trace file, http-sfgate101.pcapng, was captured as someone 
browsed a web site and then filled in a feedback form on that site asking 
about iPad support. 

Lab 14 http-sfgate101.pcapng
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Use a Default Filter as a “Seed” for a New Filter 
You can use the default display filters as a template to create and save 
new custom display filters.  
This method helps you remember the display filter syntax and ensures 
that the syntax is correct. We will create a display filter for all traffic to or 
from your IP address. 

Lab 15
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Filter on HTTP Traffic the Right Way 
This is a quick lab.  
We will just compare the results from applying two different display 
filters to the traffic.  
We will use http and then we will replace it with the proper filter for 
this web browsing traffic. 

Lab 16 http-disney101.pcapng
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Filter on Traffic to or from Online Backup Subnets 
In this lab, we will apply a subnet display filter to examine traffic to or 
from a backup server for Memeo which offers an online backup product.  
This traffic runs in the background, constantly checking in with the 
server. 

Lab 17 mybackground101.pcapng
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Filter on DNS Name Errors or HTTP 404 Responses 
In this lab we will look for specific DNS or HTTP error responses using 
the right-click method.  
This is a great filter that you may want to save.

Lab 18 http-errors101.pcapng
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Detect Background File Transfers on Startup 
There may be a number of background processes that run when you 
start up your machine.  
Some of these may update your virus detection mechanism, your 
operating system, or applications.  
In this lab, you will detect and filter on the most active conversation of a 
host that is just starting up. 

Lab 19 gen-startupchatty101.pcapng
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Locate TCP Connection Attempts to a Client 
Client processes send TCP connection requests to server processes. 
There are very few reasons to allow incoming TCP connections to user 
machines on your network (as they typically won’t be running server 
processes).  
In this lab we will create a display filter that detects incoming TCP 
connection attempts to anyone on a particular subnet.  
We will focus on subnet 24.6.0.0/16.

Lab 20 general101b.pcapng
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Filter to Locate a Set of Key Words in a Trace File 
In this lab we will use the matches operator to find the keywords 
sombrero or football in upper case or lower case anywhere in a trace 
file. 

Lab 21 http-pictures101.pcapng
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Filter with Wildcards between Words 
In this lab we will use the matches operator to find the keywords baby 
and smiling in a trace file. We will see how the repeating character 
option settings can affect what matches your filter.  
Our display filter ftp.request.arg matches "me.{1,3}r" 
would look for the “.” up to three times between the “me” and “r” as 
mentioned in this section.  
This time we will look for the keywords baby and smiling with up to three 
characters separating the words. 

Lab 22 http-pictures101.pcapng
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Import Display Filters into a Profile 
In this lab you will import a set of display filters from your student USB 
stick (or the wiresharkbook.com website) into your existing display filter 
file (dfilters).  
Use this same technique if you want to move display filters from one 
profile to another on a single host or other Wireshark systems. 

Lab 23 dfilters_sample.txt
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Create and Import HTTP Filter Expression Buttons  
We will begin by creating a single Filter Expression button and then we’ll 
import the set of Filter Expression buttons shown below into your 
wireshark101 profile. 

Lab 24
http-chappellu101b.pcapng 

and 
filterexpressions101.txt
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Add a Column to Display Coloring Rules in Use 
Adding a column to identify coloring rules is a great idea when you are 
new to Wireshark or you just aren’t familiar with the coloring rules set. 

Lab 25 http-sfgate101.pcapng
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Build a Coloring Rule to Highlight FTP User Names,  
Passwords, etc. 
In this lab you will create a coloring rule to call your attention to FTP 
request arguments, including those associated with USER, PASS, 
TYPE, SIZE, MDTM, RETR, and CWD commands. 

Lab 26 ftp-crack101.pcapng
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Create Temporary Conversation Coloring Rules 
In this lab, you will apply three temporary coloring rules to differentiate 
TCP conversations. When you scroll through the trace file, you will be 
able to easily see when an earlier conversation begins to surface. 

Lab 27 http-browse101d.pcapng
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Create Temporary Conversation Coloring Rules 
In this lab we will create a new coloring rule to identify TCP 
retransmissions. TCP retransmissions are a sign of packet loss on a 
network and are part of Wireshark’s TCP analysis flagged packets. We’d 
like to just look at the Intelligent Scrollbar to know if retransmissions 
(packet loss indications) are seen. 

Lab 28 net-lost-route.pcapng
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Export a Single TCP Conversation 
When you are focused on a specific application or a specific file 
download, it helps to extract conversations into separate trace files. In 
this lab, you will create and extract a new trace file after locating traffic 
from an executable file download process.

Lab 29 http-misctraffic101.pcapng
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Export a List of HTTP Host Field Values from a Trace File 
In this lab, you will alter the Packet List pane to display the HTTP Host 
field before exporting information to CSV format. 

Lab 30 http-au101b.pcapng
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Filter on the Most Active TCP Conversation 
Pulling out the most active conversation is a common network analysis 
task when trace files contain tens or even hundreds of conversations. 

Lab 31 http-misctraffic101.pcapng
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Set up GeoIP to Map Targets Globally  
Wireshark can use the MaxMind GeoLite database files to list the 
country, city, AS (Autonomous System) number, latitude, and longitude 
of an IP address and map IPv4 and IPv6 addresses on a map of the 
earth. In this lab, you will configure Wireshark to use this database and 
map IP addresses seen in a trace file. 

Lab 33 http-browse101c.pcapng
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Detect Suspicious Protocols or Applications 
When you are concerned that there may be a security issue in your 
trace file, open the Protocol Hierarchy window first.  
Look for suspicious applications or protocols and the dreaded “data” 
under IP, UDP, or TCP. 

Lab 34 general101c.pcapng
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Compare Traffic to/from a Subnet to Other Traffic 
In this lab you will compare all the traffic to or from subnet 184.0.0.0/8 to 
all other traffic. To do this, you will use two IP address filters—one 
inclusion filter and one exclusion filter. 

Lab 35 http-espn101.pcapng
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Identify an Overloaded Client 
In this lab we use the Expert Infos window to identify the cause of poor 
network performance. Not only is the client overloaded in this trace file, 
but there is packet loss along the path as well.

Lab 35 http-download101.pcapng
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Detect and Graph File Transfer Problems 
In this lab we examine a file transfer process that takes place over TCP. 
Before we can consider troubleshooting the application itself, we must 
rule out TCP problems.

Lab 36 general101d.pcapng
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Use Reassembly to Find a Web Site’s Hidden HTTP Message 
It is not unusual to have numerous “hidden” messages sent to your 
browser when you hit a web site. In this lab you will analyze a trace file 
that contains two hidden messages. Afterwards, visit the same web site 
again to catch other interesting messages. 

Lab 37 http-wiresharkdownload101.pcapng
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Extract a File from an FTP File Transfer  
In this lab you will follow an FTP data stream to reassemble the file that 
was transferred.  
First you will reassemble the command channel traffic to see the client 
login and file retrieval commands, and then you will reassemble the data 
transfer channel traffic to view the file transferred.

Lab 38 ftp-clientside101.pcapng
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Carve Out an HTTP Object from a Web Browsing Session 
In this lab, you will open a trace file that contains a web browsing 
session.  
Using the File | Export Objects process, you will extract one of the 
images transferred during the web browsing session. 

Lab 39 http-college101.pcapng
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Read Analysis Notes in a Malicious Redirection Trace File 
It can be a blessing to have notes inside the trace file to assist other 
analysts (or even you) in following along with the traffic flow.  
In this lab you will examine the notes left in a trace file that contains 
unusual communications. 

Lab 40 sec-suspicous101.pcapng
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Export Malicious Redirection Packet Comments 
We will use the sec-suspicious101.pcapng trace file again in this lab. 
We will use a two-step process for comment export.  
First we will prepare the trace file to export the field information we are 
most interested in. We will export the fields in text format.  
Unlike in the previous section, we will export the packet comments using 
the Packet summary line. 

Lab 41 sec-suspicous101.pcapng



(c) Wireshark University(c) Wireshark University

Split a File and Work with Filtered File Sets  
You will be working with http-download101c.pcapng in this lab. This 
trace file is only 27 MB, but we will use it to practice splitting a file.  
After splitting the file, we will move through the file set while a display 
filter is applied.  
Wireshark automatically applies the display filter to each file as it is 
opened.

Lab 42 http download101c.pcapng
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Merge a Set of Files using a Wildcard 
In this lab you will merge the six-file http-downloadc5000*.pcapng set 
that you created in Lab 42.  
You will use a wildcard to make this process a bit easier and less error-
prone. 

Lab 43 http-downloadc5000*.pcapng
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Use Tshark to Capture to File Sets with an Autostop Condition  
In this lab, you will get a chance to use Tshark with various parameters. 
We’ll define file set “next file” parameters and include an autostop 
condition for unattended capture.

Lab 44
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Use Tshark to Extract HTTP GET Requests 
In this lab you will use the –r parameter to read a trace file and then 
apply a display filter with the –R parameter.  
Finally you will save a trace file that contains only the HTTP GET 
requests.

Lab 45 http-espn101.pcapng
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Use Tshark to Extract HTTP Host Names and IP Addresses 
In this lab we will use a combination of display filters and field names to 
create a file that contains both the IP addresses and host names of 
HTTP servers contacted on the network. 

Lab 46


