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I Lab 1: Use Packets to Build a Picture of a Network

When you are analyzing traffic, try to get a feel for the network layout from what you can learn in the
packets. Who is sending the packets? Who are the targets? What are their MAC and IP addresses? If
multiple hosts talk through a device, it is likely a router. Switches are transparent, but you must assume
that clients go through switches to reach a router.

In this lab you will examine the MAC and IP addresses to build a picture of a portion of a network. In
addition, you will look at the Protocol column to determine what applications are running on various
hosts. Red text indicates that we just learned this information from the current frame.

Frame 1

Frame 1: 134 bytes on wire (1072 bits), 134 bytes captured (1072 bits) on interface ©
Ethernet II, Src: Cadant_31:bb:cl (90:01:5c:31:bb:cl), Dst: IPvémcast_01 (33:33:00:00:00:01)
Internet Protocol Version 6, Src: fe80::201:5cFf:fe31:bbcl, Dst: ff02::1

Launch Wireshark, click the File Open button = on the main tool bar and double-click on
generall01.pcapng to open this file.

Examine the Packet List pane. Frame 1 uses IPv6. Look in the Ethernet and IP headers for this frame in
the Packet Details pane (shown below). This appears to be an IPv6 multicast (note the [Pv6mcast
designation in the destination Ethernet address field).

What we know' o MAC: 00:01:5::31: bl

1P: fagd = 201:50ff fellthbel
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Frame 2

Frame 2: 60 bytes on wire (480 bits), 60 bytes captured (430 bits) on interface @
Ethernet II, Src: Cadant_31:bb:cl (@@:81:5¢:31:bb:cl), Dst: Broadcast (ffiff:ffiffiffiff)
Addres=s Resolution Protocol (request)

Frame 2 is an ARP packet. Look inside the Ethernet header then inside the ARP portion of the packet.
This ARP request is sent to locate the MAC address of the Target IP Address.

MAC: 01503 1:hbz 1
What we k"OW.. T 1P fesn: 201 offfeilsbbel

IP: 24.5.163.1

G

IF: 24.0.1/5.50

Frame 3

Frame 3: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @
Ethernet II, Src: HewlettP_a7:bf:a3 (d4:85:64:a7:bf:a3), Dst: Cadant_31:bb:cl (€0:01:5¢:31:b

Frame 3 is a TCP handshake packet to the HTTP port. Again, look in the Ethernet header and IP header to
build your picture of the network. Since the target has not responded, we really can’t say the target is
there. We will mark it with a question mark until we see it talk on the network.

MAC: 001:5::21: bz 1
What we know"' 1P: feun: 201 cff:fei1l:bbel

IP: 24.5.163.1

@ MAC: 114:85:6407:1:1:.2 0

¥ 24.0.1/5.50 P2 240,173,230 IP; 216,168,252.157
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Frame 4

Frame 4: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @

Ethernet II, Src: Cadant_31:bb:cl (00:01:5c:31:bb:cl), Dst: HewlettP_a7:bf:a3 (d4:85:64:a7:
Internet Protocol Version 4, Src: 216.168.252.157, Dst: 24.6.173.220

' |55 Control Protocol, Src Port: 80, Dst Port: 41865, Seq: ©, Ack: 1, Len: @

Frame 4 is the reply to frame 3. We can now draw in the new HTTP server in our diagram. Look at the
source MAC address in frame 4. It comes from the router, not the source server.

Remember that routers strip off the received MAC header and apply a new MAC header. The new MAC
header contains the address of the router’s interface on this network as the new source MAC address and
the address of the destination device as the new destination MAC address. This is how a router forwards
a packet. On your local network, you may see traffic from many different IP addresses come from the
MAC address of the local router.

Frame 5 finishes the TCP 3-way handshake.

MAC: 015031 :hbz 1
What we know... 1P: fepn:201:ucff:foil:bbel

IP: 24.5.163.1

Raouter

0 MAC: (14:85:64:17:01-.12 | a2 |

IF: 24.0.1/5.50 P2 280,173,240 IP; 216.168.252.157
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Frame 6

Frame 6: 152 bytes on wire (1216 bits), 152 bytes captured (1216 bits) on interface ©
Ethernet II, Src: HewlettP_a7:bf:a3 (d4:85:64:a7:bf:a3), Dst: Broadcast (ff:Ff.FF . F.FF:6F)
Internet Protocol Version 4, Src: 24.6.173.220, Dst: 255.255.255.255

User Dltosr- Protocol, Src Port: 17500, Dst Port: 17500

Frame 6 is a Dropbox LAN Sync Discovery Protocol (DB-LSB-DISC) packet from our client. This packet is
sent to the broadcast address.

MAC: 0153 1:hba 1
What we k"OW. o 1P: fepn: 201 Lofffeil:bbel

IP: 24.5.163.1

Raouter

Q MAC: 114:85:64:1 71112 L

IF: 24.0.1/5.50 P2 280,173,240 IP; 216.168,252.157

Frame 7
Frame 7: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @

Ethernet II, Src: AsustekC_19:9e:19 (¢8:60:00:19:9e:19), Dst: Cadant_31:bb:cl (80:01:5¢:31:b
Internet Pretocol Version 4, Src: 24.6.169.43, Dst: 199.59.1%.9

Transmissioa Control Protocol, Src Port: 58

Frame 7 is another TCP handshake packet, but we have a new source and destination. We can now draw
in a new source MAC and IP address and a new destination IP address. We must wait for the target to
send a packet before we say it is definitely there.
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MAC: 0153 1:hba 1
1P: fepn:201:L0fffeilbbel
IP: 24.5.163.1

What we know...

1P:163.59.150.2

0 MAC: 114:85:64:07:00:02  MIAL: C8:00:00;19:9e:19 |

IF: 24.0.1/5.50 P2 246,173,230 IP: 24.5.169.4% IP: 216.168.252.157

Frame 8
Frame B: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @

Ethernet II, Src: Cadant_31:bb:cl (80:81:5c:31:bb:cl), Dst: AsustekC_19:9e:19 (cB:60:€0:19:9
Internet Prctocol Version 4, Src: 199.59.158.9, Dst: 24.6.169.43
T ior Control Protocol, Src P 30, Dst F 3403, S

i smissi nS y

ort: BB, Dst Port: 58483, Seq:
- oU, USL rL . 2y 2E4.

Frame 8 is the answer from the HTTP server (199.59.150.9). We now know that this server is talking on the
wire. Frame 9 is the final piece of the TCP handshake.

MAC: O0E01:5::31:hbz 1
What we know... 1P: feun: 201 cff:fei1l:bbel

IP: 24.5.163.1

- N

Router

1IP2163.59.150.2

0 MAC: 14:85:64:07:0102  MAL: CH:L0e00:19:9e:19 i_

IF: 24.0.1/5.50 P2 23.0.1/3.240 IP: 24.5.1F9.47 IP; 216.168.252.157

Frame 10
Frame 10: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @

Ethernet II, Src: AsustekC_19:9e:19 (c8:60:99:19:9e:19), Dst: Cadant_31:bb:¢1 (00:01:5¢:31:b
Internet Protocol Version 4, Src: 24.6.169.43, Dst: 167.21.109.41
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Frame 10 indicates that the other local host is trying to connect to another server. This time the target is

&

port 443, the HTTPS port.

MAC: O0E01:5::31:hbz 1
What we know'“ 1P: feun: 201 cff:fei1l:bbel

IP: 24.5.163.1

IF:10/.21.109.41

-~

1IP2163.59.150.2

0 MAC: (14:85:64:07:01:02  MAL: CH:ARU0:1Y:9e:19 i_

IF: 24.0.1/5.50 P2 23.0.1/3.240 IP: 24.5.179.4% IP; 216.168.252.157

Frame 11

Frame 11: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @
Ethernet II, Src: Cadant_31:bb:cl (00:01:5c:31:bb:cl), Dst: AsustekC_19:9e:19 (c¢B:60:00:19:9
Internet Protocol Version 4, Src: 107.21.109.41, Dst: 24.6.169.43

2 = — e T
ranssission Cor 0 '_""‘lf Src Port: 443, Dst Port: 58485

Frame 11 is a response from the target. We can now assume the target is running. Frame 12 finishes the

TCP handshake and our drawing of the network we discovered just by looking at these first few packets
in the trace file.

What we know MAC: OE01:5::31:hha 1

1P: fepn: 201 0ff:feil:bbcl >
IP: 24.5.163.1
1 10/.21.108.91
Router
1P 169.53.150.8
0 MAC: 14:85:A%:07:01:02  MAL cBibe00:18:9e:19 _
¥: 24.0.1/5.50 M2 23.0.1/3.240 IP: 24.5.169.41 IP; 216.168,252.157
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As you can see, lots of different conversations are occurring simultaneously. We can build a picture of the
network based on the packets we see. Building an image of a network based on traffic is a common task
used in analysis.
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I3 Lab 2: Capture and Classify Your Own Background Traffic (Optional) -
NOTE Sparklines not Working

Take a moment and capture your own background as we did in this section. When you complete your
capture, perform some research on the resulting trace file to see if you can characterize all the traffic to/
from your machine when you are not touching the keyboard.

Step 1: Close all applications except for Wireshark and any normal background applications that run
on your machine.

Step 2: Click the Capture Options ® button on the main toolbar.

Step 3: Select the interface that sees active traffic.
moat | 2uet | ovdzre
Tia'la e - Teall « | ebeloyen Fesrwr Fromicmne Sranen R
L Local Ares Conscnn Mere snased cealt
Alirdes: heowers Serrecter Here enased ceait
P [Iii'ﬂn:-.bo-_ulci.'-x r-rb.ul-lr.%- e ke e ratiel R
< | n
= oo aeemmevwr de e ‘h'-v oo vhrfe . I
Coymrctinerbor skt imoerss: N |Evwr acoghura by . '] cncke 20Fs
Sar J [ S ] I Heo
Step 4: Click Start. Let the capture run for at least five minutes (longer if you can wait).

Step 5: Click the Stop Capture button M on the main toolbar.

Spend some time going through the trace file to identify the applications that run in the
background on your machine. Focus on the Protocol column and the Info column.

If you don’t recognize the application, perform some research on the IP addresses that your
system communicates with. Most likely you will also see broadcast or multicast traffic from
other hosts on your network.

™
Step 6: To save this file, click the Save button “* on the main toolbar, navigate to the target directory,
and name your file backgroundl.pcapng.

Recognizing your own background traffic will help you remove this from consideration when looking for
unusual communications. Consider saving trace files of your “normal” traffic to refer to when
troubleshooting.
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I Lab 3: Open a Network Monitor .cap File

In this lab you will use Wireshark’s Wiretap Library to open a file captured with Microsoft’s Network
Monitor!.

Step 1: Click the File Open button = on the main toolbar.

Step 2: Navigate to your trace file directory and click on http-winpcap101.cap. Wireshark looks inside
the trace file to identify what tool was used to capture the traffic, as shown below. Although
this file was captured with Microsoft’'s Network Monitor (NetMon) v3.4, Wireshark marks it
as NetMon v2 because that is the format v3.4 saves in.

M viresnie Upzn Caztore bl .
fz< = I L LIS e -,I o F @
* Hame Ny ==di as Tyre O
B hup eabod Wiy R O D Wirca
Curhaecas  Pebip fzc Bl o URNDARAN Wi
5 Fiyejutsincheaze prapaz STIN 21PN Witer
- .’u FHp-den i eeantg VUTRAT SR S Ve
Swahop B rHp-tanasktatapre RANGITAQEIER Wree
."ul'u;:-:w:rhlm:';:(z nq WWACIIN P Viesr
™ :-Ul'ui 23 2KZ5 0N ECIEN] ORISR | Ve
Lbaia -%Nu. Meeadhagndaniciiey 2022030 Wirce
.'Blu;. NDLIP PRy %0 220:2rM Wirca
L_‘ -’a-l'llr_nmnp ﬁlT-p_ - - = _'1'?'7.". TR Wie
T B A Itty—s eachedeancland prapns RSO 2323FM Wireer ,
<— >
é Isrnrn Mo w1l =an ~ | | e |
Patanh
Tl it MEbs v Taeenl
R | Wovall 4e B P
Aicrody. TRl Ni~dw
bz WL =ome oo e 4
| Ieaneqed rovem werkrion o b b
L hdaw o wraniz OO
I_ Lze ader sl ~otnoes rams esive
Step 3: Click Open. Once the file is open, select File | Save As and click the drop down menu arrow

next to Files of Type. Select Wireshark - pcapng (*pcapng;*.pcapng.gz;*.ntar;*.ntar.gz) and
name the file httpwinpcap101.pcapng.

Wireshark can recognize and open trace files created with most other industry tools. Once open, the fact
that this trace file was captured with Network Monitor is transparent to you.

1 Microsoft Network Monitor was replaced with Microsoft Message Analyzer, but Message Analyzer can still save
trace files in the native Network Monitor .cap format.
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i Lab 4: Add the HTTP Host Field as a Column

During a browsing session, an HTTP client sends requests for HTTP objects to one or more HTTP servers.
In each of the requests, the client specifies the name or the IP address of the target HTTP server. This can
be very revealing.

Note: All frames from 24.6.173.220 will appear with a black background and red foreground if Wireshark is set to
validate IP header checksums. You will ensure this feature is disabled in Lab 5.
Step 1: Click the File Open button ' on the main toolbar and open httpdisney101.pcapng.

Step 2: First we will hide the Time to Live column (if you created one while following along with the
previous section of this book). Right-click the Time to Live column heading and uncheck that
column in the drop-down menu. If you want to see that column again later, simply right-click
on any column heading and click it in the column list to enable it.

Step 3: Scroll down in the Packet List pane and select frame 15.

Step 4: The Packet Details pane shows the contents of frame 15. Click the * in front of Hypertext
Transfer Protocol to expand this section of the frame.

Step 4: Right-click on the Host line (which contains www.disney.com\r\n) and select Apply as
Column. Your new Host column appears to the left of the Info column. You can click and drag
the right-hand edge of the column to widen or narrow the column.

Step 5: Click on the Host column heading twice to sort the column from high to low.

Step 6: Click the Go to First button 1 to jump to the top of the sorted trace file. You can now easily
see all the hosts to which the client sent requests, as shown below.

M reiz-dene Vpasy - 3 X
e k3t Daw Qo Lepbae iy Ratatxe shpbory Nwdenn Jochh Hed

an 0 e - = A=A

u 4 ~ | Bcreson

o. Tre Sace [ersrason Protoecd  Lerg®  Foat A

15 8.971815 21.6.173.220 199.181.132.219 HTTP 342 .dignoy . com
§723 13,3884 24.6.173.220 A58 ,.71.21€.35 HTTP 1761 webloggeral .data disne
DYET 13,530/, J8.b.1/35.220 0L, Z235,.138.59 HI 1V 1952 v, go.com

573€ 13,3815, 24.6.173.229 G56,235.138.59% HTTP L5779 w88.go.com
=y P

Step 7: Lab Clean-up Right-click on your new Host column heading and select Hide Column. If you
want to view this column again, right-click any column heading and select Displayed
Columns | Host (http.host).

Adding and sorting columns are two key tasks that can shorten your analysis time significantly. Why go
searching through thousands of packets when you can have Wireshark quickly gather and display the
information you need?
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I Lab 5: Set Key Wireshark Preferences (IMPORTANT LAB)?

Wireshark offers several key preference settings to enhance your analysis sessions. In this lab you will use
Edit | Preferences on the main menu and the right-click method to view and change the preference

settings.

These are the settings we will view and alter in this lab:

Display filters that Wireshark will remember

Recently opened files that Wireshark will remember
Ethernet, IP, UDP, and TCP checksum validations

TCP Calculate conversation timestamps setting

TCP Track number of bytes in flight setting

TCP Allow subdissector to reassemble TCP streams setting

Note: Your Wireshark system should retain all of these settings through the rest of this course with the
exception of the TCP Allow subdissector to reassemble TCP streams setting, which you will work with during
various labs.

Step 1:
Step 2:
Step 3:

Step 4:

Open http-pcaprnet101.pcapng.
Select Edit | Preferences on the main menu.
Change both the filter entries and recent files settings to 30.

These two settings allow you to quickly recall more of your recent filter settings and opened
files.

Sonw

N fiter enTies

20 rezent Flze

Click OK. This automatically applies and saves your settings in this Default profile and closes
the Preferences window.

Next we will use the right-click method to check and change the Ethernet, IP, UDP, and TCP
settings.

We will begin by disabling the Ethernet checksum validation (which is enabled by default).

Next, we will ensure IP, UDP, and TCP checksum validations are disabled?. These three
checksum validations should already be disabled unless you updated Wireshark while
retaining previous settings.

2 The remaining labs in this course assume you have successfully completed this lab.

3 Most systems support checksum offloading. If Wireshark obtains a copy of an outbound frame before the
checksum values have been calculated, it will mark the checksums invalid. This is a false positive when capturing
traffic directly on a host that supports checksum offloading.
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Step 5: With frame 1 selected in the Packet List pane, right-click on the Ethernet II section of the
Packet Details pane and hover over the Protocol Preferences option on the drop-down menu.
If this setting is enabled (checked), click on the Validate the Ethernet checksum if possible
setting to disable it.

A paapindIU’ seuiey - (] M
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With frame 1 still selected in the Packet List pane, right-click on the Internet Protocol section
of the Packet Details pane and hover over the Protocol Preferences option on the drop-down
menu. If this setting is enabled (checked), click on the Validate the IPv4 checksum if possible
setting to disable it.
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Again, in frame 1, right-click the User Datagram Protocol section of the Packet Details pane
and hover over the Protocol Preferences option from the drop-down menu. Uncheck Validate
the UDP checksum if possible setting if it is currently enabled.

Select frame 5 in the Packet List pane. Right-click the Transmission Control Protocol section
of the Packet Details pane and, under Protocol Preferences, disable the Validate the TCP
checksum if possible setting if it is currently enabled.
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Step 9: Since Wireshark closes the TCP protocol settings menu after you select an option, you must
right-click again on the Transmission Control Protocol section of the Packet Details pane to
review or change the following additional settings.

« Disabled: Allow subdissector to reassemble TCP streamns
« Enabled: Track number of bytes in flight
»« Enabled: Calculate conversation timestamps
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Step10: Now let’s see how a few of these settings affect the packet displays. Click on frame 8 in http-
pcaprnet101.pcapng. Expand the Transmission Control Protocol line, the SEQ/ACK analysis,
and Timestamps section in the Packet Details pane.

We can see that Wireshark is not validating the TCP checksum and that 287 bytes of data have
been sent, but not acknowledged. In addition, we can see that this frame arrived about 20
milliseconds (0.020 seconds) after the first frame of the TCP conversation (also referred to as
the TCP stream) and 778 microseconds (0.000778 seconds) after the previous frame of this
TCP conversation.
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You can easily use the right-click method to change protocol preferences, such as tracking time in each
TCP conversation and the number of unacknowledged bytes in a conversation. There are many other
application and protocol preference settings that can be set in either the Preferences window or through
the right-click method.
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i Lab 6: Create a New Profile Based on the Default Profile

Profiles enable you to work with customized settings to be more efficient when analyzing traffic. In this
lab you will create a new profile called “wireshark101.” You will base it on your Default profile to ensure
any previously created settings will be copied over to your new profile.

Step 1: Right-click on the Profile column in the Status Bar and select Manage Profiles. (It does not
matter what profile is currently listed in the Profile column.)
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Step 2: Select Default from the list of available profiles and click the Copy '®! button. Type the name
wireshark101 and press Enter. Click OK.

W\V\

Wireshark now displays your new profile in the Status Bar.
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In Lab 6 we worked with some key preference settings (such as Track number of bytes in flight
and Calculate conversation timestamps) in the Default profile. Since your new profile is based on
the Default profile, these preference settings are also set in your wireshark101 profile.

Wireshark remembers the last profile used when it is restarted. To change to another profile, click on the
Profile area of the Status Bar and select another profile.
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I3 Lab 7: Import a DNS/HTTP Errors Profile

Once you've created that fabulous profile that detects various types of HTTP or DNS problems perhaps,
consider installing that profile on your other Wireshark systems. Since Wireshark bases profiles on text
files, this is a simple process.

Step 1: The sample profile (httpdnsprofile101v2.zip) is located in the Supplements directory of your
Student USB stick. This new profile’s directory and contents are zipped into a single file.

Step 2: Select Help | About Wireshark | Folders. Double-click on your personal configuration folder
to examine the directory structure.

Step 3: As mentioned earlier, Wireshark creates a profiles directory when you build your first custom
profile (as you did in Lab 7). If you do not see a profiles directory at this point, you can
manually create one or return to and complete Lab 7. Open the profiles directory.
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Step 4: Extract the httpdnsprofilel01v2.zip file contents into this profiles directory. You should see a
new directory called HTTP-DNS_Errors. Look inside this new directory to see the Wireshark
configuration files included in this profile.

Step 5: Return to Wireshark and click on the Profile column on the Status Bar. You should see the new
profile listed. Click on the HTTP-DNS_Errors profile to examine this new profile.
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Open dns-nmap101.pcapng while working in your HITP-DNS_Errors profile. You should see
some interesting colors in the trace file and two new buttons in the display filter area.
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Lab Clean-up Click the Profile column on the Status Bar and select your wireshark101
profile. You will continue to enhance the wireshark101 profile in upcoming Sections of this
course.

Remember that profiles are simply a collection of configuration text files. It is easy to move single
elements of a profile or entire profiles to other machines. If you work with a troubleshooting team,
consider creating common Wireshark profiles that the entire team can use.

amne

Some configuration text files, such as the recent configuration file, contain directory
paths. This may generate Wireshark startup errors when you move these types of
configuration files to another system that does not have the same directory paths in
place. You could either avoid moving these files to another system or edit the relevant
configuration files to match the directory structure of the target system.
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Let’s practice using these two columns to detect latency. In this lab you will set the Time column to

Seconds Since Previous Displayed Packet and add the TCP Delta column.

You may have some of these columns set already if you followed along with the previous section.

Step 1:
Step 2:

Open http-slow101.pcapng.

more room for your new column.

Step 3:

Right-click the Length column heading unselect the Length column to hide it. This provides

Select View | Time Display Format | Seconds Since Previous Displayed Packet. Click on

your Time column heading twice to sort from high to low. Click the First Packet button 4" on
the main toolbar. We can see some very high delays in this trace file.
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Now let’s see what happens when we add and work with a column that depicts TCP
conversation timestamps.

Step 4:

—_—

Click on the No. (Number) column heading to return the trace file to its default sort order.

Scroll up or click the Go to First button 1" on the main toolbar to go to frame 1.
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Step 5: Right-click the TCP header in the Packet Details pane of frame 1 and select Expand Subtrees.
Scroll down and right-click on the Time since previous frame in this TCP stream and select
Apply as Column. You now have a new column in the Packet List pane, as shown below.
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Step 6: Right-click on the new column and select Edit Column. Type TCP Delta in the Title area and
click OK.
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As we sort on the TCP Delta column, keep in mind the types of traffic that can contain
“normal delays” as listed in Don’t Get Fooled - Some Delays are Normal on page 88.
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Step 7: Click on your new TCP Delta column heading and drag the column to the right of the existing
Time column. Click twice on your new TCP Delta column heading to sort from high to low.
Since there are multiple TCP conversations intertwined in this trace file, this TCP Delta
column gives an accurate display of latency times in the trace file.

In the image below, we scrolled to the right to view more of the Info column (our Time column
is no longer in view).
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Do you see anything in common with the top delays in the traffic? There are several very large
delays before the HTTP server said “OK.” You can probably imagine that the user would
complain about terrible performance when browsing to this web site.
Step 8: Lab Clean-up Click once on the No. (Number) column heading to sort from low to high. This

is the original sorting order of trace files.

Right-click on the TCP Delta column heading and unselect that column from the list to hide it.
If you want to view this column again later, you can right-click on any column heading and
select it from the column list.

Look at the TCP delta times in your web browsing sessions, network logins, or email traffic. Get a feel for
the round trip latency times from your client to numerous hosts.
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