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Abstract
Thesedaysvoice over IP (VoIP) is quite popularasit is a costeffective ay
to reducetelephonycostsusing the Internet. Although many projectsare
focusing on developing tools and solutions for building the voice
infrastructurethereis very little availablein termsof tools andmetricsfor
measuring the impact &IP on a network.

This paperdescribeghe designand implementationof opensourcetools
for detecting and measuringVolP traffic basedon both standardand
proprietary protocols.
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1. Intr oduction
VoIP is a solid technology available since some years that allows people to
communicatevia voice usingthe IP protocolinsteadof telephondines. Unfortunately
this technologyhas beenrelegatedin a niche marketdue to severalfactors such as
proprietary standards,high price tag, limited integration with existing telephony
environmentsHoweverin the last coupleof yearsthe situationchangeddramatically
since some open sourcetools such as asterisk [asterisk] as well as low-cost VoIP
telephoneadaptersand servicesbecomeavailable.In fact, todayit is quite commonfor
internet providersto provide their customersVolP calls at very low cost, if any, in
addition to standard xDStonnectivity
StandardVolP protocol such as SIP [sip] and H.323 [h323] are very popularin the
carrierenvironmen@ndin manyotherfields notlimited to VoIP, suchasmessengeand
chat.In additionto thesestandards-baseapplicationsthereare otherapplicationssuch
as Skype [skype] or voipstunt [voipstunt] that instead are based on proprietary
communicationprotocolsand codecs,and other hybrid applicationspartially basedon
openstandardsuchas googletalk [googletalk]and gizmo [gizmo]. The resultis that
VolPis becoming in some wagsmilarto P2P(peer to peer), as:
¥ new applications appeagrow and disappear very often.
¥ someVolP applications(e.g. Skype) are using P2P as communicationtransportfor
building the communicationinfrastructureand crossingfirewalls, a typical scenario
where many standard-basealP application fail to operate.

In a nutshell,VolP solutionsareoften usedat corporatdevel asa costeffective solution
to telephonecommunicationswhereagroprietaryVolP applicationsareusedfor letting

peopletalk eithercomputefto-computeror computefto-telephonaisinga PC equipped
with a special application and a headset.
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2. Motivation

In this complexandevolving scenarioolP traffic monitoringtoolsarevery few, often

integratedinto packetsniffers suchas ethereal[ethereal][hollis] and usedfor finding

iIssueqe.g.severepacketlossor incompatiblecodecs)n specificsituations ratherthan

for permanentlymonitoring VolP and non-\WIP traffic. Other tools such as Vomit

[vomit] or RTP-tools[rtp-tools] aresuitablefor capturingvoice communicationdut not

for providing a comprehensivgpermanentmonitoring tool. This has beenthe author

motivation for this work, namely to develop an open source VolP-aware traffic

monitoring tool able to:

¥ Provide long-term monitoring, contrary to what availadidéP monitoring tools do.

¥ Handling standar¥olP protocols as well, as much as possible, proprietary protocols.

¥ Decodecalls, henceidentify peers(who®calling who) andclient applications This is
useful forVolP accounting, billing or fraud detection.

¥ ProvideVolP metrics such as packet loss and lateasywell as voice quality

¥ Generate trdic trends in order to identify howolP traffic is changing over the time.

In order to achieve the above goal, the author decided to use a dual approach:

¥ Enrich ntop [ntop], a home-grownopen-sourc@assivetraffic monitoringapplication,
for making itVolP traffic aware.

¥ Develop some metrics suitable for monitoring key VoIP traffic characteristicsand
exportthemvia Netflow [netflow] vO/IPFIX [ipfix] , by meansof nProbe[nprobe]an
open-sourceetflow probe also developed by the author

This decision has been made because:

¥ It allows usersto exploit the availabletraffic analysisfacilities provided by ntop,
without having to run any specializedVolP traffic analysisapplication.In this way
VolP traffic is nottreatedasfirst-classcitizenbutit is atthe samelevel asothertraffic
(e.g. http or email).

¥ It enablesvolP measurementsomputedoy nProbeto be exportedusingthe standard
Netflow/IPFIX protocol sothatthey canalsobe usedby ntop andothercommercial
netflow applicationssuchas Cisco NetFlow Collector This is particularlyimportant
when opensourcesolutionsare deployedin an enterprisethat is using an existing/
commercial management console

Thefollowing sectionsdescribeshe designandtheimplementatiorof the extensiongo
ntop and nProbe for monitoringlP traffic.

3. VolIP Basics

As stated before there are three m#oiP protocol families, namely those based on:
¥ standards protocols such as SIP/H.3Z8Rtp];

¥ proprietary but well documented protocols such as Cisco skinny [skinny];

¥ proprietary protocols such as Skype.

Note that the use of standardor known protocolsdoesnot always meansthat it is
possibleto monitor everythingasprotocolssuchasRTP, usedto carry voice andvideo,
may transportdataencodedvith proprietarycodecsThisis true for instancefor Google
Talk whosevoice is encodedwith a proprietarycodec.In generalall the protocolsare



based on a connectionless protocol such as UDP
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Figure 1. VoIP ProtocolArchitecture

The figure aboveshowsthe basicof VolP. Every communicatioris madeof threebasic

steps:

1. Whena callerwantsto communicatevith anothempartyit initiatesa communication
eitherwith the remoteparty or with a gateway/PBX(this dependson the protocol
beingusedandon the local network setup)using a signalingprotocol. This stepis
responsible for:
¥ Verifying party credentials,credit (if applicable),ability to call the specified

number;
¥ Negotiating the call (e.qg. is it voice only or voice and video).
¥ Agreeing on a common codec (e.g. H.264).
¥ Negotiating the ports used for exchanging voice/video data.

2. The call takesplaceon the ports previously selected and the payloadis encoded
using the specifiedcodec.If a standardprotocolis used,usually RTP is the one
selected.In caseof a video-call there are two independenRTP streams,one for
voice and one per video.

3. Whenone of the partiesdecidesto completethe call, using the signaling protocol
the call is terminated.

The following table lists some popular signaling and transport protocols uséal Ror

Signaling Transport
¥ SIP(Session Initiation Protocol) ¥ RTP (RealtimeTransport Protocol)
¥ Cisco Skinny ¥ RTCPXS (RTP Control Extended
¥ H.323 Reports)

Figure 2. - Popular Signaling afidansport Protocols

From the trdic monitoring point of view:

¥ The signalingprotocolcontainsimportantinformationsuchas partiesidentity, type of
call (voice or video-call),codecsduration,andinformationaboutthe RTP session(s)
thatusuallydo not takeplaceon fixed ports.In generalwithout properlydecodingthe
signaling protocaol, it is not possible to guess the ports usedrféor R



¥ Thevoice/videotransportprotocolis usedto extractinformationsuchasijitter, packet
loss, and packetlatencythat are the building blocks for evaluatingthe call quality.
Note that asthe RTP packetscontainsinformation aboutthe codecbeing used,with
appropriatesoftwareit is also possibleto decodethe RTP and extract further call
information.

¥ Protocolssuch as RTCP XS [rfc3611] are usedto report information about RTP
streamsncluding informationssuchaspacketloss,burst/delaycall andtransmission
guality metrics.Thesereportsarenot alwaysavailablefor VoIP calls asthey areoften
generated byolP equipments.

For other closedand proprietaryprotocolssuchas Skype, it is not really possibleto
decodethe call. Although some researcherdried to reverse-engineethe protocol
[baset],to dateit is not possibleto grab any call informationfrom the traffic stream.
Actually the first problemis the detectionof the phonecall, as Skypeis basedon the
eDonkeyP2P[edonkey]protocol. Thereforeat besta monitoring applicationcanonly
detectthe phonecall andthe partieslIP, but not the party identities.For this reasonthis
work will focus only on (partially) open VoIP protocols as they allow monitoring
applications to decode relevant call information.

4. Monitoring VolP Traffic

VoIP traffic monitoringis divided in two big families: proprietaryand standardvolP
protocol monitoring. This sectiondescribeshow VolP traffic hasbeenmonitoredusing
two open source applications developed by the author

4.1. Proprietary VoIP Traffic Monitoring

The main VoIP protocol that falls into this categoryis Skype. As the protocol
implementations currentlyunknownandthe packetpayloadencryptedthe bestway to
monitor this protocol is to threat it as special eDonkey protocol communication.
Typically Skype is detected as follows:
¥ The underlying protocol must be eDonkey This can be detectedby dissectingthe
initial sessionpayload as describedin [karagiannis],and partially relying on the
defaultport beingused.Patternssearchingor Skypedetectionhasbeenimplemented
using the popular PCRE [pcre] library. This library that allows patternsto be
efficiently searchednto into a databuffer, hasbeenusedto searchfor Skypepattern
into the packetpayload.The protocol patterndefinition has beenborrowedby the
popularl7-filter [I7-filter] tool that includesseveralpattersnot limited only to P2P/
VoIP protocols. Thanksto this solution, it is possibleto detectnot only Skypein
general, but also the conversation type (skype2skype or skype-in/out call).
¥ As Skypetraffic lookssimilar to the original eDonkeytraffic, it is necessaryo further
characterizethe traffic in order to distinguish eDonkey from Skype.As protocol
payloadis encryptedthe only choiceleft is the analysisof traffic conversationsin
particular the main diérences between a PARd Skype conversation are:
¥ During a Skypeconversationtraffic is bidirectional,packetfrequencyis high (in
general around64 packets/secegardlesof peersspeakingor not) with limited
jitter, packet size is limited (usually below 250 bytes).
¥ A eDonkeyP2Psessiorinsteadis mostly unidirectional(from the sourceof datato
thehostwheredatais directed) packetrateis not constantandpacketsizeis much



larger.

In a nutshellthe only thing thata monitoringapplicationcando with respecto Skype
traffic, is to provideevidenceof callswithout furnishingany otherinformationsuchthe
nicknameof the peoplewho held the conversationFor this reasonSkypedetectionhas
beenimplementeddnly insidentop andnot on nProbeastherearealmostno metricsto
export while analyzing Skype tfaf.

4.2. Standard VolIP Traffic Monitoring

As explained beforé/olP traffic analysis is divided in two parts:
¥ Signaling protocol analysis.
¥ Voice trafic analysis.

The authordecidednot to analyzelegacysignalingprotocolssuchasH.323but instead
focus on modernprotocolsor industry standardsas SIP and Cisco Skinny. For voice
traffic analysisthe choiceis simple as RTP is basicallythe only protocol being used,;
thisis becausdrTP hasbeendesignedlexible enoughto carryvarioustype of data(e.g.
not only voice) coded in various formats.

The implementatiorof VolP monitoringis slightly differentin ntopandnProbe Froma
usersurvey ntop usersare moreinterestedn havinga Osimpldo useandunderstandO
traffic analysis overview Instead, nProbe users are usually professional network
administrators,who prefer precisetraffic metrics that can be meaninglesgor non-
professionalsFor this reasonntop hasbeendesignedo provide VolP traffic evidence
with somesimple metrics,whereasnProbesportspreciseVolP traffic metricsthat can
be usedby netflow collectorsfor building accurateanalysisapplications Howeverit is
worth to note that as ntop canact asa flow collector ntop can alsoreceiveand take
advantage of nProbe tfizf metrics.

The following table shows the metrics that nProbe is currently able to measure.

SIP Metrics RTP Metrics
¥ SIP_CALL_ID ¥ RTP_FIRST_SSRC
¥ SIP_CALLING_RARTY ¥ RTP_FIRST_TS
¥ SIP_CALLED_RARTY ¥ RTP_LAST_SSRC
¥ SIP_RP_CODECS ¥ RTP_LAST_TS
¥ SIP_INVITE_TIME ¥ RTP_IN_JITTER
¥ SIP_TRYING_TIME ¥ RTP_OUT _JITTER
¥ SIP_RINGING_TIME ¥ RTP_IN_PKT_LOST
¥ SIP_OK_TIME ¥ RTP_OUT_PKT_LOST
¥ SIP_ACK_TIME ¥ RTP_OUT_RYLOAD_TYPE
¥ SIP_RP_SRC_POR ¥ RTP_IN_MAX_DELTA
¥ SIP_RP_DST_POR ¥ RTP_OUT_MAX_DEILTA

Table 1. VolP Traffic Metrics



Notethatthesemetricscanbe exportedonly usingNetFlowv9 or IPFIX - supportedoy
both nProbeand IPFIX - as previousNetFlow versionsuchas v5 haveno room for
carrying extrainformation. Insteadv9/IPFIX havethe ability to define flow templates
that dynamically define the flow format and attributes. Those metrics have been
implemented in order to satisfy basic iameasurements such as:
¥ SIP
¥ Unique call identifier used for accounting/billing and tracking problems.
¥ Call parties: caller and called party
¥ Codecsbeing used,useful for identifying voice quality issuesdue to the use of
codecs with poor quality
¥ Time of importantcall eventssuchas beginningof the call. Thesetimes canbe
used to identify performance issues on thedzteway
¥ RTP ports where the call will take place. This information is necessaryfor
associating a signaling flow with the phone call just negotiated.
¥RTP
¥ Source identifiers and time-stamp for the first and IR fow packet.
¥ Jitter calculated in both (in to out, and out to in) directions.
¥ Number of packets lost as well as maximum packet time delta in both directions.
¥ Identifier of RTP payload type as specified in [rfc2862].

With the abovemetricsit is possibleto createa wide rangeof measuremerdapplications
suchassimpleOwha€alking to whoOCDR (Call DataRecord)usedfor accountingand
billing, and complex traffic analysis applications able to identify communication
problems due to the use of poor codecs or high network jitter
nProbeimplementsVolP supportin two plugins, one for SIP and the other for RTP.
VolP measurementare exportedinside v9/IPFIX flows using customflow templates.
The following example defines a simple Sl&v template whose identifier is 257.

nprobe -n 192.168.0.1:2055 -U 257 -T "SLAST SWITCHED %FIRST SWITCHED $IN_BYTES
$IN_PKTS 30OUT_BYTES %OUT PKTS $SIP_CALL ID$SIP CALLING_PARTY %SIP CALLED PARTY
$SIP_RTP CODECS $SIP_RTP_SRC_PORT %SIP_RTP DST PORT"

Figure 3. - Simple NetFlow v9 flow template definition

As statedbeforentopis ableto collectthoseflows andunderstandhe VolP metricsthat
canbe definedinto the flows. Howeverasv9/IPFIX is an openarchitecturavhereflow

format is defined using standardtemplates,commercialapplicationssuch as Cisco
NetFlow Collector are also able to collect flows and us&/the traffic measurements.

f:‘f,;' % |«-- NetFlow Flows ----- nProbe
ntop
http(s) T
| Network Traffic
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Web Browser

Figure 4. - nProbe flow export towards ntop



The figure abovedepictsa commonsetupwhere ntop collectsflows (including VolP
calls) emitted by nProbein NetFlow v9 format. Neverthelessitop can also analyze
VolIP traffic without havingto useflows asfeeds.In factit is alsopossiblefor ntop to
analyzetraffic natively by meansof the libpcap[pcap] library. From the userpoint of
view, thereis virtually no differencefrom analyzingVolP traffic with ntop usingnetflow
or libpcap.This is becaus®neof the maindesigngoalsof ntopis to hide differencego
the user in terms of triad capture techniques or network interface types.
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Figure 5. - ntopVolP Session Detalil

For eachhostthat generated/olP traffic, ntop putsanicon nextto it. Clicking on the
host,ntop displaysfurtherinformationsuchasuseraliasor telephonenumberasseenin
theVolP traffic.

Host Type VolP Host @
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Figure 6. - ntop: Host Detall

In the sessiondist, ntop lists the ongoing phonecalls completewith call information
such as peertelephonenumber ntop can also keeptrack of video calls as shownin
figure 5, wheretwo simultaneousessiongonefor voice andonefor video) areactive
from the samepeers.Basically ntop handlesVolP calls as sessionsevenif they are
basedon UDP andnot TCR, andreportscall detailsinto eachsessionAs of today ntop
can handle both Skype/Skinny/SIFRRwhereas nProbe handles only SIFR

In caseof Skypetraffic, ntop putsanicon nextto the hostbut asexplainedbeforeit is
not ableto display any additionalcall information. From usersexperiencethe use of
patterngor detectingskypetraffic is quite reliablebut not the ultimate solution. This is
becausesometimesthe patternis reporting false positives (e.g. non-Skypetraffic is
sometimegnarkedassuch)evenon HTTP connectionsdefinitively usedfor tunneling
Skypetraffic. On the otherhandthe useof pattersdo not seemto havefalse negatives
(e.g. inability to detect Skype tfa).

Both ntop and nProbehave beendeployedon networkswith both proprietary and
standardv/olP traffic. The performanceof thetools seemdo be acceptablendtheir use
helped significantly to unhide details of VolP communications.The main issue is
insteadtheway thesetoolsaredeployed,n casetheyneedto be usedfor analyzingonly
VolIP traffic. In fact VoIP traffic is very limited comparedo the overalltraffic, in terms
of both packetsandbytesvolume.This meansthatif a Gbit link needsto be analyzed,
mostof the work of thesetoolsis packetdiscardof non-\bIP packetsthis activity that
can take quite sometime and wasteall the CPU cyclesif somepacketacceleration
facilities [deri] are not used.Furthermoreas RTP traffic is flowing on dynamicports,
packetffiltering facilities providedby standarcequipmensuchasJuniperroutersarenot
suitable as they are static and not able to be reconfiguredon the fly basedon the



signalingprotocol. The conclusionis thaton fastlinks, it is advisableto eitheranalyze
only the signalingprotocolwithout taking into accountRTP, or usepacketfiltering and
acceleration if RP needs also to be used.

5. Open Issues and Futue Work

Themainopenissueis theinability to properlyhandleSkype,to dateprobablythe most
widespread/olP protocol.As explainedbefore,this is dueto the lack of documentation
aboutthe protocol,andthe useof payloadencryption.This is not only a limitation of
ntop and nProbe but of any oth&lP analysis tool.

VoIP supportis relatively new into ntop/nProbehenceseveralextensionanbe added
to their implementationThe currentmeasurementicus mainly on high-levelmetrics
suchasijitter or packetloss,andareindependenbf the codecsbeingused.Howeveras
new codecssuch as H.264 [h264] are becomingincreasingly popular a planned
enhancemenis the ability to decodesome of thesecodecformatsin orderto also
provide preciseinformationaboutthe RTP payload(e.g.voice quality), aswell provide
supportfor RTP XS reports.The implementationof thesevoice analysismetrics has
beendelayedwith respectto the original plan, asthey aredescribedn ITU documents
(e.g.ITU E.411 recommendationyhat are not freely availableon the Internet,that is

usuallya problemfor the opensourcecommunity Neverthelese the nextreleasewo

new commonmetricssuchas MOS scoreand r-factor will be implementedthanksto

bits and pieces found googling on the Internet.

6. Final Remarks
This paperdescribedhe challengef VolP traffic monitoringand presentedwo open-
source trdfc monitoring applications able to also monitalP traffic.

This work is novel in many aspects:

¥ Besidetraffic sniffers, this is the first open-sourcéraffic monitoringapplicationable
to continuously monitoYolP traffic.

¥ nProbeis probably the most flexible and advancedNetFlow probe available,and
definitively the first probe able to monitdblP traffic using vo/IPFIX.

Furthermorethanksto packetcaptureacceleratiorjncap], it is alsopossibleto monitor
VolIP traffic on gigabit links using nProbe/ntop with almost no packet loss.

7. Availability
This work is distributedunderthe GPL2 licenseandis availableat the ntop homepage
(http://www.ntop.og/) and other mirrors on the Internet (e.g. http://sourcefage.net/
projects/ntop.
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