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Abstract

Building an accurate inventory of computing assets in an unknown system
and networking environment is a challenging task. Accounting records, physical
inventories, computing service configurations, traffic monitors, network and
applications server logs all represent valid sources of information. Their
integration into a consistent model of the reality is a desirable goal, e.g. as basis
for building commercial Information Technology (IT) Inventory systems, or as

background information for Intrusion Detection Systems (IDS).

During this project, we will study the optimal integration of relevant
information sources, aiming to generate an enhanced inventory of deployed
computing assets categorized according to their usage. In particular, we will
investigate the use of log information from HTTP and SMTP/POP setvers,
Socks/Proxy gateways, and network monitors, and then define a knowledge
discovery in database (KDD) process to prepare data for subsequent data-mining
tasks aiming to generate an enhanced inventory of the deployed computing assets

and categorize them according to their usage.

The data integration and mining will be prototyped and validated in the context
of the IBM Intelligent Device Discovery (IDD) project and ongoing activities

related to network management and intrusion detection at the University of Pisa.
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Chapter 1

INTRODUCTION

In today’s dynamic information society, organizations critically depend on the
computing infrastructure. Tracking computing devices as assets and their usage
helps in the provision and maintenance of an efficient, optimized service. A
precise understanding of the operational infrastructure and its users also plays a
key role during the negotiation of outsourcing contracts and for planning mergers
and acquisitions. Building an accurate inventory of computing assets is especially
difficult in unknown heterogeneous systems and networking environments
without prior device instrumentation. User mobility and mobile, not-always-

signed-on, computing devices add to the challenge.

1.1 Computing Infrastructure as a Critical Business Resource

Modern e-business environments tightly link the customer and supplier systems
with the internal computing infrastructure. Hence the performance of the end-to-
end business processes becomes critically dependent on the availability of the
underlying computing infrastructure. From an economic perspective, the efficient
cost-effective and resource-optimized provision of the required services is
another argument in many organizations to justify the tight grip on the computing

assets deployed and their usage [34].

Classical methods for inventory and asset management quickly reach their limit in
today’s dynamic environments: Periodic physical inventories (“wall-to-wall””) have
the clear advantage of identifying the actual location of the devices but require

costly human visits (“sneaker net”) and can detect neither mobile, currently out-



of-office equipment nor the existence and use of logical assets. Financial asset
tracking, while being an accepted process in its own right, cannot detect additional
equipment brought into or accessing the resources of an organization. Periodic
self-assessment questionnaires to be filled out by individual end users or their
cost-center managers are another and often complementary approach. Apart from
the human effort they require and the inaccurate and incomplete data that results,
most forms pose questions the answer of which could easily be read out of the

infrastructure itself.

Well-managed computing infrastructures typically equip servers and end-user
devices with software daemons for the tracking of resources and the system as
well as for application performance monitoring [59], [60]. There are many
situations, however, in which this cannot be assumed and used. In many
organizations, there are a fair number of devices that are brought in ad-hoc and
are not instrumented accordingly, for which instrumentation is not available, or
on which instrumentation has been disabled. After a mergetr/acquisition, for
example, we can hardly assume to find an encompassing management
environment in place across the entire holding organization. However, a good
understanding of the provided infrastructure and its users is essential, actually
already prior to the acquisition or during the negotiation of an outsourcing
contract. Such investigations to gather the data, required to allow more accurate
service cost predictions and to reduce the risk of unforeseen contractual

responsibilities, are often called Due Diligence or Joint Verification.

1.2 Proposal

In this work, we argue that it is no longer sufficient to keep a static inventory of
information technology (IT) assets, but that the online tracking and categorization
of resource usage based on found communication patterns provide a much richer

information base, and enable faster and more accurate decisions in today’s

2



evolving e-business environment. We propose therefore to complement basic
network-based discovery techniques (described in detail in Chapter 2) with the
combined log information from network and application servers to compute a

aggregate picture of assets, and to categorize their usage.

The following statements summarize the benefits we expect to have with respect
to both classical methods and network-based techniques for assets discovery and

tracking:

e The main benefit is that log files provide historical information. They not
only complement asset-tracking tools in building an accurate asset
inventory but also provide information on how such entities interact
during network usage. We argue that in order to better manage assets a
good understanding of their usage is needed. In other words we believe
that two hosts with exactly the same configuration but used in a different

way also need to be managed differently.

e No daemon for collecting data has to be installed because each
application server has its own logging mechanism. Most of the time log
files already exist, ready to be used. In some cases the server needs to be
configured explicitly configured but this is quite straightforward

compared to installing new software that may also be system dependent.

e It is a totally passive approach. This means that no traffic has to be
generated in order to collect data. This is another advantage that our

approach has over most of the network-based discovery techniques.

e Application server log files can provide protocol-specific information that
cannot be collected in lower layers of the network stack such as for

example information about users.



Unfortunately data stored in log files are difficult to manage because they are
completely flat and uncorrelated. A common integrated repository with a unified
scheme in which such raw and uncorrelated data can be stored is needed.
However this is only one face of the medal. We also need as flexible an approach
as possible that allows data from new logs to be added easily and in a simple way.
We will show that although the logging syntax is in most cases implementation-
specific the semantic of such data is quite similar: a network activity is always
started by an initiating host and/or by an initiating user, and it always has a target
host and/or one or more target users. In this work we propose a solution to all

these problems.

1.3 Document Organization

The next chapter reviews the used network-based discovery techniques currently
used most often. Chapter 3 gives an idea of the overall approach followed in our
work to complement these techniques with our proposal. Chapter 4 analyses
information found in common network and application log files. Chapters 5 and
6 then propose how to warehouse and compute aggregated activities to prepare
for the data mining to categorize assets and users. Chapter 7 shows a validation of
the log analysis techniques on a small campus network, and Chapter 8 contains

the conclusions and an outlook in terms of future work.

1.4 Summary

In this chapter we have mainly introduced the problem of assets tracking as a
keyword for the provision and maintenance of an efficient, optimized network
service. We have also given a short overview of the classical methods used for
such purpose and described with their limitations. Then we stated our proposal,
describing what benefits we expect to obtain respect to the other known

methods.



Chapter 2

STATE OF THE ART

Besides the classical methods briefly described in Chapter 1 (“wall to wall”,
“financial assets tracking” etc.) an increasingly popular inventory method is to
collect information using the network itself. Network-based inventories can
significantly reduce the time and cost of an IT audit, and can also make regularly

scheduled inventories feasible, providing more up-to-date information [7][54].

Network-based asset discovery and tracking techniques can be classified into
“online” methods (to determine the actual state of end-systems, network and
services) and “historic” log information processing (to analyze recorded network
and service usage traces). Whereas online monitoring may also keep historic
information, it cannot see into the past, i.e. into events that happened prior to its
start. If the time period available for asset discovery is limited, i.e. too short to see
all sporadically connecting devices, or if it is difficult to obtain sufficiently broad
and deep administrative access to the overall infrastructure, it is attractive to
reconstruct the global picture of computing assets and their usage from historic
and redundant log information. Before focusing on the analysis of log
information in the subsequent chapters, the following section surveys currently

known techniques for online discovery.

As described in [1], there is no single technique that can perform an exhaustive
network discovery, as every network has some peculiarity (e.g. some network
parts are protected by firewalls, whereas others are accessible only from a few
selected hosts) and also because not all networks run the same set of network

protocols. In addition, network interface cards for mobile computers can easily be



shared (plug-n-play) and swapped, and more and more portables are already
equipped with wireless network interfaces, making these devices difficult to track
and identify as they can move and change link and network addresses during their
lifetime. Network-based online discovery techniques can be further classified into
methods that (i) passively listen and map the network, (i) actively talk and walk
the network and services, and (iii) interact and footprint individual hosts and
target application services. The following sections highlight and position several

such techniques.

2.1 Passive Network Mapping
Passive network mapping enables the discovery and identification of network
assets in a purely passive fashion, i.e. without generating any kind of traffic that

stimulates target machines in order to discover their presence [3].

Network Packet Sniffing

Packet sniffing consists of capturing packets that are received by one or more
network adapters, and does not interfere with normal network operations as the
packet capture application (network probe) generates no traffic whatsoever. As
modern networks make intensive use of switches for filtering out unnecessary
traffic, a probe can see only traffic directed to the host in which the probe is
running and broadcast/multicast traffic. The network administrator’s reaction is
to adopt techniques such as ARP poisoning and port mirroring to avoid
duplicating probes on each sub-network to be monitored [56]. Packet capture is
location dependent, hence the probe should be placed where the traffic actually
flows, which can pose quite a challenge. The probe needs to have decoders for
each of the protocols the network administrator is interested in. As network
traffic can be quite bursty, probes must be fast enough to handle all traffic in

quasi real-time and to avoid loosing track of the ongoing traffic sessions.



Applications that belong to this category include ntop[13][14][15], and ethereal
[53].

Subscription to Network and Syslogs

As most of the network devices and services store activity reports in log files,
often even enabled for remote forwarding via syslog, it is quite common to
subscribe to these log files for tracking network activities. In particular, log files
can be very useful in the case of dial-in modem servers, corporate VPN gateways,
mobile users, and WAP gateways. Some drawbacks of using logs are that their
format is usually fixed and not customizable by network administrators, that it is
necessary to periodically read the logs as they can wrap and hence overwrite

historical information, and that access typically requires administrator privileges.

2.2 Active Network Mapping

There are several different techniques that can be employed for actively mapping
network assets[5]. They all share the principle that the network needs to be
exhaustively explored from a starting point using a repetitive algorithm that walks
the entire network up to an endpoint or until the entire IP address range has been

worked.

SNMP Walking of Network Topology

Starting point: the current default route of the host that performs the mapping.
Recursive propagation algorithm: using SNMP [21] contact all adjacent routers,
learn all their current interfaces, and read their ARP [62] table for learning all local
hosts. Applications that belong to this category include NetView [55]. Specific
MIBs can also provide hardware-related configuration information, e.g. allow the
algorithm to drill down to racks, frames, and individual plugs in wiring closets.
Termination condition: recurs until network closure or until a limited access

authorization (SNMP community string) blocks the walking. The technique is



potentially hazardous for networks as SNMP traffic is not suitable for large
networks and can interfere with normal operations. For security reasons, network
administrators may deny remote SNMP GET operations. Moreover, SNMP can

be either disabled or misconfigured.

Ping/ Broadcast Ping

Starting point: the host that performs the mapping. Contact all hosts of the
network being explored, e.g. using ICMP ECHO (a.k.a. ping) [20]. Every IP host
is required to echo an ICMP ping packet back to its source. The ping tool
therefore accurately indicates whether the pinged machine is alive or not (actually,
since ping packets can get lost, we always ping an address twice, deeming it
unreachable only if both do not elicit a reply). With suitably small packets, ping
also has a low overhead. Pings to live hosts succeed within a single round-trip
time, which is a few tens of milliseconds, so the tool is fast. Pings to dead or non-
existent hosts, however, timeout after a conservative interval of 20 seconds, so

pings to such hosts are expensive.

“Directed broadcast ping” refers to a ping packet addressed to an entire subnet
rather than just one machine. This can be done by addressing either the 255’ or
the ‘0" node in the subnet (e.g. to broadcast to all nodes in the 128.84.155 subnet,
ping 128.84.155.0 or ping 128.84.155.255—more generally, these two addresses
corresponding to extending the subnet address either with all Os or all 1s). A
broadcast ping is received by all hosts in the subnet, each of which is supposed to
reply to originator of the ping. This is useful in finding all the machines in a
subnet. Ping broadcast however is not supported fully in all networks. In some
networks, only the router responsible for that subnet responds to the broadcast
ping (we refer to this as the weak ping broadcast assumption). In other networks,
broadcast ping is not even responded to at all. These modifications prevent a

denial-of-service attack called “smurfing” where a large subnet is broadcast with a



ping packet whose return address is set to that of the victim. The victim gets

swamped with ICMP ping replies and soon dies.

Evaluation: End-to-end method that works in many situations where SNMP
router walking is blocked. NAT and firewall devices block inbound IP ping
sweeps, whereas unmanaged IP addresses can still talk to most servers, even in
other network segments. Hence the starting point for ping sweeps should be
selected carefully. Ping typically works as long as end systems have an inherent
business need to communicate. Although the generation of ICMP traffic may
interfere with normal operations, ICMP ECHO can be (partially) disabled for
security reasons. Other techniques such as Nmap [56] or Traceroute [61] may

produce better results in terms of efficiency and accuracy.

Traceroute

Traceroute [61] discovers the route between a probe point and a destination host
by sending packets with progressively increasing TTLs. Routers along the path,
on seeing a packet with a zero TTL, send ICMP TTI -expired replies to the sender,
which tallies these to discover the path. Traceroute is usually accurate because all
Internet routers are required to send the TTI -expired ICMP message. However,
some ISPs are known to hide their routers from traceroute by manipulating these
replies to collapse their internal topology. This reduces both the accuracy and the
completeness of topologies discovered using traceroute. Traceroute sends two
probes to every router along the path, so it generates considerably more overhead
than ping. Since probes to consecutive routers are spaced apart to minimize the
instantaneous network load, the time to complete a traceroute is also much longer

than a ping.

DNS Network Domain Name-Space Walking
Starting point: the local DNS server [46]. Algorithm: walk the DNS space by

performing a zone transfer in order to know all known hosts and DNS servers.



Recurs until network closure or until a DNS forbids the zone transfer.
Evaluation: technique can produce misleading data as some DNS servers may be
out of synchronization with the actual network state. Typically provides good
information about stable network services and applications; naming conventions
may allow further conclusions on intended main host usage (DNS, Notes, Mail
Exchange, etc.). DNS walking is useless in non-IP networks of course, and fails
on networks in which names have not been configured. Its results need to be
carefully analyzed in particular when dynamic address protocols (e.g. BOOTP
[64] and DHCP][065]) are in use.

DHCP Lease Information

Starting point: the local DHCP service or administrative access to the
corresponding server. There is no standardized access across products.
Microsoft’s Win/NT Resource Kit contains utilities to find DHCP servers and
list clients. Resulting data contains the currently assigned IP addresses with
associated MAC address as key to client information. The value of this technique
lies in particular in the tracking of devices connected only sporadically to the

network.

Windows and Novell Network-Domains, LDAP, and Active Directory

Starting points: the local directory services of LDAP [66] and the corresponding
Microsoft and Novell application networking. This technique nicely complements
DNS walking on IP-based networks. On networks in which dynamic DNS is
implemented results can partially overlap owing to misconfigurations; directories

tend to have richer data [31].

2.3 Host and Service Mapping
Once a host has been discovered, we may want to employ specialized tools to

learn about the operating system (OS) currently running and the services the host
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provides. One of the principles of network mapping is that the more we know
about a host the more we can find out. The easiest way to identify the OS is to
parse the logon banners a server returns when opening TCP/IP ports.
Unfortunately, not all hosts offer such services. However, a large class of
workstations provides further Windows-specific data. If both approaches fail, the

ultimate resort is to use advanced techniques to directly analyze the TCP/IP stack

[5].

TCP/IP Stack Analysis and OS Detection

The standardized TCP/IP protocols allow a certain degree of local-system
freedom. Such local choices may impact system tuning and application
performance. Hence different stack implementations feature slightly differing
behavior, especially when challenged with peculiar protocol situations such as
bogus flags, out-of-scope packets, or windowing information. The current
internet-shared database contains fingerprints for more than 500 IP
implementations. The most popular tool is Nmap[56]. The results of stack-based
OS analysis must be carefully interpreted as they are based on heuristics that can
produce vague or even wrong results. Moreover, care must be exercised when
interacting with some - typically old and badly maintained - hosts as the odd

requests against the stack may crash the host currently being mapped.

UDP/TCP Port Scans

Port scanning is the technique that tries to communicate with remote ports, and
map the TCP/IP setvices available from a host. Access can be tried by using
either a small list of well-known ports (such as TELNET, FIP, HTTP and
POP3), the entire range of named services, or by scanning the entire 64K-large
port range. In addition, access can stop when granted (early close) or continue
(full open) until the banners are displayed. The former can be an alternative to

ping in network environments that block ICMP packets. There are also vatrious
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tools available to security analysts that further scan for possible security
vulnerabilities [57]. To reduce the impact on end-systems and visibility in
intrusion-detection systems, “stealth” modes are commonly available to sequence
randomly across IP addresses and ports. Unfortunately port scan is a potentially
hostile activity, hence it needs to be used carefully and only after the local network
administrators have been informed. There is a growing list of personal tools that

are able to detect port scans.

Remote Windows Fingerprinting

For Windows systems, there are specialized scanners that connect to the remote
interfaces of Windows systems management. In particular, and especially with
proper credentials, this yields a wealth of information on the hardware,
networking, and software configuration of the remote host. An example is

Winfingerprint [52].

2.4 Available Commercial and Freeware Products
We will survey now some of the most widely used commercial and freeware tools
for network, systems, and inventory management with a particular focus on the

methods they use to track assets.

2.4.1 Tivoli Net View

Tivoli NetView discovers TCP/IP networks, displays network topologies,
correlates and manages events and SNMP traps, monitors network health, and
gathers performance data [55]. For technical details on used network discovery

techngqiues, please refer to the following section 2.4.2.
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2.4.2 HP OpenView
Since no one product can address all the aspects of network management, HP
OpenView [67] consists of many products that address different aspects of the

process.

Network Node Manager (NNM)

Network Node Manager is the foundation from which most of the HP
OpenView products operate. When installed, the other HP OpenView products
appear as added functionality within NNM. NNM not only functions as a
solution on its own, but can collect data for, and forward data to, other HP
OpenView products. Although NNM uses several protocols (such as TCP/IP,
IPX/DMI, ICMP) to maintain communication channels with each managed

device it is mainly based on SNMPv1 and SNMPv2 protocols [21].

When you start the NNM background processes, all IP and Level 2 devices
(devices that support bridge, repeater, and MAU MIBs) on your network are
automatically discovered and mapped out. If you are running NNM on a
management station running the Windows N'T operating system, IPX devices are
also discovered and mapped out. This map is a visual representation of the
communications channels established between NNM and the devices in your
network. Be aware that this map is not a physical representation; rather, it is a
logical representation. The accuracy of these communications channels between
NNM and your network devices determine whether or not NNM can provide the

information you need in order to manage your network.

The initial polling process may take several hours, or even over night, to discover
all the devices on your network. The netmon service (background process) uses a
combination of SNMP requests and ICMP pings transmitted over UDP and IPX

to find out about the nodes on your network.
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To discover the nodes on the network, netmon needs access to the following

information:

® The subnet mask from the agent on the management station.

® The address of the default router in the management station's routing
table.

= SNMP information from, at a minimum, the default router, and from

other routers and nodes on the network.

For netmon to work, it requires the following:

* The management station must be running an SNMP agent.
* Nodes must be up and responding to ping requests to be discovered.
= All gateways/routers and the management station must have correctly

configured subnet masks for all interfaces.

During IP discovery, netmon works best in these situations:

®» The more routers in the network the better; and those routers should be
running configured SNMP agents.

* The more nodes running configured SNMP agents the better.

Information about the discovered nodes is stored in NNM's databases and is used

to automatically generate the network map.

Over time, NNM will discover new nodes on the network. However, if a new
node never talks with a gateway or other nodes on the network that support
SNMP, NNM may not find it. In this instance you can use menu items within

NNM to send a low-level ICMP ping that forces NNM to discover the node; or

you can add the node manually.
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NNM takes advantage of information provided in three standard MIBs to
discover bridges (switches) and hubs. These MIBs are the bridge MIB (RFC
1493), the repeater MIB (RFC 2108), and the 8023MAU MIB (RFC 1515). If a
network device supports any of these MIBs, netmon will use the information
reported to develop a model of the topology which better represents how and to
what the device is interconnected. In the case of switches and bridges, additional
information is gathered from the bridge MIB. In the case of hubs, addition
information is gathered either from the repeater MIB or the 8023MAU MIB.

The status of non-IP or non-IPX interfaces on switches, bridges, and hubs is
determined via SNMP based on the administrative and operating status of the

port.

2.4.3 Peregrine InfraTools Network Discovery

InfraTools is a set of tools developed by Peregrine Systems which allow to track
assets. The two most important discovery tools are the InfraTools Network Discovery
and the Infralools Desktop Discovery tools. InfraTools Network Discovery enables
you to proactively manage the network resources and protect the business
technology investment by providing accurate asset inventory [68]. As a vendor
neutral solution, InfraTools Network Discovery identifies and continuously
monitors all managed and unmanaged network devices without agents. The
developers claim that it is able to identify all devices attached to the network with
99.99% accuracy, continuously exploring the network for every device by DNS
name, IP address, MAC (Level 2), or SNMP field. The system evaluates a variety
of data sources in order to maintain its real-time resource inventory. For managed
devices it queries for standard MIB attributes such as manufacturer, model, URL,
Y2K compliance, firmware version, and operational status. To assist with
unmanaged devices or where incomplete or incorrect MIB data exists, device-

specific scripts extract information in an effort to determine its traffic role. A
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heuristic engine compensates for any false, incomplete, or incorrect information,
determines the kind of device (such as router, switch, or workstation), and builds

a data model of the device in the network.

Like OpenView NNM, InfraTools Network Discovery produces a physical

topology network map.
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Figure 1: Infratools Physical Map

The system assigns specific device icons and line types to graphically represent the

network in real-time, and adapts dynamically to stay current.

2.4.4 Microsoft Visio

Microsoft Visio 2000[63] delivers powerful, automated design and documentation
tools for IT professionals who develop and maintain networks, databases,
software applications, and web sites. The most significant feature for network
managers is the auto-discovery and layout function. You can use this to
automatically create logical diagrams of your network topology using

representative icons for each network node--note that this only refers to IP-based
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networks, so any IPX-only devices, some print servers for instance, won't be
detected and won't show up on any discoveties. You're free to add such devices
manually afterwards, but you shouldn't rely on Visio Enterprise as a

comprehensive network inventory tool.

The auto-discovery feature uses a separate, but automatically launched program to
search the network and find any nodes it can. You start by specifying whether the
network is switched or routed. Since this distinction makes little sense on large
networks, it's worth noting that the decision relates to the discovery method used.
What it should ask is whether there is either one or more IP subnets on the
network. In a routed network, the default gateway is used as a starting point for
discovery. Its ARP cache is queried using SNMP to find any nodes on the

network.

In a switched network, the PC will ping every possible address on the subnet of
which it is a member. This is a more time-consuming method that can generate
more traffic than an ARP cache discovery, and with several hundred nodes on a
network, the discovery may take hours and the layout even longer. You can also
do an advanced discovery, where a combination of both methods is used. You
can also choose to ignore devices that aren't SNMP-enabled. Since most desktop
PCs don't have SNMP responders installed, this will reduce the number of items

that Visio tries to include on the diagram.

The database viewer application lists devices by type, showing the interfaces and
attached networks for each device in the database. This can be used to prune the

database of entries that aren't of interest.

2.4.5 Peregrine InfraTools Desktop Discovery
InfraTools Desktop Discovery [68] extends the breadth of asset inventory

provided by the tools described above to include user-input (i.e. user name,
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location, department, cost codes etc.) and specific data extracts (i.e. embedded

asset information such as asset tag and serial numbers).

In regards to the hardware scan, InfraTools Desktop Discovery searches through
the usual sources (i.e. Windows registry) like many inventory tools, but also
couples information from these sources with its own hardware level scans. These
scans utilize new and emerging asset management standards as well as existing

technologies such as DMI and SMBIOS.

One of InfraTools Desktop Discovery's strongest differentiators is its inherent
software scanning abilities. Two of the following distinct capabilities emerge

within the software scan:

Application Recognition - This component is based on the leading application
recognition technology, which utilizes heuristic algorithms to analyze file

relationships and provide application and version recognition.

Fite Recognition - In addition to applications, InfraTools Desktop Discovery is able
to recognize any file (user data or otherwise) from local hard disks, irrespective of

any partition format or independent operating system.

2.4.6 Nmap

Nmap ("Network Mapper") is an open source utility for network exploration or
security auditing[56]. It was designed to rapidly scan large networks, although it
works fine against single hosts. Nmap uses raw IP packets in novel ways to
determine what hosts are available on the network, what services (ports) they are
offering, what operating system (and OS version) they are running, what type of
packet filters/firewalls are in use, and dozens of other characteristics. Nmap runs

on most types of computers, and both console and graphical versions are
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available. Nmap is free software, available with full source code under the terms

of the GNU GPL.

Nmap supports dozens of advanced techniques for mapping out networks filled
with IP filters, firewalls, routers, and other obstacles. This includes many port
scanning mechanisms (both TCP & UDP), OS detection, pings sweeps, and
more. The result of running nmap is usually a list of interesting ports on the

(13

machine(s) being scanned (if any). Nmap always gives the port’s “well known”
service name (if any), number, state, and protocol. The state is either 'open',
'filtered', or 'unfiltered'. Open means that target machine will accept connections
on that port. Filtered means that a firewall, filter, or other network obstacle is
covering the port and preventing nmap from determining whether the port is
open. Unfiltered means that the port is known by nmap to be closed and no
firewall/filter seems to be interfering with nmap's attempts to determine this.

Unfiltered ports are the common case and are only shown when most of the

scanned ports are in the filtered state.

Depending on options used, nmap may also report the following characteristics
of the remote host: OS in use, usernames running the programs which have
bound to each port, the DNS name, whether the host is a smurf address, and a

few others.

2.4.7 Winfingerprint
Winfingerprint [52] is a Win32 based security tool that is able to determine OS,
enumerate users, groups, shares, transports, sessions, services, service pack and

hotfix level, and data and time, and tcp ports.
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Figure 2: WinFingerPrint Window

Winfingerprint is capable of quetying/enumerating information without any
logon credentials via the Windows null session. Essentially, the null session is an
unauthenticated connection to an N'T' machine used for anonymous information
gathering (user lists, for example). While the availability of null sessions eases
some administrative burden by providing services to tools like Explorer, null
sessions are similar to the Unix “finget” service. They are an intrudet's dream:
access to users, shares and other potentially useful information, remotely and
anonymously. While null sessions can be disabled using a registry hack most

organizations have not made these changes.

2.4.8 Tcpdump

The active (e.g. intrusive) performance monitoring conducted by previously
described tools would be well complemented with an understanding of passive
monitoring, that is genuine user traffic as it comes in and goes out of the network.
Tepdump is a powerful tool that allows people to sniff network packets and make

some statistical analysis out of those dumps[48]. One major drawback to tcpdump
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is the size of the flat file containing the text output (see section 4.7.1 for a detailed
example). The simplest way to use Tcpdump is to run it with just an -z switch to
specify which network interface should be used. This will dump summary
information for every Internet packet received or transmitted on the interface.
However, Tcpdump provides several important options, as well as the ability to

specify an expression to restrict the range of packets you wish to study.

Rather than rehash here what is better documented elsewhere, I suggest you read

Tcepdump's well written manual page [71].

2.4.9 IBM IDD Project

Intelligent Device Discovery (IDD) is an ongoing project at the IBM Zurich
Research Laboratory. The IDD tool launches an encompassing low-intrusive
network-based discovery of hardware and software in a heterogeneous unknown

systems and networking environment [34].

The IDD tool discovers all IP network-attached devices through a multi-stepped,

non-intrusive process:

=  NetView is used to discover information about the network. The
NetView IDD extractor tool extracts SNMP and non-SNMP gathered
information from NetView to further help provide device information,
active networks, and validate the IP ranges to be scanned by the IDD

suite of collectots.

= [P Scanner discovers functioning IP addresses, to then be scanned in

scanners below.

* Port Scanner combines port scanning (scans TCP/UDP ports: ftp, telnet,

smtp, http, nameserver) and fingerprinting to determine OS.
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*  Winfingerprint is used to gain remote read-only access to the Windows
registry and Netbios information. This tool provides specific
configuration data of a Windows Setver or Windows Desktop/Laptop.

NO Port Scanning is involved.

* DIG performs DNS zone transfer to gather IP addresses and namespace

info.

= DHCP Collector imports DHCP logs, capturing the latest dynamic IP

addresses assigned to devices.

The integration of such tools with many others allows the discovery of PC's, Intel
& Unix Servers, LAN printers, Routers, Hubs, the O/S, IP & Ethernet Addresses

etc.

The tool is implemented on an open data-integration and automation platform
and integrates the various network and host mapping tool sources of information

into an aggregated consistent data model in a DB2 database.

2.4.10 Conclusions

Although previously described commercial and freeware products all represent
powerful and valid solutions, none of them seems to use log files as source of
information for asset tracking. The table below summarizes the characteristics of

previous tools according to the category they belong:
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Products Network Network OS specific Asset Network Consulting

Categorization Management Scanners Scanners Management Doc. Tools tools
[55] [67] [56] [52] [70] [58] [58] [63] [34]
Discovery:

Network Topology Yes No No No Yes Yes
IP /Port scanning No Yes No No Yes Yes
Stack OS analysis No Yes No No No Yes

NetBIOS sysinfo No No Yes No Yes Yes
Win Tel Registty No No Yes No Yes Yes
Windows scanner No No No Yes No Yes
Unix scanner No No No Yes No Yes
Log Analysis No No No No No No

Figure 3: Product Discovery Categories

In terms of “historic” log information processing methods we did not find any
interesting work in which these methods have been successfully applied to asset
discovery and tracking. We believe instead that log data can be very useful in
many situations. The Internet abounds with tools that parse individual log files
(look at [68] [69] to have some examples) and produce a wealth of statistics on
how the particular service has been used, but in our case we want something
more. We want to integrate information coming from different protocols (e.g.
different logs) into a consistent repository in order to build a more accurate
inventory of computing assets, complementing the information collected using
the other surveyed network based techniques with usage information, e.g.

information about how assets (and not only protocols) are actually used.

2.5 Summary

The goal of this chapter was to survey both the currently most popular network-
based techniques for asset discovery and tracking, and the actually most used
commercial and freeware products that make use of them. We have seen that
several tools are available but all of them have in common that they do not

provide enough information about the usage of discovered assets. The challenge
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in next chapters is now to convince the reader that logs data can be useful for

such purposes in many situations.
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Chapter 3

THE OVERALL APPROACH

In this chapter we will give a brief overview about how the process of
transforming raw and uncorrelated log data into meaningful information has been
organized. As the details will be given in the subsequent chapters we will merely
describe here the main problems we encountered in trying to integrate data

coming from different protocols into a common repository.

We have already said that our proposed overall approach is to complement basic
network-based discovery with the combined log information from network and
application servers, and then to compute an aggregate picture of assets and
prepare data for categorization with data-mining techniques [11] [12]. The main
benefit of merging different kinds of data is clearly that each log potentially
represents a slice of both users and computing assets behavior. HTTP logs
therefore provide information on how the users use the web whereas SMTP logs
tell us how they use the email service etc., and together they contribute to a more
complete user/asset behavior model. The more logs we can analyze, the more
information we potentially have. For this reason we decided also to analyze logs
such as the Socks, Gateways and Firewalls logs (generically called Net logs from
now on) that are not specifically related to a particular protocol but that can help

us to have more evidence on how users deploy the network.
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3.1 Data Integration Architecture
Our first goal in selecting the data integration architecture is flexibility, in terms of
the effort involved in introducing a new service. We have therefore chosen to

split our system into two parts according to two different phases individuated:

e A first phase called Data Parsing and Aggregation, in which data from several
different protocols are parsed and aggregated in order to be stored into a

relational database.

e A second phase called Data Integration, in which data resulting from the

first phase are cleaned and integrated into more meaningful units, called

Activities.
Usage Activities Categories
] Table Tahble Tables
Log Files
From Log Crata From Uzage From Activities to
to usage records records to Activities | Categories
.

Figure 4: The Overall Approach

Figure 4 also shows a third phase in which Activities obtained as result of phase 2
are used as sources of categorization. Although this Categorization phase is not
really a part of this work, we will show some preliminary categorization results in
Chapter 7, which were obtained by simply querying the activities table, leaving the
application of data-mining algorithms to discover hidden information to future

work.
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3.1.1 First Phase: Data Parsing and Aggregation

As stated, one of our goals is flexibility. For the moment this means that we want
to have a structure such that if we decide to introduce data about a new service
we do not have to modify the entire environment. Figure 5 shows the entities

involved in this first phase.

SMTP SMTP db insert
Server Logs | fle Parse,  Lisage Fiter

FPOP POP db insert
Server Logs file parse uzage Fitter
¥
M AF file parse IM&P db insert Usage Tahle
Server Logs o2y, usagefiter

db insert
Web file parse WE=

Server Logs ————m  Usage Fiter

MNetwork MET db insert
file parse

Gis LOQS - Usage Fiter

Figure 5: Data Collection Architecture

In our study, we will focus on SMTP, POP/IMAP, WEB, and NET log
sources[18][19][25]. For each of these sources we built a parser that not only
transforms text log entries into database records but also aggregates and reduces
the data size in such a way that they can be stored in a database. The size of the
data is in fact the biggest problem encountered in this phase. To get an idea, just
observe that in our test data samples (one week of traffic) from a small/medium-

sized network we handled about 100 millions of log entries.

28



During this first phase, we dealt with two contrasting requirements: on the one
hand, it is not possible to deal with such big sets of data so that we must reduce it,
whereas on the other hand we do not want to lose information in passing from
log entries to usage records. A first degree of filtering has been applied in this
phase to cleaning the logs from all those “dirty entries” such as errors messages or
debug information that are not of interest to us but that log files unfortunately
report quite often. The result of this phase should be as accurate a representation

of aggregated logs data in a relational format as possible.

Some effort has also been dedicated to the code architecture such that it should
not require numerous changes in order to parse logs coming from different
servers implementing the same protocol (unless they use completely different
logging procedures). For this we have chosen to make use of regular expressions.
This means that if two logs differ only in the syntax used the code can be
completely reused simply changing the regular expression that defines the syntax
used for that particular log file. We do not want to go into too much detail here

about the code, but refer the interested reader to Appendix A.

3.1.2 Second Phase: Data Integration

The input of this phase consists of the Usage table obtained as result of the Data
Parsing and Aggregation phase. Starting from it, the goal is now to define more
meaningful units by trying to eliminate any usage entries that are redundant and
that could yield false results. The redundancy can be viewed as a consequence of
the intrinsically distributed nature of network usage. In general, note the

following:

e The same activity can be observed at several moments in the time.

e The same activity can be observed in several locations.
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e The same activity can be observed by several protocols.

The first means that an activity generally consists of several usage records. We are
no longer interested in knowing that a user has browsed a certain web page, but
rather in information such as: “user X has surfed from host Y for W minutes,
generating Z bytes of traffic”. Similarly we are no longer interested in knowing
that at a certain time an attempt to download emails has been started from a
certain host by a certain user, but we would like to know, for example, that for a
certain time a POP client demon has been running on that host polling the POP
server for new emails every X seconds. Because of the two other bullets, this
process of transforming Usage records into such units of information has to be
done carefully because redundant data could falsify the result. The example below
allows us to be more concrete by showing a situation in which the same activity

has been logged in two different locations by two different protocols.

Example

Let us imagine a situation like that shown in Figure 4.

=mip Log Lacal
SMTR femer

ﬁ Hoets

Ugers

Figure 6: An example of redundancy

In such a situation the activity to be traced is the act of user A sending an email to
a remote user. The user sends the email to the local SMTP server, which then

forwards it to the remote SMTP server, passing through the local Net-Gw server.
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In this example (e.g. with this network topology) this activity has been traced
twice: first by the local SMTP server and then by the Net-Gw server. This means
that (at least) two usage records document this fact. When we model activities
only one of them has to be selected. However, we want emphasize the fact that
the Net-Gw log still is necessary, for example, for tracking all attempts made by a
local user to send emails using extranet SMTP server whose log files are not

available.

As shown in Figure 7, a specific agent we called Activities Builder has been built

for this purpose:

Lsage Table Insert Activities Table
Select I Activities Builder L

Figure 7: Data Integration Phase

The benefit of this multitiered architecture is that we can change the way we build
activities by abstracting from the specific application server log-file formats and

therefore without having to change anything in data collecting,

3.3 Summary

This chapter gave a short overview of the main problems encountered in the two
main phases that led us from raw and uncorrelated log data to what we called
activities records. The keywords in the first phase (described in more detail in
Chapter 4) have been data parsing and data-size reduction. The result is a usage
table that represents an easily manageable picture of log data in a relational
format. In the second stage (described more fully in Chapter 5) related usage
records from multiple network and application protocols and observation points

are aggregated into a server-independent perception of activities. The main effort

31



in this second phase has focused on noise reduction. The result of this process is
an activities table that will now be used as starting point for the categorization of

computing assets.
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Chapter 4

LOG FILES ANALYSIS

Our work starts by analyzing the various sources of data we selected. We will
therefore show several examples of log files generated by different protocols as
well as by different implementations of the same protocol. Although this work
can be extended or adapted to a specific network, we decided to focus on the
services most used by network users: web and email. In our University of Pisa
data samples we observed that more than two thirds of the entire traffic is
generated by these services. We will also try to describe the entities involved
during the normal use of the services mentioned. We will see that in some cases
there are standards in how servers log information whereas in some others this
depends on the particular implementation. We will however show that although
log entries can change depending on the particular implementation, the entities

involved (people and assets) and the information about them is almost the same.

4.1 HTTP logs

HTTP log files are one of the most important sources of data in our study.
Fortunately in this case the information that HTTP servers log has been
standardized by the W3 Consortium, and today almost all the web servers adhere
to these standards. There are two standards for http log entries. The first is called
Common Log File Format [32], the second Extended Common Log File
Format [33].

4.1.1 The Common Log File Format
The Common Log File Format has the following fields separated by a space:
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e RemoteHost: The DNS name (or the corresponding IP address if no DNS
service is available) of the host that made the request

e RemoteUser: The remote login name of the user (if not available, a dash is
typically placed in the field).

e AuthUser: The username as which the user has authenticated himself. This is
available when using password-protected WWW pages. (If not available, a dash
is typically placed in the field.)

e Timestamp: Date and time of the request.

¢ RequestType: The request line exactly as it came from the client (i.e., the
resource name and the method used to retrieve it [typically GET]).

e Status: The HTTP response code returned to the client; indicates whether the
file was successtully retrieved, and if not, which error message was returned.

e Bytes: The number of bytes transferred.

Here are a few lines of a Common Log File created by an Apache web server

version 1.3.19 running on a Windows2000 system:

131.114.4.xxx - - [25/Aug/2001:22:54:16 +0200] "GET /main.html HT'TP/1.0" 200 4234
131.114.4.xxx - - [25/Aug/2001:22:54:16 +0200] "GET /images/header.gif HI'TP/1.0" 200 9342
131.114.4.xxx - - [25/Aug/2001:22:54:16 +0200] "GET /images/dot.gif HT'TP/1.0" 200 8765
131.114.4.xxx - - [25/Aug/2001:22:54:17 +0200] "GET /foto/itis.jpg HT'TP/1.0" 200 7104

By default, Apache servers generate log files in the Common Log File Format.

4.1.2 The Extended Common Log File Format
The Extended Common Log File Format is obtained from the Common Log File

Format simply by adding the following two fields separated by a space:

e Referer: The URL the client was on prior requesting the current URL. (If it
cannot be determined a dash will be placed in this field.)

e UserAgent: The software the client claims to be using. (If it cannot be
determined a dash will be placed in this field.)
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Here are a few lines of the Extended Common Log File Format logged by an
Apache web server version 1.3.19 explicitly configured to use this kind of log

format:

131.114.4.69 - - [25/Aug/2001:22:54:16 +0200] "GET /mainhtml HTTP/1.0" 200 4234 "-"
"Moxzilla/4.71 [en] (WinNT; )"

131.114.4.69 - - [25/Aug/2001:22:54:16 +0200] "GET /images/header.gif HT'TP/1.0" 200 9342
"http:/ /www.di.unipiit/" "Mozilla/4.71 [en] (WinN'T; )"

131.114.4.69 - - [25/Aug/2001:22:54:16 +0200] "GET /images/dot.gif HTTP/1.0" 200 8765
"http:/ /www.di.unipiit/" "Mozilla/4.71 [en] (WinN'T; )"
131.114.4.69 - - [25/Aug/2001:22:54:17 +0200] "GET /foto/itisjpg HTTIP/1.0" 200 7104

"http:/ /www.di.unipiit/" "Mozilla/4.71 [en] (WinN'T; )"

4.1.3 E-R Diagram for HTTP Servers

We derive the entity-relationship diagram of http logs

HTTPLogEntries
1 comesfrom PK |HITPLogEntryld made by
gl
-

Hosts Users

PK | Hostlp

PHK | Remotellser

b A

Timestarmp

RequestType
Status

Biytes

FKZ | RemoteUser
FK1 [ Hostlp

FK3 | ResourceMame

HostMName UserAuth

involves

1

h J
Resources

PK |ResourceName

Figure 8: Web Log E-R Diagram

Figure 8 shows that by analyzing a generic http log we can learn that userX from
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hostY requested resourceZ at a certain time. In fact this is not completely true
because unless the resource or, in general the web site that contains it has some
form of access restriction by means of explicit user authentication, the web log
contains no information about user. Unfortunately this is true in the
overwhelming majority of cases. On the other hand the diagram does not show
that http logs also allow us to obtain information about the operating system and
the browser used by the user. For example a UserAgent field with value "Mozilla/4.0
(compatible; MSIE 5.01; Windows NT 5.0)"tells us that the machine used runs the
Windows NT version 5 operating system and that the user has used Microsoft
Explorer version 5.01 to access the resource. This information can be very useful
for example for asset and user inventory tools to integrate or complement

information collected in other ways.

4.2 PROXY Logs

Web proxies [35][41] enable a more efficient access to popular websites. Instead
of downloading data from a remote site, the page is held in a cache on the server.
This means quicker access to the page and no overhead in bandwidth resources
every time the same page is downloaded. Although there seems not to be a
predominant proxy server on the market, the content of proxy logs is quite similar
in the proxy servers of the various vendors. Proxy servers can be used with
several protocols; however the one used most is the http protocol. Below I show
few lines from a log file created by the Squid [42] http proxy server (Squid is a
widely used proxy caching server for web clients, supporting FTP, gopher, and
HTTP data objects):

975963427.854 2310 193.43.104.202 TCP_MISS/200 25976 GET http://quicken.excite.com/ -
DIRECT/ quicken.excite.com text/html

975963428.621 477 193.43.104.202 TCP_REFRESH_HIT/200 6705 GET

http://a1896.g.akamai.net/7/1896/942/0004/ quicken.excite.com/g/ excitelogo.gif -
DIRECT/a1896.g.akamai.net image/gif
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975963429.749 1295 193.43.104.202 TCP_MISS/200 12348 GET
http://image.eimg.com/ads/141650_am_ban_trvl_x7_x_468x60_3.gif - DIRECT /image.cimg.com
image/gif

975963434902 538 193.43.104.202 TCP_REFRESH_HIT/200 3837 GET
http://quicken.excite.com/images/hp_chart_green.gif - DIRECT/ quicken.excite.com image/gif

975965970.299 7524 193.43.104.202 TCP_MISS/404 1504 GET
ftp:/ /ftp.dlux.net/software/windows/compression/winzip95.exe - DIRECT/ ftp.dlux.net -

Here is the meaning of various fields:

e Timestamp: A temporal reference. The value is the raw Unix time (since Jan 1,
1970) plus milliseconds.

e Elapsed: The time elapsed (milliseconds) during the client connection.
e FromHost: The IP address of the client host.

e Code: The "cache result" of the request.

e Status: The HTTP status code (200 = Ok, etc.).

e Bytes: The number of bytes delivered to the client.

e Method: GET, HEAD, POST, etc. for HTTP requests.

e  URL: The requested URL.

e AuthUser: Always NULL ("-") for Squid logs.

e PeerStatus: A status code that explains how the request was forwarded, either to
your peer (neighbor) caches, or directly to the origin server.

e PeerHost: The host to which the request was forwarded.

e PageType: The page extension.

As we can see, they are very similar to those that we saw when we analyzed http
logs in section 3.1. In particular, for http requests we can find all the information
we would find into a Common Log File Format: we have a timestamp (although
in a different format), the IP address of the host that made the request, the name
of the resource requested, etc. The E-R diagram is the same as that for http logs

and therefore will not be shown here.
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4.3 SMTP Logs

Unfortunately, in this case there is not a standard log-file format. I will therefore
examine the two most widely used implementations of this protocol [18] in order
to find a common denominator of the information we can find in these logs.
Although there is no standard, the two types of SMTP servers chosen should

cover almost the totality of SMTP servers actually running on Internet.

4.3.1 Sendmail

Here are some lines generated by a Sendmail server [43]:

Dec 13 05:28:27 mailhub sendmail[26690]: FAA26690: from=<uset@has.a.godcomplex.com>,
size=643, class=0, pti=30643, nrcpts=1, msgid=<19981032.CAA22824(@has.a.godcomplex.com>,
proto=ESMTP, relay=user@has.a.godcomplex.com [216.32.32.176]

Dec 13 05:29:13 mailhub sendmail[26695]: FAA26695: from=<root@host.ccs.neu.edu>, size=9600,
class=0, pti=39600, nrepts=1, msgid=<199812131029.FAA15005@host.ccs.neu.edu>,
proto=ESMTP, relay=root@host.ccs.neu.edu [129.10.116.69]

Dec 13 05:29:15 mailhub sendmail[26691]: FAA26690: to=<uset@ccs.neu.edu>, delay=00:00:02,
xdelay=00:00:01, mailer=local, stat=Sent

Dec 13 05:29:19 mailhub sendmail[26696]: FAA26695: to="|IFS=""&&exec /ust/bin/procmail -f-
| |exit 75 #uset", ctladdr=user (6603/104), delay=00:00:06, xdelay=00:00:06, mailer=prog, stat=Sent

As outlined in Figure 9, each line has at least one partner entry that shows the
source and destination of each message. When a message enters the system it is
assigned a unique "Message-ID", highlighted in Figure 9, that identifies the
message while it is being processed. This Message-ID allows us to associate

related lines in an interleaved log file.
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P Dec 13 05:28:37 malilhub sendmall [26690] 1 FARIGE90:
frome<userdhas.a.godcomplex.com», size=&dld, clasa=(,
pri=i0643, nrcpts=l,
mgid=<199812131032 .CAAZZEZ2dAhaAs , a . godeomple , com>,
protosESMTE, relaysuserfhas.a.godcomplex.com [216.32.32.174]

- Doc 13 053:29:13 mailhub sendmail [26695] FAR2E69E:
from=<rootihost  oon ey edes, size=9600, «las =0, pri=39600
nropte=1, magid=<1996123131092 . FAR150050hoat . coca . neu. edu>,
proto=ESMTP, relay=root@host.cos.neu.ede [129,10.116.69]

bl Dz 13 D5 :29:15 maillhub sendmall [Z26691]: FARIGERD:
to=<userdcces neu.edux, delay=00:00:02, xdelay=00:00:01,
mailerslocal, stabs=Sent

e 3z 13 05:29:29 mailhub sondmail [26696] ) FAAIEE9S: to="|IFg="

thexec Jusr/binfprocmall -f<| |exic 75 duser", ctladdr=user

pris30643, nroptesl,

(6E03/L04) , delay=00:00:06, xdelay=00:00:06, mailer=prog,

stat=5ent

Figure 9: Sendmail Log Example

Here is an example of an entry logged when a message has entered the system:

Jun 3 09:00:13 localhost sendmail 9852]: JAA09852: from=<francisco@franciscoCompany.com>,
size=955, class=0, pri=90955, nrcpts=3, msgid=<3CFE3CGE0508BOFFFD70BB4BF@SANTCO>,
proto=ESMTP, relay=franciscoHost.franciscoCompany.com [194.113.245.71]

In this kind of entry we find the following information

e Timestamp: Month, day and time at which the message was received by the
local smtp server.

e HostRecorder: The name of the host that has logged the entry.

e Internalld: An internal message 1D that allows the system to associate related
lines in an interleaved log file.

e  From: The name of the sender in the form of senderName@.senderDonain.
e  Size: The size of the incoming message in bytes.

e (lass: the numeric value defined in the sendmail configuration file for the
keyword given in the Precedence header of the processed message.

e Pri: The initial priority assigned to the message.
e Nrcpts: The number of recipients for the message.

e Msgld: A unique message identifier defined as lcal-parf@domain that allows
linking the message across services.

e Proto: The protocol that was used when the message was received; this is either
SMTP, ESMTP, internal, or assigned with the -p command-line switch.
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e Relay: Where the message comes from. The semantic of this field can vary. In
this case, assuming that the message has been sent from a local user, this field
contains either the IP address or DNS name (sometimes both) of the host that
forwarded the message to the local SMTP server (usually the host from which
the local user has sent the message).

And here is the corresponding entry logged once the local SMTP server has
forwarded the message to the remote SMTP server:

Jun 3 09:03:00 localhost sendmail[9854]: JAA09852: to=<pablo@pabloCompany.com>,
delay=00:02:47, xdelay=00:02:47, mailer=esmtp, relay=smtpSetrver.pabloCompany.com.
[192.65.17.15], stat=Sent (2.0.0 £537mq511438 Message accepted for delivery)

This kind of entry contains the following information:

e Timestamp: Month, day and time at which the message was forwarded to the
remote smtp server.

e HostRecorder: The name of the host that as logged the entry.

e Internalld: An internal message 1D that allows the system to associate this line
with the one showed above.

e To: The name of the recipient in the form addresseeName@addresseeDomain.

e Delay: The total message delay (the time difference between reception and final
delivery).

e Xdelay: The total time the message took to be transmitted during final delivery.
This differs from the delay= equate, in that the xdelay= equate only counts the
time in the actual final delivery.

e  Mailer: The symbolic name (defined in the sendmail configuration file) for the
program (known as delivery agent) that performed the message delivery.

e Relay: Shows the name of the host to which the message has been forwarded
(in this case the SMTP server of addressee).

e Stat: The delivery status of the message (Sent, Deferred, User unknown, etc.).

In conclusion, we say that for each message entering the system we will have an
entry logged when the message was received and an entry for each delivery

attempt (normally one).
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4.3.2 Microsoft Exchange
Another widely used SMTP server is Microsoft Exchange [44]. In this case the

information that is logged when the default message-tracking configuration is in

use is the following (Exchange 2000) [45]:

e Date: Date when the entry was logged.

e Time: Time at which the entry was logged.

e  FromHostIP: IP address of connecting client.

¢ FromHostName: Hostname of connecting client.

e PartnerName: Name of the messaging service the message is being handed off
to. In Exchange 2000, the service could be SMTP, X400, MAPI, IMAP, POP3,
or STORE.

e  RecorderIP: IP address of the server making the log entry.
¢ RecorderName: Host name of the server making the log entry
e ToUser: Message recipient (SMTP or X.400 address).

e  EventID: Integer corresponding to the event ID of the action logged, that is,
sent, received, deleted, retrieved, and so on.

e  MSGID: Message ID.
e  Priority: -1,0,1 corresponding to low, normal, high., respectively.

¢ Recipient Report Status: A number representing the result of an attempt to
deliver a report to the recipient.

e TotalBytes: Length of message in bytes.
e NumberRecipients: Total number of recipients.

e  Origination Time: Timestamp of when the message first entered the Exchange
2000 organization (either via an external gateway or by creation through a
client). Can be used in conjunction with the Dare field to determine how long
the message has been in the Exchange organization.

e Encryption: For the primary body part: 0 if no encryption, 1 if signed only, 2 if
encrypted.

e ServiceVersion: Version of the service making the log entry.

e LinkedMSGID: If there is a MSG ID from another service, it is given here to
link the message across services.
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e FromUser: Primary address of the originating mailbox. This could be SMTP,

X.400, or DN, depending on transport.

4.3.3 E-R Diagram for SMPT Servers

Figure 10 represents the relationships between the entities involved into the

process of sending/receiving e-mail detived from the logs shown:

Hosts
PK |Hostlp
HostMarme
1 F 3 A 1
SMTFLogEntries
PK | SMTPLogEntryld |
forwarded to
Timestamp
received from MzgSize
FK2 | FromHost
Fi1 | ToHost
FK3 | FromUser
Fld | ToUser

Users

PK

UserName

addressed to

F Y

sent by

Figure 10: SMTP Log E-R Diagram

As you can see from the E-R diagram, also in this case we have selected a set of
properties that we can reasonably assume to find in every SMTP server, and
omitted all those details that are insignificant. The result is that by looking at a

generic SMTP server log we can say that at a certain time FromUser has sent a

message of MsgSize bytes from FromHost to ToUser passing via ToHost.

4.4 POP / IMAP Logs

Post Office Protocol [19] and Internet Mail Access Protocol [20] are Internet
protocols that allow clients to download e-mails from their remote mailbox. The

first aim in POP/IMAP definitions was in fact merely to permit dynamic access
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to a maildrop on a server host in a useful fashion from various workstations.
Usually, this means that POP/IMAP protocols are used to allow a workstation to

retrieve mails the server holds for it.

IO Ihg Mes£ages —_ Q
- """*FF " Uger From
Php

SNTH Home

Halbox

Corporste
Metweark

Uger From
o

Figure 11: Pop/Imap Service

In a typical situation (showed in Figure 11) a message is first stored into the
filesystem by the SMTP server that received it and then, when the user requests to
download new e-mails, it is extracted from the mailbox by the POP/IMARP server

and sent to the user.

In this case there are not standards regarding the information that these kinds of
servers log during their activity, but again our requirements will be sufficiently
weak to be satisfied by almost all of the various implementations. Here are a few

lines logged by UW-Imap server:

Mar 24 00:32:15 aladdin imapd[5330]: imap service init from 9.4.16.57
Mar 24 00:32:15 aladdin imapd[5330]: Authenticated user=mfi host=giuncarico [9.4.16.57]

Mar 24 00:32:16 aladdin imapd[5330]: Moved 3864 bytes of new mail to /home/mfi/mbox from
/vat/spool/mail/mfi host= giuncarico [9.4.16.57]

Mar 24 00:32:17 aladdin imapd[5330]: Logout user=mfi host=giuncatico [9.4.16.57]
Mar 26 21:39:23 aladdin imapd[7467]: imap setvice init from 9.4.16.64
Mar 26 21:39:23 aladdin imapd|7467]: Authenticated user=ydu host=jasmine [9.4.16.64|

Mar 26 21:39:23 aladdin imapd[7467]: Moved 1478 bytes of new mail to /home/ydu/mbox from
/vat/spool/mail/ydu host= jasmine [9.4.16.64]
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Mar 26 21:39:24 aladdin imapd|7467]: Logout user=ydu host=jasmine [9.4.16.64]

Below you find some examples of log entries generated by the Popd server used

for POP service at the Pisa Computer Science Department:

Sep 4 12:01:08 apis ipop3d[13719]: pop3 service init from 131.114.4.xxx

Sep 4 12:01:08 apis ipop3d[13719]: Auth user=verdi host=pc-verdi [131.114.4.xxx] nmsgs=8/8

Sep 4 12:01:08 apis ipop3d[13719]: Logout user=verdi host=pc-verdi [131.114.4.xxx] nmsgs=8 ndele=0
Sep 4 12:01:13 apis ipop3d[13727]: pop3 service init from 131.114.2.yyy

Sep 4 12:01:13 apis ipop3d[13727]: Login user=neti host=pc-neti [131.114.2.yyy] nmsgs=0/0

Sep 4 12:01:13 apis ipop3d[13727]: Logout user=neti host=pc-neti [131.114.2.yyy] nmsgs=0 ndele=0

In the first case, four log entries are logged for each downloading attempt. The
first when the server receive the request from the client (init service), the second
when the user authenticates itself by sending its credentials (Authenticated), the
third when new messages have been copied to the local mailbox (Moved...), and
the fourth when the client logs out from the service (Logout). The second case is

>

more or less similar to the first except that the “Moved...” entry is lacking.
Although the two logs use different ways to log data (the syntax is not exactly the
same and the number of entries generated for each download attempt is different)
the semantic is almost the same in terms of resulting information: in both cases
we can learn that at a certain time a certain user has downloaded new e-mails
from a certain host, plus some information about the session (number of bytes

moved in the first case, number of messages found/deleted/left in the second

case).

Figure 12 graphically represents the above statements:
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Hosts Users
PK | Hostlp. PK | UserName
HostMame
Fy &1
POPAMARLogEntries
PK | POPLogEntryld

Tirnestarnp
FkZ | FromUser
FK1 | FromHost
Datalnfa

from host by user

Figure 12: E-R Diagram for Pop/Imap Logs

In this case, a typical Pop/Imap object can be seen as consisting of the following

fields:

e Timestamp: a temporal reference (when the entry was logged).

e FromUser: the login name of the user who has connected to the POP/IMAP
servet.

e FromHost: the name or IP address of the host to which messages have been
moved.

e Datalnfo: Information about emails downloaded.

How these Pop/Imap objects have actually been built will be explained in
Chapter 4.

4.5 FTP Logs
Although numerous different FIP servers are available on the market, the
information logged by them seems to be quite the same. Here are some sample
lines from a wu-ftpd version 2.6.x server transfer log:
Sun Dec 27 05:18:57 1998 1 nic.funet.fi 11868 /net/ftp.funet.fi/ CPAN/MIRRORING.FROM a _ o0 a
cpan@petl.org ftp 0 * ¢
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Sun Dec 27 05:52:28 1998 25 kju.hc.congtess.ccc.de 269273 /CPAN/doc/FAQs/FAQ/PetlFAQ.html
a_oamozilla@ ftp 0 * ¢

Sun Dec 27 06:15:04 1998 1 rising-sun.media.mit.edu 11868 /CPAN/MIRRORING.FROM b _ 0 a
root@fising-sun.media.mit.edu ftp 0 * ¢

Sun Dec 27 06:15:05 1998 1 rising-sun.media.mitedu 35993 /CPAN/RECENT.html b _ o a
root@tising-sun.media.mit.edu ftp 0 * ¢

Whuarchive-ftpd [49] is a replacement ftp daemon for Unix systems developed at
Washington University. Wu-ftpd probably is the most popular ftp daemon on the
Internet, used on many anonymous ftp sites throughout the world. A wu-ftp

(version 2.0) log entry has the following fields:

e Timestamp: a temporal reference when the entry was logged.

e TransferTime: the duration of the transfer.

¢ RemoteHost: the name of the remote client.

e FileSize: the size of the file transferred.

e FileName: the name of the file transferred.

e Transfer-type: a single character indicating the type of transfer. Can be

a for an ASCII transfer, or

b for a binary transfer.

e Flags: one or more single-character flags indicating any special action taken. Can
be one or several of

C file was compressed,
U file was uncompressed,
T file was tat'ed, or

_ no action was taken
e Direction: the direction of the transfer. Can be either
o) outgoing, or
i incoming.

e AccessMode: the method by which the user is logged in:

a (anonymous) for an anonymous guest uset,
g (guest) for an pass-worded guest user, ot
r (real) for a local authenticated user.
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e Username: the local username, or if guest, the ID string given.

e ServiceName: the name of the service being invoked, usually FTP.

e AuthenticationMethod: the method of authentication used, either

0
1

e AuthenticatedUserld: the user id returned by the authentication method. A * is

none, or

RFC931 authentication.

used if no authenticated user id is available.

e CompletionStatus: a single character indicating the status of the transfer:

C

i

complete transfer, or

incomplete transfer.

Here is the derived E-R diagram:

Hosts

PK |Hostlp

F 3

comes from

FTPLagEntries

fram user

Users

PK

UserName

HostMame

PK

ETPLogEntryld

FK1
FKZ
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Tirnestamp
TransferTime
Hostlp
UserMame
FileMame

invalves

1

Y

Files

PK |EileName

FileSize

Figure 13: E-R Diagram for FTP logs
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4.6 DNS Logs
For this kind of logs we will take the log file created by the BIND version 8 [47]
server which is the most widely used DNS [46] setver, as model. Here is an

example:

10-Apr-2000 00:01:20.307 XX /10.2.3.4/1.2.3.in-addr.arpa/SOA/lN
10-Apt-2000 00:01:20.308 XX+/10.4.3.2/host.foo.com/A/IN

A typical entry has the following fields:

e Timestamp: A temporal reference when the entry was logged.

¢ Recursive: Whether the request was recursive: + means recursive, a blank
means non-recursive.

¢ RequestingHost: The IP address of the host, which sent the request
e RequestedName: The name to be resolved

e Type: The type of request, such as SOA, IN, PTR, MX etc.

® Protocol: The protocol being requested. Neatly always, this is IN.

This is the E-R diagram:

DnsLogEntries
Hosts ! has requested PK |Beguestld
i
PK | Hostlp Timestamp
. has been requested | pieq | paguestingHost
HostMame ) FK2 |Requestediame
Type
Protocol

Figure 14: E-R Diagram for DNS logs

4.7 NET Logs
We have already mentioned that in order to model users/hosts behavior we will

also look at logs that are not specifically related to a particular protocol but that
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can be used to complement protocol-specific log information. Again the set of
available formats is quite big but we will show that our requirements are

sufficiently weak to assume that each such log provides the information we need.

4.7.1 TcpDump Logs

Tcpdump allows you to dump the traffic on a network. It can be used to print out
the headers of packets on a network interface that matches a given expression[48].
Although it is mainly intended for Unix systems, it has been ported on almost
every platform.

The general format of a tcpdump log line is

Timestamp > src > dst: flags data-seqno ack window urgent options

Stc and dst are the source and destination IP addresses and ports. Flags are
some combination of S (SYN), I (FIN), P (PUSH) or R (RST) or a single “.”
(no flags). Data-seqno describes the portion of sequence space covered
by the data in this packet (see example below). Ack is sequence number of the
next data expected from the other direction on this connection. Window is the
number of bytes of available receive buffer space in the other direction on this

<

connection. Urg indicates that the packet contains “urgent” data. Options are
tcp options enclosed in angle brackets (e.g., <mss 1024>). Src, dst and flags are
always present. The other fields depend on the contents of the packet's tcp

protocol header, and are output only if appropriate.

Here is the opening portion of an rlogin from host rtsg to host csam extracted

from an example reported in the tcpdump man page:

999598392.567349 > rtsg.1023 > csam.login: S 768512:768512(0) win 4096 <mss 1024>
999598392.726146 < csam.login > rtsg.1023: S 947648:947648(0) ack 768513 win 4096 <mss 1024>
999598392.730587 > rtsg.1023 > csam.login: . ack 1 win 4096
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999598392.731026 > rtsg.1023 > csam.login: P 1:2(1) ack 1 win 4096
999598392.908579 < csam.login > rtsg.1023: . ack 2 win 4096
999598392.927531 > rtsg.1023 > csam.login: P 2:21(19) ack 1 win 4096
999598392.958701 < csam.login > rtsg.1023: P 1:2(1) ack 21 win 4077
999598392.955132 < csam.login > rtsg.1023: P 2:3(1) ack 21 win 4077 urg 1
999598393.012867 < csam.login > rtsg.1023: P 3:4(1) ack 21 win 4077 urg 1

The first line says that tcp port 1023 on rtsg sent a packet to port login on csam.
The S indicates that the SYN flag was set. The packet sequence number
was 768512 and it contained no data (the notation is “first : last (nbytes)” which
means “sequence numbers first up to but not including last which is nbytes bytes
of user data”). There was no piggybacked ack, the available receive window was
4096 bytes, and there was a max-segment-size option requesting an mss of 1024
bytes. Csam replies with a similar packet except that it includes a piggybacked ack
for rtsg's SYN. Rtsg then acks csam's SYN. The “.” means that no flags were set.
The packet contained no data so there is no data sequence number. The
first time tcpdump sees a tcp “conversation”, it prints the sequence number of
the packet. On subsequent packets of the conversation, the difference between
the current packet's sequence number and this initial sequence number is printed.

This means that all sequence numbers after the first one can be interpreted as
relative byte positions in the conversation’s data stream (with the first data byte in
each direction being “17). On the 6th line, rtsg sends csam 19 bytes of data (bytes
2 through 20 in the rtsg -> csam side of the conversation). The PUSH flag is set
in the packet. On the 7th line, csam says it has received data sent by rtsg up to but
not including byte 21. Most of this data is apparently sitting in the socket buffer
because the size of csam's receive window has decreased by 19 bytes. Csam also
sends one byte of data to rtsg in this packet. On the 8th and 9th lines, csam sends

two bytes of urgent, pushed data to rtsg.
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4.7.2 SOCKS Logs

SOCKS [23] [24] is a networking proxy protocol that enables hosts on one side of
a SOCKS server to gain full access to hosts on the other side of the SOCKS
server without requiring direct IP reachability. A SOCKS redirects connection
requests from hosts on opposite sides of a SOCKS server. The SOCKS server
authenticates and authorizes the requests, establishes a proxy connection, and
relays data. SOCKS is commonly used as a network firewall that enables hosts
behind a SOCKS server to gain full access to the Internet, while preventing
unauthorized access from the Internet to the internal hosts. There are two main
versions of SOCKS: SOCKS V4 and SOCKS V5. Also in this case, without
standards, we need to study some specific implementations of the protocol. In
particular we will analyze the log files generated by the NetProxy version 3.0
server [35]. NetProxy is a proxy server and firewall system for Windows 95,
Windows 98 and Windows NT. It allows many users to access the Internet
simultaneously using a single connection of almost any kind (modem, ISDN,
cable modem, leased line, etc.). NetProxy provides several proxy services, as well
as a configurable firewall, access logging, and Socks (both version 4 and 5)

service.

SOCKS 4
This is an entry that indicates SOCKS v4.0 traffic:

| Timestamp | Originlp | OriginPort | Destinationlp | DestinationPort | UserName ‘

| 31/Aug/1997:12:09:48 +0100 | 10.84.128.147 | 60403 | 208.48.21833 | 80 |

fred

If no username was specified, the field contains a single hyphen character (- ).
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SOCKS 5
This is an entry that indicates SOCKS v5.0 traffic. The format is exactly the same
as the SOCKS 4 entry, except for the fact the text "UDP" may appear at the end

of the line to indicate an UDP port association rather than a mapped TCP port.

| Timestamp | Originlp |Orig1'nPort |DestinationIp |Destinati0nP0rt |UserNarne |Prot0col‘

| 31/Aug/1997:12:00:48 +0100 [10.84.128.147 | 60403 | 208.48.218.33 | 80 | fred | UDP ‘

where

e Timestamp: when the entry was logged

e OriginlIP: the IP address of the host that started the session

e OriginPort: the port number used by the application that started the session
¢ DestinationIP: The IP address of the destination host

¢ DestinationPort: The port number on which the destination application will
receive data

e UserName: The name of the user that made the request

e Protocol: The protocol used (only for SOCKS version 5 traffic)

4.7.3 E-R Diagram for NET Logs
Although the information provided by Net logs can be very specific and detailed
we will continue our attempt to find a subset that can reasonably be assumed to

be as provided by all these log types.

Here is the proposed E-R schema:
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Figure 15: E-R Diagram for Net logs

To be as general as possible we merely require the following:

e Timestamp: a temporal reference.

e FromHost: the IP address or DNS name of the host that sent the packet.

e FromPort: the origin port from which the packet was sent.

e ToHost: the IP address or DNS name of the destination host.

e ToPort: the destination port to which the packet has been.

® Volume: the number of bytes sent.

e UserName: the name of the user that started the session (optional: only for

socks entries).

More details about the implementation will be given in Chapter 4.
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4.8 Activity-Entity Synthesis

We conclude the chapter with the complete E-R diagram that results by merging

all the "individual E-R diagrams" presented in preceding paragraphs.
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Figure 16: A Complete Picture

The main intent of this E-R diagram is to have an overall picture that summarizes
everything we said during the analysis made in preceding paragraphs. This picture
shows on the upper and lower borders all the various sources of information that

we assume to have used during the entire process (except for FTP and DNS
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logs). In the center of the diagram we can see the main entities involved in this
process (hosts and people), and further down, other "observable" entities (ports
and files) that we have reported for completeness, but that will be not considered

in detail from now on.

4.9 Summary

In this chapter we have first described the services that we have chosen to analyze
in our study. Although these protocols do not cover the complete network
activity, they represent a large slice of the whole. Then we have analyzed several
logs from servers that implement these protocols. We showed that, except for the
http protocol, the format of these logs has not been standardized. However
although the content of these logs varies, the semantic of the information is
almost the same for the various implementations of the same protocol. For each
protocol analyzed we presented an E-R diagram pointing out relationships
between the entities involved in such a protocol. Finally, we concluded the
chapter with a diagram resulting from the merging of all these "single-service
diagrams", to provide a complete picture of the information that we can assume

to be available henceforth.
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Chapter 5

DATA PARSING AND AGGREGATION

In this chapter we will describe in a more details how the Data Parsing and
Aggregation phase has been implemented. The main goal of this phase is to
obtain a consistent repository in which data coming from several different logs
will be stored according to our proposed integrated logic scheme. This is needed
mainly because our data sources have too many entries so that the data cannot be
easily used unless aggregated. Consider that the fact that for a week of logged
traffic (which we consider to be the minimum period that has to be analyzed in
order to obtain significant data) would lead to at least 100 millions log entries on a

medium-sized network like the one that is object of our study. Here is our Usage

schema:
|I_D|Category |RecordType | StartTime | EndTime |InitiatingUser |InitiatingH0st |TargetUser |TargetHost i
| GlobRef | LocRef | Description | DataPkts | DataVol |Tmin |Tmax | Tavg |TstheV i

Table 1: The Usage Schema

The semantic of some fields is slightly different depending on the RecordType
value, and will therefore be explained separately in next few subsections; we can
however observe that in general a usage record potentially has a StartTime and an
EndTime, a initiating user and/or host as well as a target user and/or host plus
some information (T'min, Tmax, Tavg, TstdDev) about the distribution over the

time of log entries used to generate the usage record.
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5.1 Web Log File
Let us start with the web log file. In this case our approach consists of aggregating
all entries that refer to web requests coming from the same host within a certain

time in one individual usage record. Below we show an example of such an

aggregation.

Example 4.1.1
These entries were logged when host 131.114.4.6x accessed the index.html page

of the Computer Science Department web site of the University of Pisa:

131.1144.6x - - [25/Aug/2001:22:54:16 +0200] "GET / HTTP/1.0" 200 4234 "-"
"Mozilla/4.71 [en] (WinNT; I)"

131.114.4.6x - - [25/Aug/2001:22:54:16 +0200] "GET /images/header.gif HTTP/1.0" 200
9342 "http:/ /www.diunipiit/" "Mozilla/4.71 [en] (WinN'T; I)"

131.114.4.6x - - [25/Aug/2001:22:54:16 +0200] "GET /images/dot.gif HTTP/1.0" 200
8765 "http:/ /www.di.unipiit/" "Mozilla/4.71 [en] (WinNT; I)"

131.114.4.6x - - [25/Aug/2001:22:54:17 +0200] "GET /foto/itis.jpg HTTP/1.0" 200 7104
"http://www.di.unipiit/" "Mozilla/4.71 [en] (WinN'T; I)"

131.114.4.6x - - [25/Aug/2001:22:54:17 +0200] "GET /foto/palloncinil.jpg HTTP/1.0"
200 4549 "http:/ /www.di.unipiit/" "Mozilla/4.71 [en] (WinN'T; I)"

131.114.4.6x - - [25/Aug/2001:22:54:17 +0200] "GET /foto/cortile.jpg HTTP/1.0" 200
8483 "http:/ /www.diunipiit/" "Mozilla/4.71 [en] (WinNT; I)"

131.114.4.6x - - [25/Aug/2001:22:54:17 +0200] "GET /foto/ingtesso2.jpg HTTP/1.0" 200
3224 "http:/ /www.diunipiit/" "Mozilla/4.71 [en] (WinNT; I)"

Assuming that host 131.114.4.6x generates no other log entries for

more than one minute

131.114.4.6x - - [25/Aug/2001:22:55:20 +0200] "GET ~profl/index.html HTTP/1.0" 200
3224 "http:/ /www.diunipiit/" "Mozilla/4.71 [en] (WinNT; I)"

The HTTP server logs a separate entry for each file requested from the client
browser. Therefore, a user’s request to view a particular page (the index.html page
in this example) often results in several log entries because graphics and scripts

are downloaded in addition to the HTML file (next 6 entries in this example)
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without an explicit user request. Here is the corresponding usage record created

and stored into the database:

|I_D-|Category |RecordType | StartTime | EndTime |InitUser | InitHost |TgtUser | TgtHost
[ 1 ][ Web Log || Hitp Session || 2001-08-25 22:54:16 || 2001-08-25 22:55:20 || [ 131.114.4.6x | [ 131.114.4.11
| GlobRef | LocRef | Descr | DataPkts | DataVol |ijn |Tmax | Tavg | TstdDev
| | [ Mozilla/471 [en) WinNT; ) |[ 7 [ 4570t [ o [[ 1000 || 167 || 372

where the meaning of the fields is

ID: A unique usage record identifier.

Category: The log from which the usage record has been generated. In this case
“Web Log”.

RecordType: The type of the record. In the case of web log files its value is always
“Http Session”.

StartTime: Timestamp of the first web log entry that belongs to this usage record.
EndTime: Timestamp of the last web log entry that belongs to this usage record.

InitiatingUser: This field should contain the user credentials but it is almost always
empty (unless authentication is required to access a particular web page.

InitiatingHost: The IP address of the host that made the request.
TargetUser: Always empty.

TargetHost: The IP address of the web server.

GlobalRef: Always empty.

LocalRef: Always empty.

Description: Information about the user agent (Netscape Navigator, Internet
Explorer, etc.) as well as about the operating system of the host.

DataPackets: The total number of web log entries that have contributed to create
this usage record.

DataVolume: The sum of all bytes of each log entry that belongs to this usage
record.

The ideal situation would correspond to have a usage record for each page

explicitly requested by the user, aggregating all those entries that are generated
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automatically because of HTML tags. This can be done with some degree of
approximation using the Referrer field. However this computation requires an
overhead that is not justifiable in our situation, because we are not doing an ad
hoc web site study that requires such fine a granularity, which in any case would
be lost when, in the next phase, several usage records will be collapsed into one

activity[6][8][10].

5.2 SMTP Log File

The SMTP log file is the one that has been the least filtered of the ones we
parsed. This is due to the fact that, as we showed in Section 3.3, in general there is
a relation 1 to # that relates the sender to the # recipients of an email. We would
like to retain this information without complicating the database logic schema,
meaning that at this point we do not want to add new tables to model the
relation. Therefore we just filtered any data we do not need from each log entry

without collapsing more entries into one usage record.

Example 4.2.1
Let us have a look at SMTP log entries generated when user Rossi@di.unipi.it
sends an email to local user Verdi@di.unipi.it and to remote user
Bianchi@informatik.uni-freiburg.de. These are the log entries generated:

Jun 18 09:26:37 apis sendmail[30933]: JAA14975: from=<rossi@di.unipi.it>, size=1038, class=0,

pti=61038, nrcpts=2, msgid=<005101c0f7ee$54¢36640$5b027283@kdd>, proto=SMTP, relay=pc-
rossi [131.114.2.91]

Jun 18 09:27:06 apis sendmail[30934]: JAA14975: to=<verdi@di.unipi.it>,
ctladdr=<rossi@di.unipi.it> (15124/110), delay=00:00:29, xdelay=00:00:00, mailer=local, stat=Sent

Jun 18 09:27:06 apis sendmail[30934]: JAA14975: to=<bianchi@informatik.uni-freiburg.de>,
ctladdr=<rossi@di.unipi.it> (15124/110), delay=00:00:29, xdelay=00:00:28, mailer=esmtp,
relay=mailgateway1.uni-freiburg.de. [132.230.1.211], stat=Sent (OK id=15BxcV-0003Xy-00

Here are the corresponding usage records created
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|ID.|Category RecordType StartTime EndTime | InitUser | InitHost TgtUser

1 |[Smp Log gi?jf; 2%%12263718 Rossi@di.unipi.it | 131.114.4.x¢x
2 ||Smtp Log| | LclForwarding 2%%22%; 8 Z%glég%g 8 Verdi@di.unipi.it
[ I[smtp Log [ 20010618 ][ 2001-06-18 Bianchi@informatik.uni-
3 RmeForwarding |~ 49,7706 09:27:xx freiburg.de
| TgtHost | GlobRef | LocRef |Descr |DataPkts |DataV01 |ijn |Tmax | Tavg |Tsthev
| [ Msgl @di.unipi.it [JAA14975 | [ 1 ]| 1038 || | | |
| | paAtagrs| | 1| L L |
| mailgateway!.uni-freiburg.de || [JAA14975 | [ 1 | | | |

The meaning of each field is the following:

ID: A unique usage record identifier.
Category: Always “Smtp Log”.

RecordType: The type of the record. It can assume one of these four values:
"MsgSending", "MsgReceiving", "LclForwarding”, "RmtForwarding:

o MisgSending refers to emails sent by local users,
o MisgReceiving refers to emails sent by remote users,
o [ i/Forwarding refers to the act of forwarding an email to a local user, and

o RmtForwarding refers to the act of forwarding an email, sent by a local user,
to a remote SMTP server.

StartTime: Timestamp that records when the corresponding log entry has been
logged.

EndTime: Empty for “MsgSending” and “MsgReceiving” records, StartTime +
xdelay for the others.

InitiatingUser: The sendet's name (empty for "LclForwarding" and
"RmtForwarding" records).

InitiatingHost: The IP address of the host that made the request.

TargetUser: The recipient's name (unfilled for “MsgSending” and “MsgReceiving”
records).

TargetHost: The IP address of the host to which the message was forwarded (the
remote SMTP server for outgoing messages; the host holding the recipient’s
mailbox for the others).

GlobalRef: The global message id (see Section 3.3.1).
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LocalRef: An id that states that the three entries refer to the same email-sending
activity.

Description: Always unfilled.
DataPackets: Always equal to 1.

DataVolume: The size of the email. Empty for “LclForwarding” and
“RmtForwarding” records.

Tmin, Tmax, Tavg, TstdDev: Always empty.

The example above describes the case in which the message is sent from inside
the network by a local user. In this case the InitiatingHost field refers to the host
from which the Smtp server received the message. Most of the time this host is
the host from which the sender has sent the email, but there are some cases
(depending on how the network/email-service is configured) in which the
semantic of this field is different. For example in a situation like that showed
Figure 17 below where the SMTP server is in a DMZ and the firewall acts as IP

masquerador.

CoMporaE
SMTR zemer

Figure 17: SMTP Server in DMZ

Here there is no way for the SMTP server to know the IP address of the host
from which the email was sent because it is hidden by the firewall. In such a case

the usage records created would be the following:
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IB|Category RecordType StartTime EndTime | InitUser | InitHost TgtUser

S M 2001-06-18 e t-
|T Ln;tgp s;sjffg 09:26:37 Rossi@diunipiit gw.d?.fmipi.it
|j Slrz tgp LclForwarding 2%%1é3%28 2%(;127(7)(&18 Verdi@di.unipi.it
S . 2001-06-18 2001-06-18 Bianchi@infc tik.uni-
|‘T ﬁ?g RmeForwarding |~ 9,576 09:27:xx e &ei’ﬁu?gﬁi "
| TgtHost | GlobRef | LocRef |Descr |Datal’kts |DataV01 |Tmin |Tmax | Tavg |Tsthev
Msgl@di.unipi.it [JAA14975 1 1038
| [Msgl @diunipiic ) Ll | L[l |
| | paagors| [ 1] L Ll |
[ mailgateway!.uni-freiburg.de | [jAA14975 | [t | | | |

As we can see, now the InitiatingHost field refers to the firewall host.
Still another situation occurs if the message is sent by a remote user. Let us
imagine that the same email was sent by the remote user Bianchi@informatik.uni-
freiburg.de to the local user Rossi@di.unipi.it. The corresponding usage records

created would be the following:

lﬁlCategoryl RecordType | StartTime | EndTime | InitUser InitHost TgtUser
Smtp .. 2001-06-18 Bianchi@informatik.uni- || mailgatewayl.uni-
|T Log MsgReceiving 09:26:37 freiburg.de freiburg.de
Smtp . 2001-06-18 || 2001-06-18 I
F Log LclForwarding 09:27:06 09:27:06 Rossi@di.unipi.it

| TgtHost | GlobRef | LocRef |Descr |DataPkts |DataV01 |ijn |Tmax | Tavg |Tsthev
| [Msgl@diunipiic|[JaA14975]| [ 1 [ 1038 | | | |
| | paaors| | 1 || L L |

Now the InitiatingHost field has another meaning: it refers to the host that has
forwarded the email to the local SMTP server (most of the time the remote uset's

SMTP server).

All these differences must be taken into account when usage records will be used

for activities modeling, but this will be discussed later, in the next chapter.
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5.3 Pop Log File

As shown in Section 3.4 the information that can reasonably assumed to be
available in this kind of logs includes the user name, the host from which the pop
session has been executed, and some information about the emails downloaded
(number of emails downloaded or number of bytes moved, etc.). Our approach
consists of creating one usage record for each email-downloading attempt. This
choice allows us to not lose any data in passing from log entries to usage records
and at the same time it allows us to reduce the size of data set normally by a
factor 3 although this source of data does not present particular problems in
terms of compression as it generally represents only a small slice of the total. This
means that in a normal situation one usage record is created for every three log

entries.

The next example shows what are the log entries logged and the corresponding
usage record created when user Rossi@di.unipi.it starts a Pop session from his

host pe-rossi@di.unipi.it (131.114.2.9x).

Example 4.3.1
User Rossi starts a Pop session from his host pc-rossi.di.unipi.it to download any

emails received since the last Pop session. These are the log entries logged:

Jun 18 09:26:49 apis ipop3d[733352]: pop3 service init from 131.114.2.9x

Jun 18 09:26:50 apis ipop3d[733352]: Auth user=Rossi host=pc-rossi.di.unipi.it [131.114.2.9x]
nmsgs=32/32

Jun 18 09:26:51 apis ipop3d[733352]: Logout user=Rossi host=pc-rossi.di.unipi.it [131.114.2.9x]
nmsgs=27 ndele=5

The first line is logged when the service request arrives at the pop server,
indicating that host 131.114.2.9x has started a Pop session. The second line is
logged when the Pop client authenticates itself sending user credentials. In this

line we can find information about the user and about new messages in the form
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of new-messages-teceived/total-messages-in-mailbox. Finally, the third line is
logged when the client closes the session. This line reports (among the other
things) how many messages were left in the mailbox and how many were deleted.
As you can see these three entries are related by the [733352] field, which is the
number of the thread that served the session. In practice for each session started
the pop server creates a new thread that serves the session and then expires.
Although this number is not unique, it can be supposed to be in a quite short
interval and therefore has been used to merge information coming from different

log entries of the same session into the following Ewail Downloading usage record:

|I?|Category| RecordType | StartTime | EndTime | InitUser | InitHost | TgtUser
’T Pop Log ‘ Pop Session ‘ 2(())(;12»22—91 8 ‘ 2(())(;12»265—11 8 ‘ Rossi@di.unipi.it 131.114.2.9x

| TgtHost | GlobRef | LocRef |Descr |DataPkts |DataV01 |ijn |Tmax | Tavg |Tsthev
| 131.114.4.6 | | | [ 27 || 32 1000 | 1000 | 1000 || O

The meaning of each field is the following;:

ID: A unique usage record identifier.

RecordType: Always "POP Session".

StartTime: Timestamp of the first POP log entry that belongs to the
corresponding pop session.

EndTime: Timestamp of the last POP log entry that belongs to the corresponding
pop session.

InitiatingUser: Name of the user whose credentials were used to validate session.
InitiatingHost: The IP address of the host that started the POP session.
TargetUser: Always unfilled.

TargetHost: The POP server IP address.

GlobalRef: Always empty.

LocalRef: Always empty.

Description: Always empty.
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DataPackets: Number of messages left in the mailbox.

DataVolume: Number of messages downloaded.

Again, the Tmin, Tmax, Tavg and TstdDev fields contain information about the

time distribution of the log entries that generated this usage record.

5.4 Net Log File

The largest compression effort is needed for NET logs. This is due to the fact
that NET logs are by far the largest source of information we have. Therefore we
need some criteria that allow us to appreciably reduce the number of usage
records to be created but that at the same time prevent the loss of too much
information in passing from log entries to database records. The first idea was to
try to aggregate all log entries that refer to the same tcp connection as a unique
usage record, but then we realized that this was not sufficient in the sense that the
compression factor was still not sufficiently high and resulted in a number of
records still of the order of millions. In particular most of them (about 95%) were
http connections, thus the next step for this kind of connections was to collapse
more than one connection into one usage record. We will go into more details in

next few subsections.

5.4.1 SMTP and POP/IMAP Traffic

For Net log entties that refer to SMTP and POP/IMARP traffic, the aggregation
algorithm works in the same way. It makes use of a hash table where one bucket
is reserved for each SMTP or POP/IMAP connection open at a certain time. The
key that identifies the connection consists of Client]P.ClientPort.ServerIP.ServerPort,
whete SetverPort has to be either 25 (default SMTP service port) or 110/143
(default POP/IMARP service port). For each net log entry the algorithm simply
checks to which connections it belongs, updating its fields such as end time, data

volume, number of packets and so on. If the net log entry refers to the first
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packet of a new connection, a new bucket is created. Fach connection is
considered closed (and correspondingly a new usage record is created) when the
time elapsed from last packet received is greater than a fixed (GAP) parameter.
Tests with different GAP parameters showed that if we choose a sufficiently high
GAP (e.g. 1 min) we can be reasonably sure that all packets belonging to one such
connection will be part of the same usage record. This is because normally clients
who eventually close the current and open a new connection with the same server
before the GAP has elapsed, use a different port, allowing us to distinguish the

current connection from the previous one.

Example 5.4.1.1
This example shows a situation in which the local host 131.114.2.11x starts a POP
session with an Internet POP server [217.58.130.18].

Here are the corresponding entries logged:

999598392.171337 > 131.114.2.11x.45316 > 217.58.130.18.pop3: S 3331168056:3331168056(0) win 5840
<mss 1460,sackOK timestamp 364005685 0,nop,wscale 0> (DF)

999598392.338684 < 217.58.130.18.pop3 > 131.114.2.11x.45316: S 3319002880:3319002880(0) ack
3331168057 win 32120 <mss 1460,nop,nop,sackOK nop,wscale 0> (DF)

999598392.339018 > 131.114.2.11x.45316 > 217.58.130.18.pop3: . 1:1(0) ack 1 win 5840 (DF)
999598392.562244 < 217.58.130.18.pop3 > 131.114.2.11x.45316: P 1:42(41) ack 1 win 32120 (DF)
999598392.562617 > 131.114.2.11x.45316 > 217.58.130.18.pop3: . 1:1(0) ack 42 win 5840 (DF)
999598392.567349 > 131.114.2.11x.45316 > 217.58.130.18.pop3: P 1:7(6) ack 42 win 5840 (DF)
999598392.726146 < 217.58.130.18.pop3 > 131.114.2.11x.45316: . 42:42(0) ack 7 win 32120 (DF)
999598392.730587 < 217.58.130.18.pop3 > 131.114.2.11x.45316: P 42:94(52) ack 7 win 32120 (DF)
999598392.731026 > 131.114.2.11x.45316 > 217.58.130.18.pop3: P 7:19(12) ack 94 win 5840 (DF)
999598392.908579 < 217.58.130.18.pop3 > 131.114.2.11x.45316: P 94:114(20) ack 19 win 32120 (DF)
999598392.940426 > 131.114.2.11x.45316 > 217.58.130.18.pop3: P 19:33(14) ack 114 win 5840 (DF)
999598393.107232 < 217.58.130.18.pop3 > 131.114.2.11x.45316: P 114:130(16) ack 33 win 32120 (DF)
999598393.108099 > 131.114.2.11x.45316 > 217.58.130.18.pop3: P 33:43(10) ack 130 win 5840 (DF)
999598393.296012 < 217.58.130.18.pop3 > 131.114.2.11x.45316: . 130:130(0) ack 43 win 32120 (DF)
999598399.074977 < 217.58.130.18.pop3 > 131.114.2.11x.45316: P 130:160(30) ack 43 win 32120 (DF)
999598399.075676 > 131.114.2.11x.45316 > 217.58.130.18.pop3: P 43:49(6) ack 160 win 5840 (DF)
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999598399.247457 < 217.58.130.18.pop3 > 131.114.2.11x.45316: P 160:169(9) ack 49 win 32120 (DF)
999598399.247994 > 131.114.2.11x.45316 > 217.58.130.18.pop3: P 49:55(6) ack 169 win 5840 (DF)
999598399.424459 < 217.58.130.18.pop3 > 131.114.2.11x.45316: . 169:169(0) ack 55 win 32120 (DF)
999598401.423016 < 217.58.130.18.pop3 > 131.114.2.11x.45316: P 169:183(14) ack 55 win 32120 (DF)
999598401.425679 > 131.114.2.11x.45316 > 217.58.130.18.pop3: F 55:55(0) ack 183 win 5840 (DF)
999598401.429685 < 217.58.130.18.pop3 > 131.114.2.11x.45316: FF 183:183(0) ack 55 win 32120 (DF)
999598401.430058 > 131.114.2.11x.45316 > 217.58.130.18.pop3: . 56:56(0) ack 184 win 5840 (DF)
999598401.614889 < 217.58.130.18.pop3 > 131.114.2.11x.45316: . 184:184(0) ack 56 win 32120 (DF)

No Packets between 131.114.2.11x and 217.58.130.18 for 20 seconds

999598421.515854 > 131.114.2.11x.45320 > 217.58.130.18.pop3: S 3369225773:3369225773(0) win
5840 <mss 1460,sackOK, timestamp 364008620 0,nop,wscale 0> (DF)

As you can see the client 131.114.2.11x starts a tcp connection on port 45316 with
the pop server 217.58.130.18 (port 110 is the default Pop service port). On this
connection several packets are sent and received by both hosts with a maximum
delay of less than 6 seconds between two successive packets. When GAP has
elapsed since the last packet received, the connection bucket will be removed and
the corresponding usage record stored into the database. This is the usage record

resulting from collapsing all previously shown log entries:

|I_D| Category |Rec0rdType | StartTime | EndTime |InitUser | InitHost |TgtUser | TgtHost
[ 1 ][ NetLog [ Pop Session |[ 2001-09-04 12:13:12 |[ 2001-09-04 12:13:21 | [131.114.2.11x | |217.58.130.18
| GlobRef | LocRef | Descr | DataPkts | DataVol |Tmin |Tmax | Tavg | TstdDev
| | | 2 [ 2« | 26 [ o [[sm8] 40 || 1212

The meaning of each field is the following:

StartTime: The timestamp of the first packet of the connection.
EndTime: The timestamp of the last packet of the connection.

Description: This field can be either “One” or “Two”. “One” means that data
have been sent only in one direction, whereas “Two” means that data have been
sent in both directions.
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DataPackets: Number of packets (e.g. net log entries) that have contributed to the
usage record.

DataVolume: Sum of bytes exchanged between the two hosts during the session.

The Description value allows us to discriminate between connections in which
client and server have really interacted by exchanging data and connections in
which data have been sent only in one direction (an example of such bad data are
packets sent for port scanning). The example also shows that when the client
starts a new session with the same pop server, it uses a new, different port (45320
vs. 45316). This will result in a new bucket being created into the hashtable, and

consequently in a new usage record stored into the database.

5.4.2 HTTP traffic

The situation with HTTP traffic differs somewhat. For this kind of traffic,
connection level aggregation is not sufficient because the total number of usage
records created would be too high. We must collapse more than one connection
into one usage record. The algorithm behavior is very similar to the previous one,
with the difference that now all simultaneous connections between two hosts are
aggregated. Http protocol [25] allows clients to have multiple connections open at
the same time. This means that normally when a user surfing the web downloads
a web page, more than one connection are open between the browser and the
web server in order to download all the resources composing the page. This
behavior is slightly limited with http version 1.1, where connection persistence
allows web browsers to send multiple requests in pipeline on the same connection

so that the number of simultaneous connections usually is not more than two.
Example 5.4.2.1

This example shows a situation in which local host 131.114.4.17x starts an http

session with a web server running on remote host 212.48.9.22. The NET log
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entries below show that the client opens two simultaneous connections with the
web server, the first on port 2099, the second on port 2100.
999597426.543181 > 131.114.4.17x.2099 > 212.48.9.22.www: S 25862824006:2586282406(0) win 16384
<mss 1460,n0p, nop, sackOK> (DF)

999597426.729384 < 212.48.9.22.www > 131.114.4.17x.2099: S 1463449978:1463449978(0) ack
25806282407 win 8760 <nop,nop,sackOK,mss 1460> (DF)

999597426.729871 > 131.114.4.17x.2099 > 212.48.9.22.www: . 1:1(0) ack 1 win 17520 (DF)
999597427.952043 > 131.114.4.17x.2099 > 212.48.9.22.www: P 1:325(324) ack 1 win 17520 (DF)

999597427.955892 > 131.114.4.17x.2100 > 212.48.9.22.www: S 2586682374:2586682374(0) win 16384
<mss 1460,nop,nop,sackOK> (DF)

999597428.162305 < 212.48.9.22.www > 131.114.4.17x.2099: . 1:1(0) ack 325 win 8760 (DF)

999597428.164911 < 212.48.9.22.www > 131.114.4.17x.2100: S 3857102380:3857102380(0) ack
2586682375 win 8760 <nop,nop,sackOK,mss 1460> (DF)

999597428.166708 > 131.114.4.17x.2100 > 212.48.9.22.www: . 1:1(0) ack 1 win 17520 (DF)
999597428.166737 < 212.48.9.22.www > 131.114.4.17x.2099: P 1:134(133) ack 325 win 8760 (DF)
999597428.167321 < 212.48.9.22.www > 131.114.4.17x.2099: P 134:559(425) ack 325 win 8760 (DF)
999597428.168232 > 131.114.4.17x.2100 > 212.48.9.22.www: P 1:329(328) ack 1 win 17520 (DF)
999597428.168286 > 131.114.4.17x.2099 > 212.48.9.22. www: . 325:325(0) ack 559 win 16962 (DF)
999597428.375082 < 212.48.9.22.www > 131.114.4.17x.2100: . 1:1(0) ack 329 win 8760 (DF)
999597428.390022 < 212.48.9.22.www > 131.114.4.17x.2100: P 1:134(133) ack 329 win 8760 (DF)
999597428.390564 < 212.48.9.22.www > 131.114.4.17x.2100: F 523:523(0) ack 329 win 8760 (DF)
999597428.390693 < 212.48.9.22.www > 131.114.4.17x.2100: P 134:523(389) ack 329 win 8760 (DF)

999597428.391304 > 131.114.4.17x.2100 > 212.48.9.22.www: . 329:329(0) ack 134 win 17387 <nop,nop,
sack 1 {523:524} > (DF)

999597428.391436 > 131.114.4.17x.2100 > 212.48.9.22.%www: . 329:329(0) ack 524 win 16998 <nop,nop,
sack 1 {523:524} > (DF)

999597433.786891 > 131.114.4.17x.2100 > 212.48.9.22.www: F 329:329(0) ack 524 win 16998 (DF)
999597434.028688 < 212.48.9.22.www > 131.114.4.17x.2100: R 3857102904:3857102904(0) win 0 (DF)

999597471.802370 > 131.114.4.17x.2099 > 212.48.9.22.www: R 2586282731:2586282731(0) win 0 (DF)
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The algorithm will consider these two connections as only one fact, thus

generating just one usage record:

|I_D-|Category |Rec0rdType | StartTime | EndTime |InitUser | InitHost |TgtUser | TgtHost
[21[ Net Log || Hitp Session || 2001-09-04 11:57:06 || 2001-09-04 11:57:51 || [131.114.4.17x | | 212.489.22
| GlobRef | LocRef | Descr | DataPkts | DataVol |ijn |Tmax | Tavg | TstdDev
| | | 2 [ 2t | w2 [ o |[3mmsa]] 262 || s232

The meaning of each field is the same as before.

For HTTP 1.0, the number of simultaneous connections is even greater so
that one can have five or more simultaneous connections open between one
client and one server. Moreover, some analysis of web log data showed that
although HTTP 1.0 is older it is still used at least as much as 1.1 is. We have
calculated that on average about 4 connections have been collapsed into one

usage record.

5.5 Summary

In this chapter we have shown how the Data Parsing and Aggregation phase has
been implemented. For each source of data we have presented several examples
about how log entries have been parsed and collapsed into usage records. As
already said, the greatest effort has been devoted to data size reduction. The
Usage table resulting from this phase will be the starting point of the next phase

described in the next chapter.
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Chapter 6

COMPUTING AGGREGATED ACTIVITIES

In this chapter we will explain how aggregated activities have been built in our
specific test case. We want to point out that this process of merging usage records
into more meaningful Activities records is strongly dependent on how the
network is structured. This means that different network topologies and different
services configurations could lead to different activities or at least to different
merging procedures. We will now focus on a particular case, the Computer
Science departmental network of the University of Pisa. The topology of the

Computer Science departmental network is shown below:

Popimap
WEB Log Loy
waar di.Unipi it mailserserdiuniplit

netgwe.di.unipi.it

Deparimental Staff Netwaork
{di.unipi.it = 131.114.2+4.%)

University Netwark
{unipi.it)

250 Workstations
40 Servers
Assets and Users 512 total IP addresses

Figure 18: Actual Network at University of Pisa

As you can see the network has its own web and mail (SMTP, POP, IMAP)
servers that can be accessed by any local host without any intermediation. All
these entities are protected from the outside world by a firewall that represents
the only way to cross the perimeter of the network: all incoming and outgoing
traffic must pass through it. As shown in Figure 18, five different logs are

supposed to be available: the internal public WEB server log, the POP and IMAP
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servers logs for emails downloads, the SMTP server log for emails sending and
receiving, and the NET-GATEWAY log for all the outgoing and incoming tcp
traffic. Such a configuration, which is very common in the real world, allows us to
use local server logs for tracking internal activities whereas the net-gateway
(firewall) can be used for tracking all the activities that represent interactions with

the external world.

6.1 Web Surfing Activities

At this point we will assume that all web and net log entries that refer to http
traffic have already been parsed and aggregated into the corresponding H#p
Session usage records as described in Chapter 5. Now we want to collapse these
different usage records into more meaningtul units that we call Loca/ Web Surfing
activities. Here is the pseudocode of the algorithm used by the Activities Builder

to model Local Web Surfing activities:

For each (LocalHost) {

SELECT *

FROM usage table

WHERE RecordType = Http Session
AND InitiatingHost = CrntHost
ORDER BY StartTime

CurrentActivity = empty activity

For each of such usage records {

if the time gap since previous is less than GAP {
include it into the current activity
}else {
close current activity
store it into the activities table
start a new activity

H
H

74



A Local Web Surfing activity is obtained using the Web usage records (Category =
Web I.og AND RecordType = Hp Session) for internal http traffic and the Net
usage records (Category = Net Log AND RecordType = Ht1p Session) for outgoing
http traffic. For each local host the algorithm selects all Hzp Session-type records
from the Usage table, and orders them according to the time they happened.
Then it starts aggregating such records until the time gap between two successive
usage facts is greater than a fixed GAP interval. Clearly the GAP setting reflects
the degree of granularity of the resulting activities, and also influences the number
of activities created: a GAP equal or close to zero would lead to one activity per
usage record; a GAP of one week would lead to at most one activity per host. Of
course interesting GAP values are between these two extremes. We obtained the
best results in terms of number of Web Surfing activities created and activities

duration for GAP values of approx. 1 hour.

We now try to show more clearly how a Web Surfing activity is built using an

example.

Example 6.1.1

Let us imagine that professor Doe arrives in his office late in the morning and
starts his web browser, which is configured in such a way that it downloads as
first URL the main page of the local web server. Then it surfs the Sun’s web site
(192.18.97.241) for half an hour, and IBM’s web site (129.42.18.99) for five
minutes. Then he realizes that it is time to have lunch so he leaves his office for
an hour and half. When he comes back, he starts surfing again. This situation

results in these four usage records:

|I3|Category | RecordType | StartTime | EndTime |In_itUser | InitHost |TgtUser | TgtHost i
[21][Hep Log|[ Heep Session |[2001-09-04 10:57:52][ 2001-09-04 10:57:55 [ 131114 40 || | 131114411 |
[22][ Net Log || Hep Session |[2001-09-04 11:03:01 ][ 2001-09-04 11:04:20 | [ 131114400 || [ 192.18.97.241 |
[23][ Net Log || Hep Session |[2001-09-04 11:33:12][ 2001-09-04 11:33:20 | [ 13111440 || | 129.42.18.99 |
[24][ Net Log || Hep Session |[2001-09-04 13:00:51 [ 2001-09-04 13:01:27 | [ 13111440 || |216.239.35.100‘
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I GlobRef | LocRef | Descr | DataPkts I DataVol |Tmin |Tmax | Tavg ITsthev
[ \Indexhtml || Hep/1.1 |[Moxzilla/4.71[en)(WinNT;D) 9 [ 16859 [ 0 [[2000][ 375 |[ 695

| | | Two | 156 | o184 || 0 |[s102 | 117 || 639

| | | Two | 81 | 26552 || 0 ||2423| 97 || 3

| | | Two | 77 [ 27884 [ 0 [[209781]] 476 |

3386 |

As already mentioned, starting from first usage record, the _Activities Builder
algorithm collapse into the same Lo/ Web Surfing activity all those records for
which the time elapsed between the EndTime of the current record and the
StartTime of the successive record is less than the fixed one-hour-long GAP. In
this example it first collapses three usage records into the same activity because
when it checks the fourth it finds that the time elapsed between the third and the
fourth record is one hour and half. Therefore it closes the current activity, stores
it into the Activities table, and starts a new one with the fourth usage record. This

is the resulting activity record:

’B | RecordType | StartTime | EndTime |Inthser | InitHost | Target(s)
Local Web 2001-09-04 2001-09-04 : P o o 90
’g‘ Surfing ‘ 10:57:52 | 11:33:20 ‘ ‘131.114.4.}9{}( 131.114.4.11| |192.18.97.241 | 129.42.18.99

| Description | NumUsages | Datal | Data2 |Data3 |ijn |Tmax | Tavg |Tsthev
[Mozilla/4.71[en](WinNT;]) 3 | 246 [ 107595 || [306000![1732000 [ 1019000 ||

The StartTime of the activity corresponds to the StartTime of the first usage
record collapsed into this activity; the EndTime corresponds to the EndTime of
the last usage record that belongs to this activity (the third in our example). The
Target(s) field contains a concatenation of all target hosts surfed during the
activity, and the Description field contains the web browser used or a
concatenation of them if more than one web browser have been used. The latter

case corresponds to a situation in which two or more different web browsers
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have been used at the same time on the same host for web surfing. The
NumUsages field shows how many usage records have been used for generating
the activity, while datal and data2 corresponds to the number of packets (log
entries) that contributed for activity creation and the volume of traffic generated
during the activity, respectively. Finally we have information on the distribution of
usage records during the entire activity: Tmin and Tmax are the minimum and
maximum gap, respectively, between two successive usage records, and Tavg and
TstdDev are the average and the standard deviation of such a distribution,

respectively.

The example above corresponds to a web-surfing activity generated by a local
host. Another quite frequent situation is that often also some other local (e.g.
intranet) web servers are installed apart from the official(s) one(s). The difference
is that no logs are available from them because they are not managed by the
network administrators staff, who may not even know that they exist. Such
activities are therefore built by looking for valid Net-Http usage records whose

TargetHost is a local host. This is the pseudo code:

For each (LocalHost) {

SELECT *

FROM usage table

WHERE RecordType=Http Session
AND TargetHost = CrntHost
ORDER BY StartTime

CurrentActivity = empty activity

For each of such usage records {
if the time gap since previous is less than GAP {
include it into the current activity
} else {
close current activity
store it into the activities table
start a new activity
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The result will be an activity record like the following:

,E| RecordType | StartTime | EndTime | InitUser | InitHost | Target(s)
[55 | Remote Web Surfing || 2001-09-0410:57:52 || 2001-09-0411:33:20 | [ 19216.63 || 1311144
| Description | NumUsages |Data1 | Data2 |Data3 | Tmin | Tmax | Tavg | TstdDev
| | 3 [ 123 || 87632 | [ 306000 |[ 1732000 || 1019000 |

Here no information about the browser used is available because only Net-Http
usage records have been used to generate this activity. The record type now is
Remote Web Surfing, meaning that a local host has been surfed by a remote one.

The remaining fields have the same meaning as in the previous example.

A final remark regards the concept of valid usage records. We said in Chapter 4
that the usage table is mainly intended as a more flexible way to use log data. We
also said that in passing from log files to usage records as little filtering as possible
must be applied. This requirement implies that the usage table still contains noise
and some not significant data that could yeld false results. Passing from usage to
activities records we want to eliminate this noise. Therefore in this specific case,
for example, we do not consider all those Net usage records that refer to one-

direction traffic (maybe due to a Port scanning).

Example 6.1.2

If an external host sends a web packet on port 80 of a local host that does not
run any web server or that does not even exist, this will result in a H#p Session-
type usage record where the local host is the TargetHost of the record, meaning

that some kind of Http interaction between the two hosts has taken place.

’B|Category | RecordType | StartTime | EndTime |Inthser | InitHost |TgtUser | TgtHost
[21][ Net Log |[ Hetp Session |[2001-09-04 10:57:52][ 2001-09-04 10:57:55 | [ 1921663 || [ 13111440
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| GlobRef | LocRef | Descr | DataPkts | DataVol |Tmin |Tmax| Tavg |Tsthevi
| | | One | 9 [ 16859 [ 0 |[2000][ 375 [[ 695 |

Table 2: Example of an invalid usage record

But this does not correspond to what actually happened: the external host tried to
access the local host, the net gateway has logged this attempt but there was no
interaction between external host and local host simply because no web server
was running on the local host, and hence this record does not have to be taken

into consideration when building the activity.

6.2 Email Downloading Activities

In this case the soutrces are the POP/IMAP and NET-POP/IMAP usage
records. The first are used for Local Email Downloading activities meaning all those
activities, started by users or by pop-client demons in order to download any
emails eventually received from the local official POP/IMAP intranet server.
NET-POP/IMAP usage tecotds are used for Remote Enmail Downloading activities,
meaning those activities that refer to attempts made by local users to download
emails from an extranet mailbox. Again we will assume that all POP/IMAP log
entries and all NET log entries that refer to POP/IMAP traffic have already been
parsed and aggregated into the corresponding Pop Session usage records as

described in Chapter 4.

6.2.1 Local Email Downloading

Fot Local Email Downloading activities we will use only POP/IMAP usage records
(Category = Pop Log or Category = Imap 1.gg). Although these records already
provide information about the individual attempts to download emails from the

official intranet POP/IMAP servers, they ate too numerous and difficult to
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manage because almost every POP/IMAP client is configured in such a way that
it polls the server at regular intervals for new emails. We therefore need a
reasonable way to collapse several of them into just one activity without losing
important information. Below I reported some POP usage records showing

individual interactions between user Verdi’s POP client and the intranet POP

servet:

[ID [Category | RecordType || StartTime |  EndTime  |[InitUser| InitHost |[TgtUser | TgtHost
[21][ Pop Log || Pop Session |[2001-09-07 11:17:01 [ 2001-09-07 11:17:07 || Verdi || 131.114.200x || | 131114456
[22][ Pop Log [ Pop Session |[2001-09-07 11:26:56 [ 2001-09-07 11:26:56 || Verdi || 131.114.2500x || | 13111446
[23][ Pop Log || Pop Session |[2001-09-07 11:36:56 [ 2001-09-07 11:36:56 || Verdi [ 131.114.2:xxx || | 13111446
[24][ Pop Log || Pop Session |[2001-09-07 11:46:56 [ 2001-09-07 11:46:56 || Verdi [ 131.114.2:xxx || | 13111446
| GlobRef | LocRef | Descr | DataPkts | DataVol | Tmin | Tmax | Tavg | TstdDev
| | | | 5 [ 15 [ 1000 [ 5000 [[ 3000 [ 2000

| | | | 7 [ 3 [ 0o |[ e0 [[ 300 [ 300

| | | | 7 [ 1 [ 1000 [ 1000 [[ 1000 | 0

| | | | 9 [ o [ o |[ w00 [[ 500 [ 500

All four of these records will be merged into one Loca/ Email Downloading activity

as shown below:

ID | RecordType | StartTime | EndTime |InitiatingUser |InitiatingHost
55/  Local Email Downloading ||  2001-09-07 11:17:01 ||  2001-09-07 11:46:56 || Verdi || 131.114dxxx

I Target(s) | Description I NumUsages |Data1 | Data2 IData3 | Tmin | Tmax | Tavg |Tsthev
[ 13111446 || | 4 [ 20 || 19 || 9 [[3595000] eo0000 || 598333 || 244

Also here the StartTime and EndTime are, respectively, the StartTime of the first
usage record and the EndTime of the last usage record that is considered as aving
generated such activity. InitiatingUser is the name of the user whose credentials
were used for authentication, and InitiatingHost and Target(s) are, respectively,
the host from which the download started and the IP address of the host on

which the POP server is running. Datal corresponds to the total number of
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messages found into the mailbox when the activity started, Data2 corresponds to
the total number of messages deleted from the mailbox during the entire activity,
and Data3 represents the number of messages left into the mailbox at the end of
the activity. The difference between (Data2 + Data3) — Datal gives the number
of new messages received during the activity. Similarly to Web Surfing activities,
Tmin and Tmax here represent the minimum and maximum time elapsed
between two successive downloading attempts, while Tavg and TstdDev
correspond to the average and standard deviation of the usage records
distribution over time. In this particular case, we can observe a very low TstdDev
value. This means that interactions between pop client and server happened at
regular intervals, possibly because they are automatically started by a POP client
demon. High TstdDev values could mean that during the activity the user was
physically sitting at the InitiatingHost and that ho or she has explicitly started an
interaction with the POP server. Here is the pseudo code for the piece of the

Activities Builder that generates Local Email Downloading activities:

SELECT DISTINCT InitiatingUser, InitiatingHost
FROM usage table
WHERE Category = “Pop Log”

For each of such pairs {

SELECT *

FROM usage table

WHERE InitiatingUser = CrntUser
AND InitiatingHost = CrntHost
ORDER BY StartTime

While (there are more usage records) {
If the time elapsed since the previous is less than GAP {
Include this usage record into the activity
} else {
close current activity
store it into the activities table
and start a new one with current usage record
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Note that the overall structure is almost the same used that for modeling Web

Surfing activities. Of course, here, the usage records selected are different.

6.2.2 Remote Email Downloading

Besides the official company email account most users nowadays have other email
accounts in various locations on the Internet. Although we cannot assume the
availability of log files from such extranet servers, we can use local NET-GW
information to capture such activities. At this stage each individual remote email

download attempt has already been stored into one usage record like the

following (see Chapter 4):

|IF|Category | RecordType | StartTime | EndTime |InitUser | InitHost |TgtUser | TgtHost
[21][ Net Log || Pop Session [ 2001-09-04 12:22:29 [ 2001-09-04 12:22:35 || | 131.114.4xxx || [192.18.97.241
| GlobRef | LocRef | Descr | DataPkts | DataVol |Tmin |Tmax| Tavg |TstheV

| | | | 41 [ 94 [0 [[5997] 261 |[ 935

A Remote Email Downloading activity will be the result of the aggregation of one
or more of these usage records between the same pair of origin and destination
host. The activity is supposed to be finished, and a new one is started when the
time elapsed between two successive usage records is greater than a fixed

REMOTE_POP_IMAP_GAP parameter. Such an activity record looks as

tollows:

[B| RecordType | StartTime I EndTime |InitiatingUser |InitiatingHost
[55/]  Remote Email Downloading || 2001-09-06-08.19.50 ||  2001-09-06-12.06.51 || [ 131114 4.xxx
| Target(s) | Description | NumUsages |Datal | Data2 | Data3 | Tmin | Tmax | Tavg | TstdDev
[ 192.1897.241 | | 232 [ 4650 |[ 50946 [ 3000 || 61000 |[ 58965 |[ 1853
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Note that no information about the user is available. In this case this activity,
which took almost 4 h, has been built starting from 232 single email downloading
attemps, resulting in 4650 tcp packets for a total of 50946 bytes exchanged. As
the TstdDev value is quite low, this traffic could have been generated by a demon

with a refresh interval of about 60 seconds. This is the pseudo code:

SELECT DISTINCT InitiatingHost, TargetHost
FROM usage table

WHERE Category = “Net Log”

AND RecordType="Pop Session”

For each of such pairs {

SELECT *

FROM usage table

WHERE InitiatingHost = CrntLocalHost
AND TargetHost = CrntRemoteHost
ORDER BY StartTime

While (there are more usage records) {
If the time elapsed since the previous is less than GAP {
Include this usage record into the activity
} else {
close current activity
store it into the activities table
and start a new one with current usage record

6.3 Email Sending Activities

An Email Sending activity models the action of a user sending e-mail. We can
distinguish two types of such activities: Loca/ Email Sending and Remote Email
Sending. The first corresponds to sending an email by means of the intranet SM'TP
server, whereas the second corresponds to sending an email using an extranet
SMTP server whose log files we cannot assume to be available. They will be

described separately in next two paragraphs.
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6.3.1 Local Email Sending Activities

Local Email Sending activities have been modeled starting from SMTP usage
records (Category = Smtp Log). At this stage we assume that each email sent
from a local user to 7 recipients is described by # + 1 usage records. So, reusing
Example 4.2.1, the act of sending an email by local user Rossi@di.unipi.it to the
two recipients Verdi@di.unipiit and Bianchi@informatik.uni-freiburg.de is

described by the following three usage records:

lEICategoryl RecordType | StartTime | EndTime | InitUser | InitHost TgtUser
|T Smtp Log Igi;sjfg 2%%?2'2:63'718 Rossi@di.unipi.t|[131.114.4.xxx
|j Smitp Log|| LclForwarding 2(())(;12—(7)(6—618 2(())(;1;;(;;8 Verdi@di.unipi.it

Smtp L . 2001-06-18 2001-06-18 Bianchi@informatik.uni-
F 8 [ReeForwasding | 00,5706 09:27:15 - freibucr)g.dz
| TgtHost | GlobRef | LocRef |Descr |DataPkts |DataV01 |ijn |Tmax | Tavg |Tsthev
| [ Msgl@di.unipiit|[JAA14975] [ 1 [ 1038 | | | |
| | paabers| | 1| LIl |
|maﬂgatewayl,uni-freiburg,de | |]AA14975 | | 1 | | | | |

Now we want to collapse all three records into one Local Email Sending activity like

the following:

[D| RecordType | StartTime | EndTime | InitiatingUser | [InitiatingHost
[55]] Local Email Sending [ 2001-06-1809:26:37 || 2001-06-18 09:27:15 | [Rossi@di.unipi.it|| 131.114.4.00x
| Target(s) |Descripti0n |NumUsages |Data1 |Dat3.2 |Data3 |Tmin |Tmax | Tavg |Tsthev
| Verdi@di.unipi.it

|

L el D

| Bianchi@informatik.uni-freiburg.de
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Here is the pseudocode used for modeling this activity.

SELECT DISTINCT LocalRef
FROM usage table

WHERE Category = “Smtp Log”
AND RecordType="Message Sending”

For each different LocalRef {

SELECT *

FROM usage table

WHERE Category = ‘SMTP Log’
AND LocalRef = CrntRef
ORDER BY StartTime

create a new activity using results of last query
and store it into the activities table

We note that it is always possible to relate usage records that refer to the same
email by looking at the LocRef field. This LocRef id is assigned to the message
when it enters the system and can be considered unique for a reasonably long
period of time. For each different email (e.g. LocRef value), the algorithm will
build a new Local Email Sending activity, merging information from all usage
records that refer to that particular email. The result is that we can now merely
look at such an activity record to learn that at a certain time a particular user has
sent an email of size Datal to Data2 recipients whose names are reported in the

Target(s) field.

6.3.2 Remote Email Sending Activities

It happens quite often that users use an extranet SMTP server to send emails.
This kind of activity, which we call Rewote Email Sending, can be modeled starting
from NET-SMTP usage records (Category = Net Log AND RecordType = Swmtp

session).
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Each such activity is described by a usage record like the following

|I_D-|Category |RecordType | StartTime | EndTime |In_itUser | InitHost |TgtUser | TgtHost
[ 1] Net Log |[ Smep Session || 2001-09-08-10.45.17 | [ 2001-09-08-10.45.20 || [ 131.114.28x | | 146.48.65.88
| GlobRef | LocRef | Descr | DataPkts | DataVol |Tmin |Tmax | Tavg | TstdDev
| | | Two [ 80 || 21366 || 0 || 199 [ 38 || e

Such a usage record actually is already an activity: it means that at a certain time a
27-Kb email was sent from the local host 131.114.2.8x using the extranet SMTP
server running on remote host 146.48.65.88. The Actwities Builder merely has to
copy such a record into the activities table according to the activities schema.

Here is the pesudocode:

SELECT *

FROM usage table

WHERE Category = “Net Log”

AND RecordType = ”Smtp Session”

AND InitiatingHost <> IntranetMailserver
AND TargetHost <> IntranetServer

For each of such records{

create a new activity using current record
and store it into the activities table

As you can see the Activities Builder does not select every usage record that
represents an interaction between a local host and a remote SMTP server because
some of them are redundant. In particular, note that the usage table contains also
all those records that refer to local emails (emails sent using the intranet SMTP
server) forwarded by the intranet mail server to the remote recipients’ SMTP

Servers.
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Figure 19: Email Service Configuration

Figure 19 shows the path followed by a generic email sent by a local user using the
intranet SMTP server: UserA first sends the email to the intranet SMTP server,
which then forwards it to the recipient’s SMTP server. In such a situation this
activity has already been considered as Loca/ Email Sending activity. This is the
reason why the Actvities Builder omits from its selection all those usage records
that have the intranet SMTP server as InitiatingHost or TargetHost. Here is the

resulting Remote Email Sending activity.

|ID | RecordType | StartTime | EndTime | InitiatingUser |InitiatingHost
[27][ Remotc EmailSending || 2001-09-08-1045.17 || 2001-09-08-10.4520 || | 131.114.28x
| Target(s) |Descripti0n |NumUsages |Datal |Data2 |Data3 |Tmin |Tmax | Tavg |Tsthev
| 146.48.65.88 | [ 1 [27366|[ 89 || [ o [19 ] 38 | ¢

The information provided by this kind of record is different from the preceding

one because now we know neither the sender nor the recipients of the email sent.
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6.4 Summary

In this chapter we described in detail how an activities table is filled. We have
individuated six kinds of activities: Local Web Surfing, Remote Web Surfing,
Local Email Downloading, Remote Email Downloading, Local Email Sending,
and Remote Email Sending. They have been obtained by integrating different
types of usage records resulting from the Data Parsing and Aggregation phase. The
result consists of a table of meaningful entries that can now be used for OLAP

analysis or as starting point for the application of data-mining tasks.
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Chapter 7

VALIDATION ON A CAMPUS NETWORK

To wvalidate the process of combining log information from network and
application servers to compute an aggregate picture of computers and users
according to detected communication patterns, we tested it with the Computer
Science departmental staff network of the University of Pisa. According to a
human source, there exist a total of approx. 300 hosts (50 servers and 250
workstations). Under a confidentiality agreement we were able to get access to a
full 7-day week of real traffic logs from the departmental web and mail servers
and the gateway to the backbone of the university network. The validation

playground is depicted in Figure 20.

Popimap
WEB Log Log
warar o unipi it mailserver.di.unipi.it

net-gw.di.unipl.it

Il

Departrmental Staff Network

University MNetwark
(di.unipi.it = 131.114.2+4.%)

{unipi.it)

Internet

260 Workstations
50 Servers
Assets and Users 512 total IP addresses

Figure 20: Actual Network and Log-File Sources at the
University of Pisa
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7.1 Data Sources Integration

As already stated, a significant problem tackled by the author is the large amount
of data to parse. In the setup described, the first week in September corresponds
to a total of 13 Gbytes uncompressed raw TCPDUMP, 46 MB HTTP, 8/2 MB
POP/IMAP, and 7 MB SMTP log files.
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Figure 21: Log File Sizes and Log Entries

Although the first releases of our parsers needed more than two days to complete
the Data Parsing and Aggregation phase, the actual warehousing of usage records
take less than two hours, parsing approx. 100,000,000 log entries, directly filtering
out 30% as not-studied protocols, and creating 335,000 usage records. The two
charts in Figure show from which log file usage records have been generated and
their distribution over the different protocols. The usage records are distributed as
follows over the protocols studied: 64% HTTP, 19% SMTP, 14% POP, 3%
IMAP. The distribution of the usage-record log source is 68% Net, 10% Web,
22%0 Mail.
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Figure 19: Usage Records Distributions

In other words, most usage records correspond to Internet web surfing logged by

the network gateway. The protocol used most in terms of usage records (with 1

min. as usage gap) is definitively HTTP with 64%.

Finally, the usage records were aggregated into 9,100 activities, as consolidated

input for the subsequent data analysis. In the form of aggregated activities (with

60 min as activity gap) web surfing still represent 29%, whereas email sending and

downloading activities are at 50% and 21%, respectively.
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Figure 22: Activity Records Distribution

Note that it should not be surprising that Email Sending activities have a much
higher share than the others: The reason is that one such activity corresponds to

one email sent whereas the other types regard activities that can last several hours.

7.2 Some Results

We will show now some preliminary results obtained merely by querying the
activities table. Clearly it is always possible to calculate a lot of statistics about the
traffic generated by each single host (we will give some examples at the end of the

chapter) but here we want to do something more.

Figure 23 shows that 56% of the discovered hosts that were analyzed are used by a

single user, hence can be considered private workstations.
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Figure 23: Users on Hosts

This chart has been obtained looking at POP/IMAP and SMTP activities (which
provide user information) started from each host. The 25% of unknown means
that no POP/IMAP or SMTP activities were started from those hosts during the
week, whereas 13 hosts (7% of 182) have been used by more than 5 different
users to download emails; this is not completely true because 8 of them are IP
addresses that are dynamically assigned by a dial-up service when people connect
to the departmental network via a modem, whereas the others are servers that
users can use via telnet to download emails from outside. The others (hosts with
fewer than 5 users) are shared machines that can be used for example by students

for their thesis work.

Hosts are mainly used for both web and mail but there are 32 of the discovered

hosts that are used only for web surfing, and 5 hosts that are used only for email.
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Figure 24: Hosts Utilization and
Configuration

The 56% of the discovered hosts are Windows and Linux machines; about 12%
are Macs. Finally, 3% of discovered hosts run both Windows and Linux operating
systems. This information has been collected by looking at the description field of
the Local Web Surfing activities. The 29% unknown means that about 50 hosts
never surfed the intranet web server during the week, and that therefore no

information about the operating system is available.

We now want to focus on a particular user or host, and try to gather information

about its behavior.

Esxcample 7.2.1

This example shows the results obtained by querying the activities table for all
activities started from host 131.114.4.XXX on September 10. Looking at Iocal
Email  Downloading and Local Email Sending activities, we learn that host
131.114.4.XXX, which is a Linux machine, is shared by users Jordan and Bird.

Figure 25 reveals that on September 10 both users used the host.
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TYPE START END |INITUSER DESCR NUSG|VOLUME|AVG|SDEV

Local Email 9:33:59 6:02:25|Jordan 542 151| 58 19

Downloading AM PM

Local Web Surfing 9:36:07 11:01:19 Mozilla/4.76 [en] (X11; U; Linux 16| 426448| 340 354
AM AM 2.4.2-2smp i686)

Local Email 9:41:59 9:41:59|Jordan 1 1174

Sending AM AM

Local Email 9:42:35 9:42:35|Jordan 1 1235

Sending AM AM

Local Email 9:50:30 9:50:54 |Jordan 2| 529508

Sending AM AM

Local Email 9:55:27 9:56:32|Jordan 1 2322

Sending AM AM

Local Email 10:36:04| 10:36:04|Jordan 1 1486

Sending AM AM

Local Email 10:57:13| 10:57:14|Jordan 1 2396

Sending AM AM

Local Email 11:31:51| 11:31:51|Jordan 2 1646

Sending AM AM

Local Email 11:34:57| 11:35:13|Jordan 1 3996

Sending AM AM

Local Email 11:36:46| 11:36:48|Jordan 1 1142

Sending AM AM

Local Email 11:38:02| 11:38:02|Jordan 1 1579

Sending AM AM

Local Web Surfing 1:52:25 1:52:26 Mozilla/4.76 [en] (X11; U; Linux 1 43867 0 0
PM PM 2.4.2-2smp i686)

Local Web Surfing 3:19:32 3:19:33 Mozilla/4.76 [en] (X11; U; Linux 1 43867 0 0
PM PM 2.4.2-2smp i686)

Local Email 4:12:35 4:12:35|Jordan 1 2281

Sending PM PM

Local Email 4:16:30 4:16:52|Jordan 1 3544

Sending PM PM

Local Web Surfing 4:33:58 5:31:07 Mozilla/4.76 [en] (X11; U; Linux 11| 298857| 342| 688
PM PM 2.4.2-2smp i686)

Local Email 6:46:25 6:46:32|Bird 1 0 0

Downloading PM PM

Web Surfing 6:48:03 7:06:19 64| 901660( 17 25
PM PM

Local Email 8:49:29 8:54:37Bird 2 81 0

Downloading PM PM

Local Web Surfing 8:55:16 9:31:19 Mozilla/4.76 [en] (X11; U; Linux 21| 885162 108| 405
PM PM 2.4.2-2smp i686)

Local Web Surfing 10:49:51| 11:27:57 Mozilla/4.76 [en] (X11; U; Linux 92| 3306098 24 46
PM PM 2.4.2-2smp i686)

Local Email 11:05:29| 11:08:43|Bird 1 0 0

Downloading PM PM

Local Email 11:05:55| 11:05:56|Bird 1 549

Sending PM PM

Figure 25: Example of a Host Behavior
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In particular we can say that a POP client daemon (started by user Jordan at
9:33:59 AM) has been running until 6:02:25 PM, with a refresh range of about 60
seconds. Then host 131.114.4. XXX has been used for web surfing for about one
and a half hour using a Mozilla 4.76 web browser. During this time, several emails
were sent to several recipients (not shown in Figure 25, but available into the
database) from the host by user Jordan. The host was not used between 11:38:02
AM and 1:52:26 PM, but the POP client daemon was still running and polling the
intranet POP server every minute. Then several web and email activities were
started in the afternoon. At 6:46:25, the host started to be used by another user
(user Bird), which generated activities until 11:05:55 PM for a total of 5MB of
traffic exchanged. In this example some information such as the number of

messages downloaded or the name of the hosts surfed has been omitted.

In next example the focus is no longer on the host but on the user instead.

Example 7.2.2

By looking at Local Email Downloading and Local Email Sending activities, we learnt
that user Platini has two private workstations: host 131.114.1X (a Windows 95
machine) and host 131.114.2Y (a Windows NT 4 machine). Figure 26 below

shows the activities started by user Platini on September 7.

TYPE START END INITHOST DESCR USG|VOLUME|AVG

Web Surfing 9:01:43|  9:04:18(131.114.4.1X|Mozilla/4.0 (compatible; MSIE 2| 49029 149
AM AM 5.5; Windows 95)

Local Email 9:04:32| 1:44:54(131.114.4.1X 30 2| 579

Downloading AM PM

Web Surfing 9:05:12| 11:51:29(131.114.4.2Y |Mozilla/4.0 (compatible; MSIE 151| 6795963 66
AM AM 6.0b; Windows NT 4.0)

Remote Email 9:07:12| 10:22:29(131.114.4.2Y 13| 214890 375

Downloading AM AM

Web Surfing 10:31:14|  1:10:11]131.114.4.1X 84| 3544627| 114
AM PM

Local Email Sending| 10:34:01| 10:34:02(131.114.4.1X 1 25194
AM AM
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TYPE START END INITHOST DESCR USG|VOLUME|AVG
Local Email Sending| 10:37:58| 10:37:58(131.114.4.1X 1 2282
AM AM
Local Email Sending| 10:56:45| 10:56:46(131.114.4.1X 1 8486
AM AM
Remote Email 11:16:15| 11:55:11|131.114.4.2Y 9| 262047 292
Downloading AM AM
Remote Email 11:16:15 1:35:23|131.114.4.2Y 29 6318| 298
Downloading AM PM
Remote Email 11:20:35| 11:20:35|131.114.4.2Y 1 352 0
Sending AM AM
Remote Email 11:23:20| 11:23:20|131.114.4.2Y 1 352 0
Sending AM AM
Remote Email 11:37:58| 11:37:59|131.114.4.2Y 1 279 0
Sending AM AM
Remote Email 11:56:41 1:35:23|131.114.4.2Y 20 6830 311
Downloading AM PM
Local Email Sending| 12:31:54| 12:31:55|131.114.4.1X 1| 202657
PM PM
Local Email Sending| 12:59:36| 12:59:37(131.114.4.1X 1 4689
PM PM
Local Email Sending 1:00:36 1:00:37|131.114.4.1X 1 1053
PM PM
Web Surfing 1:04:53 1:25:45|131.114.4.2Y |Mozilla/4.0 (compatible; MSIE 9| 2905667 152
PM PM 6.0b; Windows NT 4.0)
Remote Email 2:46:21 3:06:01|131.114.4.2Y 4 11204 393
Downloading PM PM
Remote Email 2:46:22| 3:06:02(131.114.4.2Y 4 876| 393
Downloading PM PM
Web Surfing 3:07:52| 4:51:34(131.114.4.2Y 123| 3406742| 50
PM PM
Remote Email 3:09:55|  4:40:31({131.114.4.2Y 13| 94541| 452
Downloading PM PM
Local Email 3:54:50| 5:35:20(131.114.4.1X 9 11 751
Downloading PM PM
Web Surfing 3:59:59| 5:33:56(131.114.4.1X 30| 655751 191
PM PM
Remote Email 4:51:49| 5:32:45|131.114.4.2Y 7| 25848| 409
Downloading PM PM
Remote Email 4:51:50| 5:34:35|131.114.4.2Y 8 1740| 366
Downloading PM PM
Local Email Sending 5:05:34| 5:05:54(131.114.4.1X 1] 1068558
PM PM
Remote Email 5:34:32| 5:34:32(131.114.4.2Y 1 843 0
Downloading PM PM

Figure 26: Example of a User Behavior
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Number of hosts

Categorization discovered hosts according to
the average volume generated during the

As you can see user Platini has started many activities throughout the day starting
at 9:01:43 AM: he sent several emails using both the local SMTP server and two
different extranet SMTP servers, he downloaded emails using both intranet and
extranet servers, and he surfed the web generating about 20 MB of traffic. We can
also say that he used a POP client daemon on host 131.114.4.1X for polling the
intranet POP server and a POP client daemon running on host 131.114.4.2Y for
polling the other extranet POP servers to which he is subscribed. Another
interesting observation regards the fact that he uses the two hosts differently: host
131.114.4.2Y is used for all interactions with external mail servers, whereas all

activities involving intranet mail servers are started from host 131.114.4.1X.

As already mentioned, it is always possible to obtain a lot of statistic about the
protocols studied merely by using SQL queries or scripts. Some examples are

shown in Figure 27 and Figure 28 below.
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Figure 27: Some Statistics I
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Figure 28: Some Statistics II

The aim of showing all these examples is to convince the reader that now a lot of
information is available to the analyst. Data now are easily manageable, clean, and
stored in a relational database that can be used as starting point for further
specific analysis by means of either SQL queries or more advanced data-mining

tasks to discover hidden information.

7.3 Summary

In this chapter we summarized the validation process of our approach using data
from the Computer Science departmental network. We started with about 13 GB
of log data, and finished with about 9K of activity records after a process of both
merging data from different sources and cleaning them from inconsistencies and
redundancy. The chapter is concluded with several examples on how such

meaningful entries can be used to model asset and user behavior.
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Chapter §

CONCLUSIONS AND FUTURE WORK

In today's dynamic information society, organizations critically depend on the
underlying computing infrastructure. Tracking computing devices as assets and
their usage helps in the provision and maintenance of an efficient, optimized
service. Building an accurate inventory of computing assets is especially difficult
in unknown heterogeneous systems and networking environments without prior
device instrumentation. User mobility and mobile, not-always-signed-on,
computing devices add to the challenge. We therefore propose to complement
basic network-based online discovery techniques with the combined historic log
information from network and application servers to compute an aggregate
picture of assets, and to categorize their usage with data-mining techniques

according to detected communication patterns|7].

In this work we outlined the process of warehousing and analyzing network and
application server logs to track assets and their usage. Given our initial validation,
we hope to establish the potential of integrating the consolidated historic
knowledge residing in access-specific gateways, firewalls, VPN servers, and
network proxies, and the growing wealth of application-specific servers. We
anticipate that in the long run the gathering of usage information from the various
network and application subsystems will prove to be the most cost-effective asset
and usage management scheme. Having already been established as the best
method for pervasive devices, it may actually become standard usage for
unknown heterogeneous environments and nicely complement the management

of other, more static hosts, always-on workstations and servers.

101



The authors are aware that this work is not complete as there are some open
problems and challenges in categorizing computing assets. Referring to the
lessons learnt during the validation process, the value of the warehoused data
increases with more careful cleaning and coding. In particular, this work also
needs to be extended in order to categorize accurately mobile and pervasive
devices that can roam across different networks and be active only for a limited

period of time.

Network intrusion-detection and customer-relationship management are
established fields that benefit from OLAP techniques. We hope to promote the
use of similar forms of data mining also as techniques for corporate asset
management and to establish a flexible and dynamic management infrastructure
for e-business services[11][12]. Figure 29 proposes a chain of processing steps,
starting with the classical network discoveries, adding log analysis for usage
categorization, that may eventually allow questions about the cost, utility, and risk
associated with individual assets to be answered on the one hand, and the

computation of associated values on the other.

Configuration Uszage o i 4
S = TR [ |Categorization| C——3 | Interpretatian | —— Goal
[
C osting FOA
static :> dynamic :> data mining ::’ UHtiliby :> Return an
Rish Aszek
L |

Figure 29: Processing Stages for the Computation of Business Values

Additional ideas include the following:

= Enlarge the set of data sources studying and integrating new protocols to

discover chat[22] and Instant Messaging sessions|37], streaming audio and
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video, ftp and similar files downloading protocols (such as Napster and

Gnutella), telnet, ssh, https etc.

* Enhance the proposed system with an accounting application that allows

tracking the service usage, its users, and its availability.

* Study how to generate alarms (e.g. SNMP traps) when an asset modifies
its behavior (e.g. if a computer that is known not to handle mail at some
point routes emails, it means that something has changed or that a virus is

running on the asset).

= Apply data-mining algorithms to activities resulting from the warehousing
process of log files data in order to discover hidden regularities among

assets and users behavior[11].

Eventually, we would like to derive conclusions such as: "Computer A is used by
a secretarial person 5/7 days a week in the morning. Computer B probably is a
student-lab workstation, shared by users X, Y and Z.” The lessons learned during
the validation process are that (i) there is hope to achieve this — eventually — but
(i) it is of utmost importance to minutely parse, clean, code, and compress the
original data sources, and (iii) there is no way around having a well-known sample
population of users and computers to establish a data-mining model allowing

OLAP predictions in newly discovered environments.
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Appendix A

THE AGGREGATORS

A.1 Net Log Aggregator
/**
*
* © Copyright International Business Machi nes Corporation 2000, 2001.
* All rights reserved.
*
* The ' Net LogParser' class generates usage records aggregating
* Net log entries
*
* File : Net LogPar ser. java
* Created : 25/05/2001
*
*  @aut hor Mlco Filoni (nfi@urich.ibmcom
* @ersion 1.00, 25/11/2001
* @i nce JDK 1.3
*
*
**/

import java.io.*;
i mport java.sql.*;
i mport comibmidd. db. *;
i mport gnu. getopt. Get opt ;

import comibmidd.lib.conv. Regex2DB;
import comibmidd.lib.AppFil eProperties;

[* Sanple Net log |ine:
*

*

* 998736153. 079056 < 216.218. 255. 232. ww > 131.114. 2. 26.3669: . 32121:33581(1460) ack 326 win
6432 (DF)
*

*

*/
cl ass Net LogPar ser{
static File logFile = null;

public static void main(String args[]) {

Connecti on dbCon = nul | ;

Buf f er edReader | ogReader = nul | ;

String user = "", local HostNane = "", recorder = ""
String application = "Net-Gw', schema = "CADLI";

109



String server = "", source, sql Statenent;

| ong tinmel = 0;
int c;
try {

/1 have to do this to init |og4j:
AppFi | eProperties. | oadProperties();

/] Default
| ocal Host Nane = j ava. net. | net Addr ess. get Local Host () . get Host Name() ;

/1 COMVAND LI NE PARSI NG
Getopt g = new Cetopt (" ComrandLi neParser", args, "u:h:a:s:1:");
while ((c = g.getopt()) !'=-1) {
switch(c) {
case 'u
user = g.getOptarg();
br eak;
case 'h':
| ocal Host Nane = g.get Optarg();
br eak;
case 'a':
application = g.getQptarg();
br eak;
case 's':
schema
br eak;
case '’
server
br eak;
case '?':
br eak;
defaul t:
Systemout.printin("getopt() returned " + ¢ + "\n");

}

g. get Optarg();

g.getptarg();

}

if (user.equals("")) {
recorder = | ocal Host Nane;

el se {
recorder = user + " on " + |ocal Host Nane;

source = args[g.getOptind()];
|l ogFile = new Fi |l e(source);

/] TABLES AND CONNECTI ONS CREATI ON
Tabl eAccessProperty tap =
new Tabl eAccessProperty (DatabaseAccessProperty.getDefault(), schena, "USAGE');
Si npl eTabl eLocal Access. assert Tabl eCreat ed(t ap) ;
dbCon = Dat abaselLocal Access. get Connection();
dbCon. set Aut oConmi t (true);

/1 LOG PARSI NG

if (logFile.exists() == true) {
Fi | eReader fr = new Fil eReader (|l ogFile);
| ogReader = new BufferedReader (fr);

/1 define SQL tenplate

sql Statenent = "INSERT into " + schema + ".USAGE " +
"val ues (DEFAULT,' Net Log','" + server + "' '" + source + "',"{3}'," +
O} {1y, () Ay

' o S gy
"'{11}',{6},{5},{7},{8},{9%,%10},'" + recorder + "', DEFAULT)";
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/1 define regex:
String regex = "([.\\ ) [
\

d] * [\\d]*). \wi *)
T BN RN A\ d] *

([\
V([ d]

> " 4+
\

W)

Regex2DB conv = new Regex2DB(| ogReader, r egex, dbCon, sql St at enent) ;
conv. set Par si ngHandl er (new Net Par si ngHandl er ());

/! ... and then convert:
conv. convert();

/] that's it
System exi t(0);

el se Systemout.printIn("Error: File " + args[0] + " doesn't exist");

} catch (Exception e) {
Systemout.printin("Error: Exception occurred");
e.printStackTrace();
} finally {
if (dbCon != null) {
try {
dbCon. cl ose();
} catch (Exception ex) {
ex. print StackTrace();

i}f (1 ogReader !'= null) {

try {
| ogReader . cl ose();

} catch (Exception ex) {
ex. printStackTrace();

R ok S S O R R S R Sk R o o R R e o ok kS R R R R O R R R R R o

/**
*
* © Copyright International Business Machi nes Corporation 2000, 2001.
* All rights reserved.
*
* The ' Net ParsingHandl er' class handl es Net |og entries
*
*
* File : Net Par si ngHandl er. j ava
* Created : 25/05/2001
*
*  @aut hor Mlco Filoni (nfi@urich.ibmcom
* @ersion 1.00, 25/11/2001
* @ince JDK 1.3
*
*
**/

i mport java.sql.*;
import java.util.*;
import comibmidd.lib.parser.Basi cParsi ngHandl er;
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import comibmidd.lib.parser. GeneratorException;

public class NetParsingHandl er extends Basi cParsi ngHandl er {

final int RANGE = 60000; // 1 mnute
final int REFRESH RANGE = RANGE * 1;
static Hashtabl e hashCon = new Hasht abl e();
static |ong prvTine = 0;

publ i c Net ParsingHandl er () {
super();

/*

* This nethod is called when a line of text has

* successfully parsed. The parsed tokens are passed as
* an array of String. The line which was

* parsed is given for information purposes.

*/

public void processTokens (String line, String[] tokens) throws CeneratorException {
String[] ntokens new String[12];

String hashKey nul I, crntKey;
String meString, secString;

| ong nmsLong, nsTenp, seclLong;
| ong crntTime, lastTinme, crntCGap, nunBytes;
int direction = 0;

doubl e avg = 0, stdDev = 0;
Net Qoj hashEl ;

try {
if ((tokens == null) || (tokens.length == 0)) {
return;
/1 right now we handl e only {ww, pop,inmap, sntp, chat, ssh,tel net,ftp} sessions
/1l direction =1 : client -> server
[/l direction = 2 : server -> client

if (tokens[2].equal s("ww')) {

hashKey = tokens[3] + tokens[1] + tokens[2];
direction = 2;

} else if (tokens[4].equal s("ww')) {

hashKey = tokens[1] + tokens[3] + tokens[4];
direction = 1,

} else if (tokens[2].equal s("pop3") |
tokens[ 2] . equal s("sntp") |
tokens[ 2] . equal s("ssh") |

| tokens[2].equal s("imp2")

I

I
tokens[2].equal s("ftp")) {

||
t okens[ 2] . equal s("5190") ||
t okens[ 2] .equal s("telnet")||

hashKey = tokens[3] + tokens[4] + tokens[1l] + tokens[2];
direction = 2;

} else if (tokens[4].equal s("pop3") || tokens[4].equal s("imp2") ||
tokens[4].equal s("sntp") || tokens[4].equal s("5190") ||
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tokens[ 4] .equal s("ssh") || tokens[4].equal s("telnet")]|]|
tokens[4].equal s("ftp")) {

hashKey = tokens[1] + tokens[2] + tokens[3] + tokens[4];
direction = 1,

} else {

return,;

}

/1 Timestanp creation fromraw log tine field

secString = tokens[O0].substring(0,tokens[0].indexCf("."));

secLong = new Long(secString).longVal ue();

msLong = secLong * 1000;

meString = tokens[0].substring(tokens[0].indexCOF(".")+1, tokens[O].length());
msTenp = new Long(nsString).|ongVal ue();

nmsLong = nsLong + (nsTenp/ 1000);

if (prvTime == 0) {
prvTi me = nslLong;

crntTime

nunByt es

/1 if this session is already present into the hashtable
i f (hashCon. cont ai nsKey(hashKey)) {

nmsLong;
new | nt eger (tokens[5]).intVal ue();

hashEl = (Net bj ) hashCon. r enove( hashKey);
| ast Ti me = hashEl . get EndTi ne() ;
crntGap = crntTime - |astTine;

/1 if the el apsed time since |ast packet of this session is greater than RANGE
if ((crntGap) >= RANGE) {

/Il 1 first store the correspondi ng bucket into the DB

ntokens[ 0] = new Ti mest anp(hashEl . getStartTime()).toString();// StartTine

nt okens[ 1] = new Tinmestanmp(lastTine).toString(); /1 EndTi me

nt okens[ 2] = hashEl . get Or Host () ; /1 InitiatingHost
nt okens[ 3] = hashEl . get Type(); /'l RecordType

nt okens[ 4] = hashEl . get Dst Host () ; /| Target Host

nt okens[ 5] = new Long(hashEl . get Vol urme()).toString(); /| Dat aVol unme
ntokens[ 6] = new | nteger (hashEl . get Packets()).toString(); /| DataPackets

nt okens[ 7] = new Long(hashEl .getMn()).toString(); [l Tmn

nt okens[ 8] = new Long(hashEl . get Max()).toString(); /1 Tmax

avg = (hashEl . get AvgCount er ()
[ Mat h. max( (hashEl . get Packets() - 1),1));
nt okens[ 9] = new Doubl e(avg).toString(); /'l Tavg

stdDev = Math. sqrt ((hashEl . get St dDevCount er ()
[ Mat h. max( (hashEl . get Packets() - 1),1)) - (avg * avg));
nt okens[ 10] = new Doubl e(stdDev).toString(); [/ TstdDev

if (hashEl .getDir() == 3) {

nt okens[ 11] = "Two";
} else {
nt okens[ 11] = "One";
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pr ocessTokens( nt okens);

/1 and now | store the new packet into the hash table
hashEl . set Start Ti ne(crnt Ti ne) ;
hashEl . set EndTi me(crnt Ti ne) ;
hashEl . set Vol une( nunByt es) ;

hashEl . set Packet s(1);

hashEl . set M n( | nt eger. MAX_VALUE) ;
hashEl . set Max(0) ;

hashEl . set AvgCount er (0) ;

hashEl . set St dDevCount er (0) ;

hashEl . set Di r (di rection);
hashCon. put (hashKey, hashEl);

el se {

//otherwi se | just update the current connection

hashEl . set EndTi me(crnt Ti ne) ;

hashEl . set Vol une( hashEl . get Vol une() + nunBytes);

hashEl . set Packet s( hashEl . get Packets() + 1);

hashEl . set M n(Mat h. m n(crnt Gap, hashEl . getM n()));

hashEl . set Max( Mat h. max( cr nt Gap, hashEl . get Max()));

hashEl . set AvgCount er (hashEl . get AvgCounter() + crntGap);

hashEl . set St dDevCount er (hashEl . get St dDevCounter () + (crntGap * crntGap));

if ((hashEl.getDir() != direction) & (nunBytes > 0)) {
hashEl . setDi r (3);

hashCon. put (hashKey, hashEl);

}
el se {
/1 1 create a new session object and | insert it into the hash table

if (tokens[2].equals("ww')) {

Net Cbj hashSl ot = new Net Obj (crnt Ti ne, t okens[ 3], tokens[ 1], "Http Session", nunBytes, 2);
hashCon. put (hashKey, hashSl ot);

telse if (tokens[4].equal s("ww')) {

Net Cbj hashSl ot = new Net Obj (crnt Ti ne, t okens[ 1], tokens[3],"Http Session", nunBytes, 1);
hashCon. put (hashKey, hashSl ot);

}else if (tokens[2].equals("pop3")) {

Net Cbj hashSl ot = new Net Obj (crnt Ti ne, t okens|[ 3], t okens[ 1], "Pop Sessi on", nunBytes, 2);
hashCon. put (hashKey, hashSl ot);

}lelse if (tokens[4].equal s("pop3")) {

Net Gbj hashSl ot = new Net Obj (crnt Ti ne, t okens[ 1], t okens[ 3], "Pop Sessi on", nunBytes, 1);
hashCon. put (hashKey, hashSl ot);

}telse if (tokens[2].equal s("imp2")) {

Net Cbj hashSl ot = new Net Obj (crnt Ti ne, t okens[ 3], t okens[ 1], "I map Sessi on", nunByt es, 2);
hashCon. put (hashKey, hashSl ot);

}telse if (tokens[4].equal s("imp2")) {

Net Cbj hashSl ot = new Net Obj (crnt Ti ne, t okens[ 1], t okens[ 3], "I map Sessi on", nunBytes, 1);
hashCon. put (hashKey, hashSl ot);
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}else if (tokens[2].equals("sntp")) {

Net Cbj hashSl ot = new Net Obj (crnt Ti ne, t okens[ 3], t okens[ 1], "Snt p Sessi on", nunByt es, 2);
hashCon. put (hashKey, hashSl ot);

}else if (tokens[4].equal s("sntp")) {

Net Cbj hashSl ot = new Net Obj (crnt Ti ne, t okens[ 1], t okens[ 3], "Sntp Sessi on", nunBytes, 1);
hashCon. put (hashKey, hashSl ot);

}else if (tokens[2].equals("5190")) {

Net Cbj hashSl ot = new Net Obj (crnt Ti ne, t okens[ 3], t okens[ 1], "Chat Sessi on", nunByt es, 2);
hashCon. put (hashKey, hashSl ot);

}lelse if (tokens[4].equal s("5190")) {

Net Cbj hashSl ot = new Net Obj (crnt Ti ne, t okens[ 1], t okens[ 3], "Chat Sessi on", nunBytes, 1);
hashCon. put (hashKey, hashSl ot);

}else if (tokens[2].equal s("ssh")) {

Net Cbj hashSl ot = new Net Obj (crnt Ti ne, t okens|[ 3], t okens[ 1], "Ssh Sessi on", nunByt es, 2);
hashCon. put (hashKey, hashSl ot);

}lelse if (tokens[4].equal s("ssh")) {

Net Cbj hashSl ot = new Net Obj (crnt Ti ne, t okens[ 1], t okens[ 3], "Ssh Sessi on", nunBytes, 1);
hashCon. put (hashKey, hashSl ot);

}else if (tokens[2].equals("telnet")) {

Net Cbj hashSl ot = new Net Obj (crnt Ti ne, t okens[ 3], t okens[ 1], " Tel net Sessi on", nunByt es, 2);
hashCon. put (hashKey, hashSl ot);

}else if (tokens[4].equals("telnet")) {

Net Cbj hashSl ot = new Net Obj (crnt Ti ne, t okens[ 1], t okens[ 3], " Tel net Sessi on", nunBytes, 1);
hashCon. put (hashKey, hashSl ot);

}else if (tokens[2].equals("ftp")) {

Net Cbj hashSl ot = new Net Obj (crnt Ti ne, t okens[ 3], tokens[ 1], "Ftp Sessi on", nunBytes, 2);
hashCon. put (hashKey, hashSl ot);

}lelse if (tokens[4].equal s("ftp")) {

Net Gbj hashSl ot = new Net Obj (crnt Ti ne, t okens[ 1], t okens[ 3], "Ftp Session", nunBytes, 1);
hashCon. put (hashKey, hashSl ot);

}
}

/1 HASH TABLE REFRESH NG
if (crntTime >= (prvTime + REFRESH RANGE)) {

Enurer ati on hashKeys = hashCon. keys();
for ( ;hashKeys. hasMoreEl ements() ;) {
crntKey = (String)hashKeys. next El enent ();

hashEl = (Net Obj ) hashCon. get (crnt Key) ;
| ast Ti me = hashEl . get EndTi me() ;
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crntGap = crntTinme - |astTine;

if (crntGap >= RANGE) {
hashEl = (Net Obj)hashCon. renove(crntKey);

nt okens[ 0] = new Ti mest anp(hashEl .getStartTinme()).toString();
nt okens[ 1] = new Ti mest anp( hashEl . get EndTi ne()).toString();
nt okens[ 2] = hashEl . get O Host () ;

nt okens[ 3] = hashEl . get Type();

nt okens[ 4] = hashEl . get Dst Host () ;

nt okens[ 5] = new Long(hashEl . get Vol une()).toString();

nt okens[ 6] = new I nt eger (hashEl . get Packets()).toString();

nt okens[ 7] = new Long(hashEl .getM n()).toString();

nt okens[ 8] = new Long(hashEl . get Max()).toString();

avg = (hashEl . get AvgCounter() / Math. max((hashEl . get Packets() - 1),1));
nt okens[ 9] = new Doubl e(avg).toString();
stdDev = Mat h. sqrt ((hashEl . get St dDevCount er ()
/ Mat h. max( (hashEl . get Packets() - 1),1)) - (avg * avg));
nt okens[ 10] = new Doubl e(stdDev).toString();

if (hashEl .getDir() == 3) {

nt okens[ 11] = "Two";
} else {
nt okens[ 11] = "One";

processTokens( nt okens);

}
}

prvTime = prvTime + REFRESH RANGE;

} catch (Exception ex) {

Systemout.printin("Error: Exception occurred");
ex. printStackTrace();

R kS S R S S R O R S

/**

*

* © Copyright International Business Machi nes Corporation 2000, 2001.
* All rights reserved.

*

* The '"NetQbj' class is used to store Net sessions info
*

*

* File : Net(bj.java

* Created : 25/05/2001

*
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*  @aut hor Mlco Filoni (nfi@urich.ibmcom
* @ersion 1.00, 25/11/2001

* @i nce JDK 1.3

*

*

**/

public class Netbj {

| ong startTime = 0;
| ong endTinme = 0;
String orHost ="";
String dst Host ;
String t ypeCon

| ong vol ume = 0O;

i nt packets = 0;

| ong mn = | nteger. MAX_VALUE;
| ong max = 0;

| ong avgCounter = 0;

| ong st dDevCounter = O;

i nt direction = 0;

public NetObj(long begin, String origin,
String dest, String type, long bytes, int dir) {

super () ;

startTine = begin;
endTi me = begin;
typeCon = type;

orHost = origin;
dst Host = dest;
vol umre = bytes;

packets = 1;
mn = | nteger. MAX_VALUE;
max = 0;

avgCounter = O;
stdDevCounter = 0;
direction = dir;

}

public long getStartTine() {
return(startTinme);

}

public | ong get EndTi me() {
return(endTi nme);

}

public String getOrHost() {
return(orHost);

}

public String getDstHost() {
return(dstHost);

}

public String getType() {
return(typeCon);

public | ong getVolune() {
return(vol une);

}
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public int getPackets() {
return(packets);

public long getMn() {
return(mn);

public long get Max() {
return(mx);

public | ong get AvygCounter () {
return(avgCounter);
}

public int getDir() {
return(direction);
}

public | ong getStdDevCounter() {
return(stdDevCounter);
}

public void setStartTine(long start) {
startTine = start;
}

public void set EndTi me(l ong end) {
endTi ne = end;
}

public void setOHost(String origin) {
orHost = origin;
}

public void setDstHost(String dest) {
dst Host = dest;
}

public void setType(String type) {
typeCon = type,
}

public void setVolunme(long bytes) {
vol umre = bytes;
}

public void setPackets(int pcks) {
packets = pcks;

public void setM n(long newal ue) {
mn = newval ue;
}

public void set Max(l ong newal ue) {
max = newval ue;
}

public void set AvygCounter (|1 ong newal ue) {
avgCount er = newval ue;
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public void setDir(int dir) {
direction = dir;
}

public void setStdDevCounter(l ong newal ue) {
st dDevCount er = newval ue;

}
}
A.2 The WEB Log Aggregator
/**
*
* © Copyright International Business Machi nes Corporation 2000, 2001.
* All rights reserved.
*
* The ' Net LogParser' class generates usage records aggregating
* Wb log entries
*
* File . WebLogPar ser. j ava
* Created : 25/05/2001
*
*  @ut hor Mlco Filoni (nfi@urich.ibmcom
* @ersion 1.00, 25/11/2001
* @i nce JDK 1.3
*
*
**/

import java.io.*;

import java.util.*;

i mport java.sql.*;

i mport comibmidd. db. *;
i mport gnu. getopt. Get opt ;

import comibmidd.lib.conv. Regex2DB;
import comibmidd.lib.AppFil eProperties;

i* Sanpl e Apache | og |ine:

* 131.114.4.239 - - [25/ Aug/ 2001: 12: 05:50 +0200] "GET /foto/portal.jpg HITP/1.0" 200

i 4884 "http://ww. di.unipi.it/" "Mzilla/4.73 [en] (X11; U; Linux 2.2.14-5.0snp i686)"
Ny

cl ass WebLogPar ser{
static File webLog = null;

public static void main(String args[]) {

Connecti on dbCon = nul | ;

Buf f er edReader logFile = null;

String user = "", host, application, schema, targetHost = "";
String server = "", source, recorder, sql Statenent;

| ong timel = 0;
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try {

/1 have to do this to init |og4j:
AppFi | eProperties. | oadProperties();

/1 DEFAULTS
host = java.net.|net Address. get Local Host (). get Host Nane() ;
application = "Wbserver";

schema = "CADLI";

/1 COWAND LI NE PARSI NG
Getopt g = new Getopt (" CommandLi neParser”, args, "u:h:a:s:l:");

int c;
?-getopt()) I=-1) {

case :
user = g.getOptarg();
br eak;
case 'h':
host = g.getOptarg();
br eak;
case 'a':
application = g.getOptarg();
br eak;
case 's':
schema
br eak;
case '|':
server = g.getOptarg();
br eak;
case '?':
br eak;
defaul t:
Systemout.printin("getopt() returned " + ¢ + "\n");

g.getptarg();

}
}
recorder = user + " on + host;
if (!(server.equals(""))) {

java.net.|net Address |1 Add = java. net. | net Address. get ByNanme(server);
target Host = i Add. get Host Addr ess();

}
source = args[g.getOptind()];
webLog = new Fil e(source);

/1 TABLES AND CONNECTI ONS CREATI ON

Tabl eAccessProperty tap = new Tabl eAccessProperty (DatabaseAccessProperty. getDefault(),
schema, "USAGE");

Si npl eTabl eLocal Access. assert Tabl eCreat ed(t ap) ;

dbCon = Dat abaselLocal Access. get Connection();

dbCon. set Aut oConmi t (true);

/1 LOG PARSI NG

if (webLog.exists() == true) {
Fi | eReader fr = new Fil eReader (webLog);
| ogFi | e = new BufferedReader (fr);

/1 define SQL tenplate

sql Statenent = "I NSERT INTO " + scherma + ".USAGE " +
"VALUES (DEFAULT,' Http Log','" + server + "', '" + source +
"',"Htp Session',"'{0}',"{1}',"'{2}","{3}',"","" + targetHost + "', "{7}",'{8}',"+
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" {4} ,{5},{6},{9}, {10}, {11},{12},'" + recorder + "',6K DEFAULT)";

t okens
t okens

Mozi | | al 4.

String regex = E% \\ M

http://ww. di.unipi.it/

73 [en] (X11; U; Linux 2.2.14-5.0snp i686)

) (L-\WWwi ) ([-\Awg =) V(LA > AR\ d{4})
AW ) (HTTPI LA d]*) 0 ([-\\d]*) ([-\\d]*) \"

Regex2DB conv = new Regex2DB(| ogFi | e, r egex, dbCon, sqgl St at enent) ;
conv. set Par si ngHandl| er (new WbPar si ngHandl er () ) ;

/! ... and then convert:

conv. convert();

/] that's it
System exi t(0);

el se Systemout.printIn("Error: File "

catch (Exception e) {

+ args[0] + " doesn't exist");

Systemout.printin("Error: Exception occurred");

e.printStackTrace();

} finally {

if (dbCon != null) {
try {
dbCon. cl ose();

} catch (Exception ex) {
ex. print StackTrace();

|}f (logFile !'=null) {
try {
I ogFil e.cl ose();

} catch (Exception ex) {
ex. print StackTrace();

—_—

R Sk Sk S S R R R kS R Rk ok S R R S SRR R S S e R R S R R R Sk S I b O R R S R

/

*
*
*
*

*

©
Al

i ght International

Copyri
I rights reserved.

Busi ness Machi nes Corporation 2000, 2001.
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/1131. 114 4.239 - - [25/ Aug/ 2001: 12: 05: 50 +0200] "CET /foto/portal.jpg HTTP/ 1.0" 200
/14884 "http://ww. di .unipi.it/" "Mzilla/4.73 [en] (X11; U; Linux 2.2.14-5.0snp i686)"
/] tokens[0] = 131.114.4.239

/1 tokens[1] =

/] tokens[2] = -

/1 tokens[3] = 25/ Aug/2001:12:05:50 +0200

/] tokens[4] = /foto/portal.jpg

/1 tokens[5] = HTTP/1.0

/1 tokens[6] = 200

/1 tokens[7] = 4884

/1 8] =

/1 9] =



The ' WebPar si ngHandl er’ cl ass handl es Wb |l og entries

File : WebPar si ngHandl er . j ava
Created : 25/05/2001

@ut hor Mlco Filoni (nfi@urich.ibmcom
@er si on 1. 00, 25/11/2001
@i nce JDK 1.3

* 0% 0k O F X X X X X X X

*
*
~

i mport java.sql.*;
import java.util.*;
i mport java.text.Sinpl eDat eFor nat ;

import comibmidd.lib.parser.Basi cParsi ngHandl er;
import comibmidd.lib.parser. GeneratorException;

public class WebPar si ngHandl er extends Basi cParsi ngHandl er {

final int RANGE = 60000;
final int REFRESH RANGE
stati c Hashtabl e hashCon
static long prvTime = O;

RANGE * 1,
new Hasht abl e();

publ i c WebPar si ngHandl er () {
super();

*

/*
* This nmethod is called when a |line of text has been

* successfully parsed. The parsed tokens are passed as
* an array of String. The |ine which was

* parsed is given for information purposes.

*

public void processTokens (String line, String[] tokens) throws CeneratorException {

| ong nmsLong, nsTenp, seclLong;
String meString, secString, hashKey, crntKey;
| ong crnt Ti me, nunBytes;

String[] ntokens = new String[13];
Webhj hashEl ;

| ong firstTine, lastTine, crntGap;
doubl e avg = 0, stdDev = 0;

try {
if ((tokens == null) || (tokens.length == 0)) {
return;

}
Si npl eDat eFormat format = new Si npl eDat eFor mat ("dd/ MW yyyy: HH: nm ss zzzz");
java.util.Date rec = format. parse(tokens[3]);
if (prvTime == 0) {
prvTime = rec.getTime();
crntTime = rec.getTinme();

/1 the hashKey is: originlP + agent
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hashKey = tokens[0] + tokens[9];
if (tokens[7].equals("-")) tokens[7]="0";
nunmBytes = new | nteger(tokens[7]).intVal ue();

/1 if this connection is already present into the hashtable
i f (hashCon. cont ai nsKey(hashKey)) {

hashEl = (WebObj ) hashCon. remove( hashKey);

I ast Ti me = hashEl . get EndTi me() ;

crntGp = crntTine - |astTine;
/1 if the tine since |last packet of this connection is greater than RANGE
if (crntGap >=

{
/Il 1 store the correspondant bucket into the DB

nt okens[ 0 new Ti mest anp(hashEl . getStartTine()).toString();
nt okens[ 1] = new Ti mestanp(lastTine).toString();

nt okens[ 2] = hashHEl . get O User () ;

nt okens[ 3] = hashEl . get O Host () ;

nt okens[ 4] = hashEl . get Descr();

nt okens[ 5] = new I nt eger (hashEl . get Packets()).toString();

nt okens[ 6] = new Long(hashEl . get Vol une()).toString();

nt okens[ 7] = hashEl . get Prot Ver si on();

nt okens[ 8] = hashEl .getFirstUl ();

i f (hashEl .getM n() != RANGE)

{
nt okens| 9] =new Long(hashEl .getM n()).toString();

el se {
nt okens[ 9] =" 0";

nt okens[ 10] =new Long( hashEl . get Max()).toString();

avg = (hashEl . get AvgCounter () / Math. max((hashEl . get Packets() - 1),1));

nt okens[ 11] =new Doubl e(avg).toString();

stdDev = Mat h. sqrt ((hashEl . get St dDevCounter () /
vat h. max( (hashEl . get Packets() -

nt okens[ 12] =new Doubl e(stdDev).toString();

processTokens( nt okens);

1).1)) - (avg * avg));

/1 and now | store the new packet into the hash table
hashEl . set Start Ti ne(crnt Ti ne) ;
hashEl . set EndTi me(crnt Ti ne) ;
hashEl . set Descr (t okens[9]);

hashEl . set Vol une( nunByt es) ;

hashEl . set Packet s(1);

hashEl . set Prot Ver si on(t okens[5]);
hashEl . set FirstUrl (tokens[4]);
hashEl . set M n( RANGE) ;

hashEl . set Max(0) ;

hashEl . set AvgCount er (0) ;

hashEl . set St dDevCount er (0) ;
hashCon. put (hashKey, hashEl);

el se {
//otherwi se | just update the current object
hashEl . set EndTi me(crnt Ti ne) ;
hashEl . set Vol une( hashEl . get Vol une() + nunmBytes);
hashEl . set Packet s( hashEl . get Packets() + 1);
i f ((hashEl . getProtVersion()). |ndex0‘(tokens[5]) = -1) {
hashEl . set Prot Ver si on(hashEl . get Prot Version() + " " + tokens[5]);

}
if ((crntGp) < hashEl .getMn()) {
hashEl . set M n(crnt Gap) ;

}
if ((crntGap) > hashEl . get Max()) {
hashEl . set Max(crnt Gap) ;

}
hashEl . set AvgCount er (hashEl . get AvgCounter () + crntGap);
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hashEl . set St dDevCount er (hashEl . get St dDevCounter() + (crntGap * crntGp));
hashCon. put (hashKey, hashEl);

}
else { // the connection doesn't exist
/1 1 insert a new object into the hash table

WebQoj hashSl ot =
new WebObj (crnt Ti ne, t okens[ 0] , t okens[ 1], t okens[ 5], t okens[ 4] , nunByt es, t okens[ 9] ) ;
hashCon. put (hashKey, hashSl ot);

if (crntTine >= (prvTine + REFRESH RANGE)) {
/'l refresh hashtabl e
Enurner ati on hashKeys = hashCon. keys();
for ( ;hashKeys. hasMWoreEl ements() ;) {

crntKey = (String)hashKeys. next El enent ();
hashEl = (WebObj ) hashCon. get (crnt Key) ;

| ast Ti mre = hashEl . get EndTi me() ;

if ((crntTine - lastTine) >= RANGE) {

hashEl = (WbObj ) hashCon. renmove(crnt Key) ;

nt okens[ 0] = new Ti mest anp(hashEl .getStartTime()).toString();
ntokens[1] = new Timestanp(lastTinme).toString();

nt okens[ 2] = hashEl . get O User();

nt okens[ 3] = hashEl . get O Host () ;

nt okens[ 4] = hashEl . get Descr();

nt okens[ 5] = new I nt eger (hashEl . get Packets()).toString();

nt okens[ 6] = new Long(hashEl . get Vol une()).toString();

nt okens[ 7] = hashEl . get Prot Versi on();

nt okens[ 8] = hashEl .getFirstUl ();

if (hashEl .getM n() !'= RANGE

) {
nt okens[ 9] =new Long(hashEl . getM n()).toString();

el se {
nt okens[ 9] =" 0";

nt okens[ 10] =new Long( hashEl . get Max()).toString();
avg = (hashEl . get AvgCounter() / WMath. max((hashEl . get Packets() - 1),1));
nt okens[ 11] =new Doubl e(avg).toString();
stdDev = Mat h. sqrt ((hashEl . get St dDevCounter () /
Mat h. max( (hashEl . get Packets() - 1),1)) - (avg * avg));
nt okens[ 12] =new Doubl e(st dDev).toString();
processTokens( nt okens);
}

}
prvTime = prvTime + REFRESH RANGE;

} catch (Exception ex) {
Systemout.printiln("Error: Exception occurred");
ex. printStackTrace();

Rk kb R R R Rk Rk kS R Rk R R R R R R kR R kR R R R
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*

*

Al rights reserved.

File : WebObj . java

Created : 25/05/2001

@ersion 1.00, 25/11/2001
@i nce JDK 1.3

* 0% 0k Xk E X X X X X X X X X X

*
~

public class Webbj {

| ong startTine = 0;

| ong endTine = 0;
String orUser = "";
String orHost = "";
String descr = "";

i nt packets = 0;

| ong vol umre = 0;
String protVersion = "";
String firstUl ="";

| ong mn = 60000;

| ong max = 0,

| ong avgCounter = 0;

| ong st dDevCounter = O;

public WebObj (1 ong begin, String origin,

String version, String first,

super () ;
startTi me = begin;
endTi me = begin;

orUser = user;
orHost = origin;
descr = agent;
packets = 1;

vol ure = bytes;
prot Versi on = version;
firstUl = first;
mn = 60000;
max = O;
avgCounter = 0;
st dDevCount er = O;
}

public long getStartTine() {
return(startTinme);

}

public | ong get EndTi me() {
return(endTi nme);

}

public String getOUser() {
return(orUser);

}

© Copyright International Business Machi nes Corporation

The 'WebObj' class is used to store Wb usage info

@ut hor Mlco Filoni (nfi@urich.ibmcom

String user,
| ong bytes,

2000, 2001.

String agent) {



public String getOHost() {
return(orHost);
}

public String getDescr() {
return(descr);
}

public | ong getVolune() {
return(vol une);
}

public int getPackets() {
return(packets);

public String getProtVersion() {
return(protVersion);

public String getFirstWl () {
return(firstUl)
}

public long getMn() {
return(mn);

)

public |ong get Max() {
return(mx);

public | ong get AvgCounter() {
return(avgCounter);

}

public | ong getStdDevCounter() {
return(stdDevCounter);

}

public void setStartTine(long start) {
startTine = start;

}

public void set EndTi me(l ong end) {
endTi ne = end;

}

public void setOHost(String origin) {
orHost = origin;

}

public void setDescr(String agent) {
descr = agent;

}

public void setVolunme(long bytes) {
vol ure = bytes;

}

public void setPackets(int pcks) {
packets = pcks;
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public void setProtVersion(String version) {
prot Versi on = version;

public void setFirstUrl (String first) {
firstUl = first;

}

public void setM n(long newal ue) {
mn = newval ue;

}

public void set Max(l ong newal ue) {
max = newval ue;

}

public void set AvygCounter (|1 ong newal ue) {
avgCount er = newval ue;

public void setStdDevCounter (|l ong newal ue) {
st dDevCount er = newval ue;

}
}

A.3 The SMTP Log Aggregator

/**
*
* © Copyright International Business Machi nes Corporation 2000, 2001.
* All rights reserved.
*
* The ' SmtpLogParser' class generates usage records aggregating
* Sntp log entries
*
* File : Snt pLogPar ser. j ava
* Created : 25/05/2001
*
* @ut hor Mlco Filoni (nfi@urich.ibmcom
* @ersion 1.00, 25/11/2001
* @i nce JDK 1.3
*
*
**/

i mport java.i
import java.u
import java.s
i mport comibmidd. db. *;
i nport gnu. get opt. Cet opt ;

0.%;
til.*;
| .*;

import comibmidd.lib.conv. Regex2DB;
import comibmidd.lib.AppFileProperties;

/* Sanple Sendnail log |ine:
*
*Aug 25 12:06: 31 apis sendmai |l [19674]: MAA19674: fronw<grinal di @i .unipi.it>,

*si ze=1891, class=0, pri=31891, nrcpts=1, msgi d=<01082512074901. 13293@! eopatra. di . unipi.it>,
*bodyt ype=8BI TM ME, prot o=SMIP, rel ay=I DENT: gri nmal di @l eopatra [131. 114. 4. 204]
*
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*

*Aug 25 12:06: 33 apis sendmai | [ 19676] : MAA19674: to=<nari aci occhetti @ahoo. conp,
*ctl addr=<grinal di @i .unipi.it> (15774/180), del ay=00: 00: 03, xdel ay=00: 00: 02, nmi | er =esnt p,
*rel ay=nx2. mai | . yahoo.com [64.157.4.84], stat=Sent (ok dirdel)*
*
*/
cl ass Smt pLogPar ser{
static File logFile = null;

public static void main(String args[]) {

Connecti on dbCon = nul | ;

Buf f er edReader | ogReader = nul | ;

String user = "", host, application, scheng;
String server = "" source, recorder, sql Statenent;
| ong timel = 0;

try {

/1 have to do this to init |og4j:
AppFi | eProperties.| oadProperties();

/| DEFAULTS
host = java. net.|net Address. get Local Host (). get Host Nane() ;
application = "Sntp server"”;

schema = "CADLI";

/1 COMVAND LI NE PARSI NG
Getopt g = new Cetopt (" ComrandLi neParser”, args, "u:h:a:s:|1:");

int c;

while ((c = g.getopt()) !'=-1) {
switch(c) {
case 'u
user = g.getOptarg();
br eak;
case 'h':
host = g.getOptarg();
br eak;
case 'a':
application = g.getQptarg();
br eak;
case 's':
schema = g.getOptarg();
br eak;
case '’
server
br eak;
case '?':
break; // getopt() already printed an error
defaul t:
Systemout.printin("getopt() returned " + ¢ + "\n");

}

g.getptarg();

}

recorder = user + " on " + host;
source = args[g.getOptind()];
|l ogFile = new Fi |l e(source);

/1 TABLES AND CONNECTI ONS CREATI ON

Tabl eAccessProperty tap = new Tabl eAccessProperty (DatabaseAccessProperty. getDefault(),
schema, "USAGE");
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Si npl eTabl eLocal Access. assert Tabl eCreat ed(t ap) ;
dbCon = Dat abaselLocal Access. get Connection();
dbCon. set Aut oConmi t (true);

/1 LOG PARSI NG

if (logFile.exists() == true) {
Fi |l eReader fr = new Fil eReader (|l ogFile);
| ogReader = new BufferedReader (fr);

/1 define SQ tenplate
sql Statenent = "INSERT I NTO " + schema + ".USAGE "
"VALUES ( DEFAULT, ' Smtp Log','" + server +"', "'

S L {2) (3 (4 (B), (e AT
"rr{8},{9},0,0,0,0,'" + recorder + "', DEFAULT)";

String regex = "([.\\wW] *)[\\s]T*([\\d]*) ([:\\d]l*) [\\wi* [NVIANIANAW *: ([\\w] *):
"(?2:frome([\\S]*), size=([\\d]*), [-=\\w*, [=\\w*, " +

‘nrepts=([\\d] *), megid=<([\\S]*)> (2:[\\s\\S\\~ ]*, )?[=\\w*, relay=(?:[\\§* "
YN[ AN RN F) 2+

(?:to=([\\S]*), (2:[\\s\\S\W\AT*, Y2delay=([:\\+\\d]*), xdelay=([:\\d]*), " +
"T=N\wW *, (?rrelay=(?2: [\\NS]* )AN[([.\\d]*)\\], )7?stat=Sent.*)?";

' + source + "',

+
“{0}"," +

Regex2DB conv = new Regex2DB(| ogReader, r egex, dbCon, sql St at enent) ;

conv. set Par si ngHand! er (new Snt pPar si ngHandl er ());

/! ... and then convert:
conv. convert();

/] that's it
System exi t(0);

el se Systemout.printIn("Error: File "
} catch (Exception e) {
Systemout.printin("Error:
e.printStackTrace();
} finally {
if (dbCon != null) {
try {
dbCon. cl ose();
} catch (Exception ex) {
ex. print StackTrace();

Exception occurred");

i}f (1 ogReader !'= null) {

try {
| ogReader . cl ose();

} catch (Exception ex) {
ex. printStackTrace();

+ args[0] + "

doesn't exist");

R ok R S R R S S o R R R R R S o o S R R R R R R R Rk I S e Sk R R R R R R e O R
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*

Copyright International Business Mchi nes Corporation 2000, 2001.
I rights reserved

>0

The ' Smt pPar si ngHandl er' class handles Sntp log entries

File : Smt pPar si ngHandl er . j ava
Created : 25/05/2001

@ut hor Mlco Filoni (nfi@urich.ibmcom
@ersion 1.00, 25/11/2001
@i nce JDK 1.3

* 0% 0k F F X F X F X X X X X X X

*
*
~

i mport java.sql.*;

import java.util.¥*;

i mport java.text. Sinpl eDat eFor nat ;

import comibmidd.lib.parser.Basi cParsi ngHandl er;

import comibmidd.lib.parser.GeneratorException

public class SntpParsi ngHandl er extends Basi cParsi ngHandl er {

static int nunParsed = 0; //for profiling

publ i c Snt pParsi ngHandl er () {
super();

/**

This method is called when a |line of text has been

successfully parsed. The parsed tokens are passed as

an array of String. The |1 ne which was

parsed is given for information purposes.

Aug 25 12:06:31 apis sendmail [19674]: MAA19674: fronv<grimaldi @i.unipi.it> size=1891
cl ass=0, pri=31891, nrcpts=1, nsgi d=<01082512074901. 13293@I eopatra. di.unipi.it>,

bodyt ype=8BI TM ME, prot o=SMIP, rel ay=I DENT: gri mal di @l eopatra [131.114. 4. 204]

*Oo% X F X E E X E X X X E X X X X X X X X X X X

tokens[ 0] = Aug -> Month
tokens[ 1] = 25 -> Day
tokens[2] = 12:06: 31 -> Tinme
tokens[ 3] = MAA19674 -> | ocal Ref
tokens[4] = <grimaldi @i.unipi.it -> sender
tokens[ 5] = 1891 -> size
tokens[6] =1 -> nrepts
tokens[ 7] = 01082512074901. 13293@| eopatra. di.unipi.it -> nsgl D
tokens[ 8] = 131.114.4.204 -> user Host
tokens[9] = null -> recipient
tokens[ 10] = null -> del ay
tokens[ 11] = null -> xdel ay
tokens[ 12] = null ->relay
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*

*

* Aug 25 12:06:33 apis sendmail [ 19676]: MAA19674: to=<mari aci occhetti @ahoo. conp,
*

* ctladdr=<grinmaldi @i.unipi.it> (15774/180), del ay=00: 00: 03, xdel ay=00: 00: 02,
*

* mail er=esnmtp, relay=nx2.nail.yahoo.com [64.157.4.84], stat=Sent (ok dirdel)*
*

* tokens[0] = Aug -> Month

* tokens[1] = 25 -> Day

* tokens[2] = 12:06: 33 -> Tinme

* tokens[3] = MAA19674 -> | ocal Ref

* tokens[4] = null -> sender

* tokens[5] = null -> size

* tokens[6] = null -> nrepts

* tokens[7] = null -> megl D

* tokens[8] = null -> user Host

* tokens[9] = mariaciocchetti @ahoo.com -> recipient

* tokens[10] = 00: 00: 03 -> del ay

* tokens[11] = 00: 00: 02 -> xdel ay

* tokens[12] = 64.157.4.8 -> rel ay

*

*

*/

public void processTokens (String line, String[] tokens) throws CeneratorException {

String[] nt okens = new String[ 10];
String year String = "2001"; /1 To be generalized
StringBuffer tmstBuf = new StringBuffer(yearString);
try {
if ((tokens == null) || (tokens.length == 0)) {
return;
}

/] | start creating an sql timestanp for this entry
if (tokens[1].length() == 1) {

//day nust have two digits

tokens[ 1] = "0" + tokens[1];

for (int i=0; i<=2; i++) {
t nst Buf . append(t okens[i]);

}

Si mpl eDat eFormat format = new Si npl eDat eFor mat ("yyyyMvWddHH: nm ss") ;
java.util.Date rec = format. parse(tnstBuf.toString());

nt okens[ 1] = new Ti nestanp(rec.getTime()).toString();

if (tokens[4] != null) {
/1 1t's a "frome...." line
if (tokens[4].startsWth("<")) {
nt okens[ 2] = tokens[4].substring(1,tokens[4].length()-1);
}
el se {
nt okens[ 2] = tokens[4];

if (tokens[8] != null) {
nt okens[ 3] = tokens[8];

el se {
nt okens|[ 3] "

nt okens| 4]
nt okens| 5] "y

131



nt okens[ 6] = tokens[7];
nt okens[ 7] = tokens][3];
nt okens[ 8] = tokens[6];
nt okens[ 9] = tokens[5];

if ((ntokens[2].toLowerCase()).endsWth("@i.unipi.it")) {
nt okens[ 0] = "Message Sendi ng";
nt okens[ 2] =
nt okens[ 2] . substring(0, (ntokens[2].toLowerCase()).indexO("@li.unipi.it"));

el se {
nt okens[ 0] = "Message Recei vi ng";

pr ocessTokens( nt okens);

else if (tokens[9] != null) {
/1 tokens[8] general formis <a@>, <b@>, ..., <k@>,
whi | e(tokens[ 9] .indexOr (">, <") I'=-1) {

nt okens[ 0]
nt okens| 2] ;
nt okens| 3] "
nt okens[ 4] tokens[ 9] . substring(l,tokens[9].indexO ("> <"));
if (tokens[12] != null) {

nt okens[ 5] = tokens[12];

"Renot e Forwarding";

el se {
nt okens[5] = "";

nt okens[ 6]

nt okens| 7] = tokens[S] ;
nt okens[8] = "0";
nt okens[9] = "0";

processTokens(nt okens) ;
tokens[ 9] = tokens[9].substring(tokens[9].indexOh(">,<") + 2, tokens[9].length());
}

if (tokens[9].startsWth("<")) {
nt okens[ 4] = tokens[9].substring(1,tokens[9].length()-1);

el se {
nt okens[ 4] = tokens[9];

if ((ntokens[4].toLowerCase()).endsWth("@i.unipi.it")) {
nt okens[ 0] = "Local Forwarding";
nt okens[ 4] =
nt okens[ 4] . substring(0, (ntokens[4].toLowerCase()).indexO ("@i.unipi.it"));

el se {
nt okens[ 0] = "Renote Forwardi ng";

ntokens[2] ="";

ntokens[3] = "";

if (tokens[12] !'= null) {
nt okens[ 5] = tokens[12]

el se {
nt okens[ 5] "

nt okens|[ 6]

nt okens| 7] = tokens[S];
nt okens[ 8] = "0";
nt okens[9] = "0";
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pr ocessTokens( nt okens);
el se return;

} catch (Exception ex) {
Systemout.printin("Error: Exception occurred");
ex. printStackTrace();

}

}
}

A.4 The POP Log Aggregator

/**

*

* © Copyright International Business Machi nes Corporation 2000, 2001.
* All rights reserved.

*

* The ' PopLogParser' class generates usage records aggregating
* Pop log entries

*

* File . PopLogPar ser. java

* Created : 25/05/2001

*

*  @aut hor Mlco Filoni (nfi@urich.ibmcom

* @ersion 1.00, 25/11/2001

* @i nce JDK 1.3

*

*

**/

import java.io.*;
i mport java.util
i mport java.sql.*;
i mport comibmidd. db. *;
i nport gnu. get opt. Cet opt ;

* -

1
* -

import comibmidd.lib.conv. Regex2DB;
import comibmidd.lib.AppFileProperties;

/* Sanpl e Popd | og line:

*

*Aug 25 12: 01: 05 apis ipop3d[19490]: pop3 service init from 131.114. 2. 9x

*Aug 25 12:01: 05 apis ipop3d[19490]: Login user=pi ppo host=capraia [131.114.2.9x] nnmsgs=0/0

*Aug 25 12:01: 05 apis i pop3d[19490]: Logout user=pi ppo host=capraia [131.114.2.9x] nnmsgs=0
*ndel e=0
*

*

*/
cl ass PopLogPar ser {
static File logFile = null;

public static void main(String args[]) {
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Connecti on dbCon = nul | ;

Buf f er edReader | ogReader = nul | ;
String user = "", host, application, scheng;
String server = "" source, recorder, sql Statenent;

try {

/1 have to do this to init |og4j:
AppFi | eProperties. | oadProperties();

/1 DEFAULTS
host = java.net.|net Address. get Local Host (). get Host Nane() ;
application = "Sntp server";

schema = "CADLI";

/1 COWAND LI NE PARSI NG
Getopt g = new Getopt (" CommandLi neParser”, args, "u:h:a:s:l:");

int c;
?.getopt()) = -1) {

case :
user = g.getOptarg();
br eak;
case 'h':
host = g.getOptarg();
br eak;
case 'a':
application = g.getOptarg();
br eak;
case 's':
schema
br eak;
case '|':
server = g.getOptarg();
br eak;
case '?':
br eak;
defaul t:
Systemout.printin("getopt() returned " + ¢ + "\n");

g.getptarg();

}
}
recorder = user + " on " + host;

source = args[g.getOptind()];
|l ogFile = new Fi |l e(source);

/1 TABLES AND CONNECTI ONS CREATI ON

Tabl eAccessProperty tap = new Tabl eAccessProperty (DatabaseAccessProperty. getDefault(),
schema, "USAGE");

Si npl eTabl eLocal Access. assert Tabl eCreat ed(t ap) ;

dbCon = Dat abaselLocal Access. get Connection();

dbCon. set Aut oConmi t (true);

/1 LOG PARSI NG

if (logFile.exists() == true) {
Fi | eReader fr = new Fil eReader (|l ogFile);
| ogReader = new BufferedReader (fr);

/1 define SQL tenplate
sql Statenent = "I NSERT INTO " + schema + ".USAGE " +
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"VALUES ( DEFAULT, ' Pop Log' U+ server + + source +
"Pop Session','{0}',"'{1}','{2}',' {3}’ R
,{4},{5},{6}, {7} {8},{ 9},'" + recorder 4o DEFAULT)";

Strrng regex = "([.\\wW *)[\\s]*([\\d]*) ([:\\d]*) [\AwW > [NASI*NN[([V\d] *)\\]:
"(?:pop3 service init from ([.\\d]*))?" +
"(?:Login user=([\\S]*) host=([\\S]*) \\[([.\\d]*)\\] nnsegs=([\\d]*)/([\\d]*))?"
"(?:Auth user=([\\S]*) host=([\\S]*) \\[([.\\d]*)\\] nmsgs=([\\d]*)/([\\d]*))?"
"(?:Logout user=([\\S]*) host=([\\S]*) \\[([.\\d]*)\\] nnsgs=([\\d]*) " +

"ndel e=([\\d]*))?";

Regex2DB conv = new Regex2DB(| ogReader, r egex, dbCon, sql St at enent) ;
conv. set Par si ngHandl| er (new PopPar si ngHandl er () );

/! ... and then convert:
conv. convert();

/] that's it
System exi t(0);

el se Systemout.printIn("Error: File " + args[0] + " doesn't exist");

} catch (Exception e) {
Systemout.printin("Error: Exception occurred");
e.printStackTrace();
} finally {
if (dbCon != null) {
try {
dbCon. cl ose();
} catch (Exception ex) {
ex. print StackTrace();

|}f (1 ogReader !'= null) {

try {
| ogReader . cl ose();

} catch (Exception ex) {
ex. printStackTrace();
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/**

*

* © Copyright International Business Machi nes Corporation 2000, 2001.
* All rights reserved.

*

* The ' PopParsi ngHandl er' cl ass handl es Pop | og entries

*

*

* File . PopPar si ngHandl er . j ava

*

Created : 25/05/2001
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@ut hor Mlco Filoni (nfi@urich.ibmcom
@er si on 1. 00, 25/11/2001
@i nce JDK 1.3

* % Xk X X X

*

*/

i mport java.sql.*;

import java.util.*;

i nport java.text.Sinpl eDat eFormat ;

import comibmidd.lib.parser.Basi cParsi ngHandl er;
import comibmidd.lib.parser. GeneratorException;

public class PopParsi ngHandl er extends Basi cParsi ngHandl er {

final int REFRESH RANGE = 300000;
static int nunParsed = 0; //for profiling
static int nunHandl ed = 0; //for profiling
static Hashtable hashCon = new Hasht abl e();
static |ong prvTinme = O;
publ i ¢ PopParsi ngHandl er () {

super () ;
/**

* This nethod is called when a |ine of text has been

* successfully parsed. The parsed tokens are passed as
* an array of String. The line which was

* parsed is given for information purposes.

*/

public void processTokens (String line, String[] tokens) throws CeneratorException {

String[] nt okens = new String[ 10];
String year String = "2001"; /1 To be generalized
StringBuffer tmstBuf = new StringBuffer(yearString);
| ong crntTime = O;
String hashkKey = "";
Pop(oj hashEl = null;
| ong gap, m n, nax;
doubl e avg, st dDev;
try {
if ((tokens == null) || (tokens.length == 0)) {
return;
start creating an sqgl tinmestanp for this entry

111

if (tokens[1].length() == 1) {
//day nust have two digits
tokens[ 1] = "0" + tokens[1];

for (int i=0; i<=2; i++) {
t nst Buf . append(tokens[i]);

}
Si npl eDat eFormat format = new Si npl eDat eFor mat ("yyyyMvWddHH: mm ss") ;
java.util.Date rec = format. parse(tnstBuf.toString());
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if (prvTime == 0) {
prvTime = rec.getTime();

crntTime = rec.getTinme();

hashKey = tokens[3];
if (!'(tokens[4] == null)) {
/Il It's an Init entry
i f (hashCon. cont ai nsKey(hashKey)) {
hashEl = (PopObj)hashCon. renove( hashKey);
hashEl . set Start Ti ne(crnt Ti ne) ;
hashEl . set EndTi me(crnt Ti ne) ;
hashEl . set Host | p(t okens[4]);
hashCon. put (hashKey, hashEl);

el se {
hashEl = new PopQbj (crntTi e, t okens[4]);
hashCon. put (hashKey, hashEl);

}

}
else if (!I(tokens[5] == null)) {
//1t's a Login entry
i f (hashCon. cont ai nsKey( hashKey)) {
hashEl = (PopObj)hashCon. renove(hashKey);
gap = crntTime - hashEl . get EndTi ne();
hashEl . set EndTi me(crnt Ti ne) ;
hashEl . set Host | p(t okens[7]);
hashEl . set User (t okens[ 5]);
hashEl . set Nnsgs(tokens[ 8]);
hashEl . set M n(gap);
hashEl . set Max(gap) ;
hashEl . set AvgCount er (gap) ;
hashEl . set St dDevCount er (gap * gap);
hashCon. put (hashKey, hashEl);

el se {
hashEl = new PopQbj (crntTi me, t okens[ 5], t okens[ 7], tokens[8]);
hashCon. put (hashKey, hashEl);

}

}
else if (!(tokens[10] == null)) {
/lit's an Auth log entry
i f (hashCon. cont ai nsKey( hashKey)) {
hashEl = (PopObj)hashCon. renove( hashKey);
gap = crntTime - hashEl . get EndTi ne();
hashEl . set EndTi me(crnt Ti ne) ;
hashEl . set Host | p(t okens[ 12]);
hashEl . set User (t okens[ 10] ) ;
hashEl . set Nnsgs(tokens[ 13]);
hashEl . set M n(gap);
hashEl . set Max(gap) ;
hashEl . set AvgCount er (gap) ;
hashEl . set St dDevCount er (gap * gap);
hashCon. put (hashKey, hashEl);

el se {
hashEl = new PopQbj (crntTi e, t okens[ 10], t okens[ 12], t okens[ 13]);
hashCon. put (hashKey, hashEl);

}

}
else if (!(tokens[15] == null)) {
//1t's a |logout entry
i f (hashCon. cont ai nsKey( hashKey)) {
hashEl = (PopOhj)hashCon. renmove( hashKey); ;
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nt okens[ 0]
nt okens[ 1]
nt okens| 2]
nt okens[ 3]
nt okens| 4]
nt okens[ 5]

(new Ti mest anp(hashEl .getStartTinme())).toString();
(new Timestanp(crntTine)).toString();

t okens[ 15] ;

t okens[ 17] ;

t okens[ 18] ;

t okens[ 19] ;

gap = crntTime - hashEl . get EndTi ne();
m n = Mat h. mi n(gap, hashEl . getM n());
nt okens[ 6] = (new Long(min)).toString();
max = Math. rrax(gap, hashEl . get Max());
nt okens[ 7] = (new Long(nax)).toString();
avg = (hashEI get AvgCounter () + ga p) ! 2
nt okens[ 8] (new Doubl e(avg)).toString();
stdDev = I\/ath sqgrt (((hashEl . getSthe vCounter() + (gap * gap))/2)
nt okens[ 9] = (new Doubl e(stdDev)).toString();
processTokens( nt okens) ;
el se {
nt okens[0] = (new Timestanmp(crntTine)).toString();
nt okens[1] = (new Ti mestanmp(crntTine)).toString();
nt okens[ 2] = tokens[15];
nt okens[ 3] = tokens[17];
nt okens[ 4] = tokens[18];
nt okens[ 5] = tokens[19]
nt okens[ 6] = "-1";
nt okens[ 7] = "-1";
nt okens[8] = "-1";
ntokens[9] = "-1";
processTokens(nt okens)
}

el se return;

if (crntTime >= (prvTime + REFRESH RANGE)) {
/] refresh hashtable
Systemout.println("***** HASH TABLE REFRESH NG *****"):

Enuner ati on

hashKeys = hashCon. keys();

for ( ;hashKeys. hasMoreEl enents() ;) {

hashKey =
hashEl

(String)hashKeys. next El enent () ;

= (PopQnj ) hashCon. get (hashKey) ;

if (!(hashEl .getNdel ().equals(""))) {

hashEl = (PopObj)hashCon. renove( hashKey);

nt okens[ 0] = (new Ti nestanp(hashEl .getStartTinme())).toString();
nt okens[ 1] = (new Ti mestanp(hashEl . get EndTime())).toString();
nt okens[ 2] = hashEl . get User();

nt okens[ 3] = hashEl . get Host I p();

nt okens[ 4] = hashEl . get Nnsgs();

nt okens[ 5] = hashEl . get Ndel ();

nt okens[ 6] = (new Long(hashEl.getMn())).toString();

nt okens[ 7] = (new Long(hashEl .getMax())).toString();

nt okens[ 8] = (new Doubl e( hashEl . get AvgCounter())).toString();
nt okens[9] = "0";

processTokens( nt okens);

}
}

prvTime = prvTime + REFRESH RANGE;

}

} catch (Exception ex) {
Systemout.printin("Error: Exception occurred");
ex. printStackTrace();
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/**

*

* © Copyright International Business Machi nes Corporation 2000, 2001.
* All rights reserved.

*

* The 'PopObj' class is used to store Pop usage info
*

*

* File : PopObj . java

* Created : 25/05/2001

*

*  @ut hor Mlco Filoni (nfi@urich.ibmcom

* @ersion 1.00, 25/11/2001

* @i nce JDK 1.3

*

*

**/

public class PopQhj {

| ong startTinme = 0;

| ong endTine = 0;

String user Name = "";
String hostlp = "";

String nnmsgs = "";

String deleted = "";

| ong mn = Long. MAX_VALUE;
| ong max = 0;

| ong avgCounter = O;

| ong st dDevCount er = O;

public PopQbj (1l ong begin, String fromHost) {
super () ;
startTi me = begin;
endTi me = begin;
hostlp = fromHost;
mn = Long. MAX_VALUE;
max = O;
avgCounter = O;
st dDevCount er = O;
}

public PopQhj (1 ong begin, String fronmdser, String fronHost, String numvsgs) {
super () ;
startTine = begin;
endTi me = begin;
user Name = fromser;
hostlp = fromHost;
nmsgs = numvkgs;
m n = Long. MAX_VALUE;
max = 0;
avgCounter = O;
st dDevCount er = O;

}

public PopQbj (1l ong begin, String fronser, String fronHost,
String nunvsgs, String numDel eted) {
super () ;
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startTi ne = begin;
endTi me = begin;
user Name = fromJser;
hostlp = fromHost;
nmsgs = numvsgs;
del et ed = nunDel et ed,;
mn = Long. MAX_VALUE;
max = 0O;
avgCounter = 0;
st dDevCount er = O;

}

public long getStartTine() {
return(startTinme);

}

public | ong get EndTi me() {
return(endTi me);

}

public String getUser() {
return(user Name) ;

}

public String getHostlp() {
return(hostlp);

}

public String get Nmsgs() {
return(nnsgs);
}

public String getNdel () {
return(del eted);
}

public long getMn() {
return(mn);

public |ong get Max() {
return(mx);

public | ong get AvgCounter() {
return(avgCounter);
}

public | ong getStdDevCounter() {
return(stdDevCounter);
}

public void setStartTine(long start) {
startTine = start;
}

public void set EndTi me(l ong end) {
endTi ne = end;
}

public void setUser(String user) {
user Name = user;
}
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public void setHostlp(String host) {
hostlp = host;

public void setNnsgs(String nunivsgs) {
nmsgs = numivsgs;

public void setNdel (String ndel) {
del eted = ndel ;

}

public void setM n(long newal ue) {
mn = newval ue;

}

public void set Max(l ong newal ue) {
max = newval ue;

}

public void set AvygCounter (|l ong newal ue) {
avgCount er = newval ue;

public void setStdDevCounter (|l ong newal ue) {
st dDevCount er = newval ue;

}
}
A.5 The IMAP Log Aggregator
/**
*
* © Copyright International Business Machi nes Corporation 2000, 2001.
* All rights reserved.
*
* The ' I mapLogParser' class generates usage records aggregating
* lmap log entries
*
* File : |l mapLogPar ser.j ava
* Created : 25/05/2001
*
*  @ut hor Mlco Filoni (nfi@urich.ibmcom
* @ersion 1.00, 25/11/2001
* @i nce JDK 1.3
*
*

*
*
~

import java.io.*;

import java.util.*;

i mport java.sql.*;

i mport comibmidd. db. *;
i mport gnu. getopt. Get opt ;

inmport comibmidd.lib.conv. Regex2DB;
import comibmidd.lib.AppFil eProperties;

/* Sanple Popd | og |ine:
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*
*Aug 25 12:01:05 apis inmapd[19490]: imap service init fr
*Aug 25 12:01: 05 apis i mapd[19490]: Logi n user=verdi hos
*Aug 25 12:01: 05 apis imapd[ 19490]: Logout user=verdi ho
*

*/
cl ass | mapLogPar ser{

static File logFile nul | ;

public static void main(String args[]){

Connecti on dbCon = nul | ;

Buf f er edReader | ogReader = nul | ;

String source, application = "lmap Server

String server = "", sql Statenent, schema

String recorder, |ocal Host Nane, user =
try {

[/ DEFAULTS

om 131.114. 2. 9x
t=pc-verdi [131.114.2.9x]
st=pc-verdi [131.114. 2. 9x]

"CADLI";

| ocal Host Nane = j ava. net. | net Addr ess. get Local Host () . get Host Nane() ;

/1 COMVAND LI NE PARSI NG

Getopt g = new Cetopt (" ComrandLi neParser”, args, "u:h:a:s:|1:");
int c;
while ((c = g.getopt()) !'=-1) {
switch(c) {
case 'u':
user = g.getOptarg();
br eak;
case 'h':
| ocal Host Nane = g.get Optarg();
br eak;
case 'a':
application = g.getQptarg();
br eak;
case 's':
schema = g.getOptarg();
br eak;
case '’
server = g.getQptarg();
br eak;
case '?':
br eak;
defaul t:
Systemout.printin("getopt() returned " + ¢ + "\n");
}
}
if (user.equals(""))
recorder = | ocal Host Nare;
} else {
recorder = user + " on " + |ocal Host Nane;
source = args[g.getQptind()];
logFile = new Fil e(source);

/1 TABLES AND CONNECTI ONS CREATI ON
Tabl eAccessProperty tap = new Tabl eAccessProperty
(Dat abaseAccessProperty. get Defaul t (),
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Si npl eTabl eLocal Access. assert Tabl eCreat ed(t ap) ;
dbCon = Dat abaselLocal Access. get Connecti on();
dbCon. set Aut oConmi t (true);

/1 LOG PARSI NG

if (logFile.exists() == true){
Fi |l eReader fr = new Fil eReader (|l ogFile);
| ogReader = new BufferedReader (fr);

/1 define SQ tenplate
sql Statenent =
"INSERT INTO " + schema + ".USAGE " +
"VALUES (DEFAULT 'Imap Log o+ server +"' + source +
"Imap Session','{0}',"{1}','{2}',' {3}’ "+
,-1,-1, {4}, {5} {6}, {7} " ¥ recorder + " DEFAULT)"'

String regex =
"([ W *) [ANsTA([ANd] *) ([:ANd]*) [\NAwW* [ANSIAAN([ANA]*) NN "+
"(?:imap service init from([.\\d]*))?" +
"(9 Login user=([\\S]*) host=([\\S]*) \\[([.\\d]*)\\])?" +
"(?:Authenticated user=([\\S]*) host=([\\S]*) \\[([.\\d]*)\\])?" +
"(?:Logout user=([\\S]*) host=([\\S]*) \\[([.\\d]*)\\])?";
Regex2DB conv = new Regex2DB(| ogReader, r egex, dbCon, sql St at ement ) ;
conv. set Par si ngHandl er (new | mapPar si ngHandI er());

/1 ...and then convert:
conv. convert();

/] that's it
System exit(0);
}

el se Systemout.println("Error: File " + args[0] + " doesn't exist");
}catch (Exception e){

Systemout.println("Error: Exception occurred");
e.printStackTrace();

inally {
if (dbCon != null) {
try {
dbCon. cl ose();
} catch (Exception ex) {
ex. printStackTrace();

i}f (l ogReader !'= null) {

try {
| ogReader . cl ose();

} catch (Exception ex) {
ex. print StackTrace();

R S S I
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/**
*
* © Copyright International Business Machi nes Corporation 2000, 2001.
* All rights reserved.
*
* The ' I mapPar si ngHandl er' class handles Imap |l og entries
*
*
* File . |l mapPar si ngHandl er . j ava
* Created : 25/05/2001
*
*  @ut hor Mlco Filoni (nfi@urich.ibmcom
* @ersion 1.00, 25/11/2001
* @i nce JDK 1.3
*
*
**/

i mport java.sql.*;

import java.util.*;

i nport java.text.Sinpl eDat eFormat ;

import comibmidd.lib.parser.Basi cParsi ngHandl er;
import comibmidd.lib.parser.GeneratorException;

public class | mapParsi ngHandl er extends Basi cParsi ngHandl er {

static Hashtable hashCon = new Hasht abl e();
static |ong prvTinme = O;
publ i c | mapParsi ngHandl er () {
super () ;
/**

* This nethod is called when a |ine of text has been

* successfully parsed. The parsed tokens are passed as
* an array of String. The line which was

* parsed is given for information purposes.

*/

public void processTokens (String line, String[] tokens) throws Cenerator Exception {

String[] nt okens = new String[8];

String year String = "2001"; /1 To be generalized
StringBuffer tmstBuf = new StringBuffer(yearString);

| ong crntTime = O;

String hashkKey = "";

I mapQoj hashEl = null;

| ong gap, m n, nax;

doubl e avg, st dDev;

try {

if ((tokens == null) || (tokens.length == 0)) {
return;

)

/ | start creating an sql tinmestanp for this entry
f (tokens[1].length() == 1) {

//day nust have two digits

tokens[ 1] = "0" + tokens[1];

/
i
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for (int i=0; i<=2; i++) {
t nst Buf . append(tokens[i]);

}
Si npl eDat eFormat format = new Si npl eDat eFor mat ("yyyyMvWddHH: mm ss") ;
java.util.Date rec = format. parse(tnstBuf.toString());
if (prvTine ==
prvTime = rec.getTime();

crntTime = rec.getTine();

hashKey = tokens[3];
if (!(tokens[4] == null)) {
/'l It's an Init entry
i f (hashCon. cont ai nsKey( hashKey)) {
hashEl = (1 mapObj)hashCon. renmove( hashKey);
hashEl . set EndTi me(crnt Ti ne) ;
hashEl . set Host | p(t okens[4]);
hashCon. put (hashKey, hashEl);

el se {
hashEl = new | mapQbj (crnt Ti e, t okens[4]);
hashCon. put (hashKey, hashEl);

}

}
else if (!I(tokens[5] == null)) {
//1t's a Login entry
i f (hashCon. cont ai nsKey( hashKey)) {
hashEl = (I mapQoj ) hashCon. r enove( hashKey) ;
gap = crntTime - hashEl . get EndTi ne();
hashEl . set EndTi me(crnt Ti ne) ;
hashEl . set Host | p(t okens[7]);
hashEl . set User (t okens[ 5]);
hashEl . set M n(gap);
hashEl . set Max(gap);
hashEl . set AvgCount er (gap) ;
hashEl . set St dDevCount er (gap * gap);
hashCon. put (hashKey, hashEl);

el se {
hashEl = new | mapQbj (crnt Ti e, t okens[ 5], t okens[7]);
hashCon. put (hashKey, hashEl);

}
else if (!(tokens[8] == null)) {
/lit's an Auth log entry
i f (hashCon. cont ai nsKey( hashKey)) {
hashEl = (1 mapObj)hashCon. renmove( hashKey);
gap = crntTime - hashEl . get EndTi ne();
hashEl . set EndTi me(crnt Ti ne) ;
hashEl . set Host | p(t okens[ 10]);
hashEl . set User (t okens[ 8]);
hashEl . set M n(gap);
hashEl . set Max(gap) ;
hashEl . set AvgCount er (gap) ;
hashEl . set St dDevCount er (gap * gap);
hashCon. put (hashKey, hashEl);

el se {
hashEl = new | mapbj (crnt Ti e, t okens[ 8], t okens[ 10]) ;
hashCon. put (hashKey, hashEl);

}

}
else if (!(tokens[11] == null)) {
/11t's a |logout entry
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i f (hashCon. cont ai nsKey( hashKey)) {
hashEl = (I mapQohj ) hashCon. r enove( hashKey) ;
nt okens[ 0] (new Ti mest anp(hashEl . getStartTinme())).toString();
nt okens[ 1] (new Timestanp(crntTinme)).toString();
nt okens| 2] t okens[ 11] ;
nt okens[ 3] t okens[ 13] ;

gap = crntTime - hashEl . get EndTi ne();

m n = Mat h. mi n(gap, hashEl . getM n());

nt okens[4] = (new Long(mn)).toString();

max = Math. rrax(gap, hashEl . get Max());

nt okens[5] = (new Long(nax)).toString();

avg = (hashEI get AvgCounter () + ga p) ! 2

nt okens[ 6] (new Doubl e(avg)).toString();

stdDev = I\/ath sgrt (((hashE . get StdDevCounter() + (gap * gap))/2) - (avg * avg));
nt okens[ 7] = (new Doubl e(stdDev)).toString();

processTokens( nt okens) ;

el se {
nt okens[0] = (new Timestanmp(crntTine)).toString();
ntokens[1] = (new Ti mestanmp(crntTine)).toString();
nt okens[ 2] = tokens[11];
nt okens[ 3] = tokens[lS]
nt okens[4] = "-1";
nt okens[5] = "-1";
nt okens[ 6] = "-1";
ntokens[ 7] = "-1";
processTokens(nt okens)
}

el se return;

} catch (Exception ex) {
Systemout.printin("Error: Exception occurred");
ex. printStackTrace();

}

}
}
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/**

*

* © Copyright International Business Machi nes Corporati on 2000, 2001.
* All rights reserved.

*

* The 'ImapQoj' class is used to store I map usage info
*

*

* File : lmapOhj . java

* Created : 25/05/ 2001

*

*  @ut hor Mlco Filoni (nfi@urich.ibmcom

* @ersion 1.00, 25/11/2001

* @i nce JDK 1.3

*

*

**/
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public class |mapQbj {

| ong startTime = 0;

| ong endTine = 0;

String user Name = "";
String hostlp = "";

| ong mn = Long. MAX_VALUE;
| ong max = 0;

| ong avgCounter = O;

| ong st dDevCount er = O;

public I mapQbj (1 ong begin, String fronHost) ({
super () ;
startTine = begin;
endTi me = begin;
hostlp = fronHost;
long mn = Long. MAX_VALUE;
long max = 0;
| ong avgCounter = 0;
| ong stdDevCounter = O;

public I mapQbj (1 ong begin, String fromJser, String fronmHost) {
super () ;
startTi me = begin;
endTi me = begin;
user Nane = fromser;
hostlp = fronHost;
long mn = Long. MAX_VALUE;
| ong max = O;
| ong avgCounter = 0;
| ong stdDevCounter = O;

public long getStartTine() {
return(startTinme);
}

public | ong get EndTi me() {
return(endTi me);
}

public String getUser() {
return(user Name) ;
}

public String getHostlp() {
return(hostlp);
}

public long getMn() {
return(mn);

public long get Max() {
return(max);

public | ong get AvygCounter () {
return(avgCounter);
}
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public | ong getStdDevCounter() {
return(stdDevCounter);

}

public void setStartTine(long start) {
startTine = start;

}

public void set EndTi me(l ong end) {
endTi ne = end;

}

public void setUser(String user) {
user Name = user;

}

public void setHostlp(String host) {
hostlp = host;

public void setM n(long newal ue) {
mn = newval ue;

}

public void set Max(l ong newal ue) {
max = newval ue;

}

public void set AvygCounter (|l ong newal ue) {
avgCount er = newval ue;

public void setStdDevCounter (|l ong newal ue) {
st dDevCount er = newval ue;

}
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Appendix B

THE ACTIVITIES BUILDER

/**

* © Copyright International Business Machi nes Corporation 2000, 2001.
* All rights reserved.

*

* The 'ActivitiesBuilder' class generates activities starting from
* the Usage Table

* File : ActivitiesBuilder.java

* Created : 01/07/2001

*

*  @ut hor Mlco Filoni (nfi@urich.ibmcon

* @ersion 1. 00, 25/11/2001

* @i nce JDK 1.3

*

**/

import java.io.*;

import java.util.*;

i mport java.sql.*;

i mport comibmidd.db. *;
i nport gnu. get opt. Get opt ;

inmport comibmidd.lib.AppFil eProperti es;

public class ActivitiesBuilder {

stati c Connection dbCon = nul |;
static String schema = "CADLI";
static String recorder = "";

public static void Buil dLocal WebActivities() throws java.sql.SQException {

Ti nmest anp startTine = null, endTine = null;

String sql Statenent0 = null, sqgl Statementl = null, sql Statement2 = null;
String crnt Host, agent, target Host = nul |, descr = null;

int activityGp = 3600000; // 1 hour

int packets = 0, vol une = 0;

int mn = | nteger. MAX_VALUE, max = -1, nunibsages = 0;

| ong crntTime = 0, prvTime = 0,crntGp = O;

| ong avgCounter = 0, stdDevCounter = O;

doubl e avg = 0, stdDev = 0;

bool ean flag = fal se;

Systemout. println("******* | ocal WebACt i vities *****xkkkxu).

sql Statenent0 = "I NSERT INTO " + schena + ".activities " +
"(RecordType, Start Ti me, EndTi ne, " +
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" InitiatingUser,InitiatingHost, Target," +
Descri pti on, NunJsages, Dat al, Dat a2, Dat a3, " +
" M n, Max, Aver age, St dDev, Recorder)" +
" VALUES (?2,?2,2,2,2,2,2,2,2,2,2,2,2,2,2,?2)";
Prepar edSt at enent pstnt = dbCon. prepareSt at enent (sql St at ement 0) ;

Statenent stntl
Statenent stnt2

dbCon. creat eSt at enment () ;
dbCon. creat eSt at ement () ;

/1 1 first select all the |ocal hosts that have
/1 been seen at |east in one usage record
sql Statenent1l = "SELECT DI STINCT InitiatingHost " +
"FROM " + scherma + ".usage " +
"WHERE (InitiatingHost LIKE '131.114.2. % " +
"OR InitiatingHost LIKE '131.114.4. %) " +
"AND RecordType='Http Session'";

Resul t Set rsl = stntl. executeQuery(sql Statenentl);
while (rsl.next() ) {

crntHost = rsl.getString(1);
System out.println("crntHost=" + crntHost);

/1 then for each of such hosts | select all usage records
/1 that refer to valid (' Two' directions and w th DataVol une>0)
/1 web activities (fromboth net and web | og)
sql Statenent2 =
"SELECT Start Ti ne, EndTi me, Descri pti on, Dat aPacket s, Dat aVol une, Tar get Host, Cat egory "+
"FROM " + schema + ".usage " +
"WHERE I nitiatingHost="" + crntHost + "' " +
"AND RecordType='Http Session' " +
"ORDER BY StartTime";

Resul t Set rs2 = stnt2. execut eQuery(sql Statenent?2);
crntTinme = 0O;
flag = fal se;
while (rs2.next()) {
flag = true;
prvTinme = crntTine;
crntTime = (rs2.getTinestanp(1l)).getTinme();
if (prvTime == {
startTime = rs2.getTinestanp(l);
endTi me = rs2.getTi mestanp(2);
target Host = rs2.getString(6);
if (rs2.getString(7).equals("Htp Log")) {
descr = rs2.getString(3);
el se descr = "";
packets = rs2.getint(4);
volume = rs2.getlnt(5);
mn = | nteger. MAX_VALUE;
max = -1;
avgCounter = O;
st dDevCounter = O;
nunsages = 1,

}
else if ((crntGap = (crntTine - prvTime)) <= activityGp) {
endTi me = rs2.getTi nestanp(2);
if (targetHost.indexOh(rs2.getString(6)) == -1) {
targetHost = targetHost + " || " + rs2.getString(6);

if ((rs2.getString(7).equals("Htp Log")) &&
(descr.indexOr(rs2.getString(3)) == -1)) {
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descr = descr + " || " + rs2.getString(3);

}

packets = packets + rs2.getlnt(4);

vol ume = volune + rs2.getlnt(5);

mn = (int)Math. mn(mn, crntGp);

max = (i nt)Math. max(max, crntGp);

avgCount er = avgCounter + crntGap;

stdDevCount er = stdDevCounter + (crntGap * crntGap);
nunsages++;

se if (volume > 0) {
/1 close and store current activity
pstnt . cl ear Paraneters();
pstmt.setString(1l, "Web Surfing");
pstnt.setTi nestanp(2, startTine);
pstnt.set Ti nestanp(3, endTine);
pstmt.setString(4, "");
pstmt.setString(5, crntHost);
pstmt.setString(6, targetHost.substring(0, Math. m n(511,targetHost.length())));
pstmt.setString(7, descr.substring(0, Math. m n(511, descr.length())));
pstmnt.setlnt(8, nunlsages);
pstnt.setlnt (9, packets);
pstmt.setlnt (10, vol une);
pstnt.setlnt (11, -1);
if (mn == Integer. MAX_VALUE) {
mn = -1;

}

pstnt.setlnt(12, mn);

pstmnt.setlnt (13, nmax);

avg = avgCounter / Math. max(nunmJsages - 1, 1);

pstnt . set Doubl e( 14, avg);

stdDev = Math.sqrt((stdDevCounter / Math. max(nuniJsages - 1, 1)) - (avg * avg));
pstnt . set Doubl e( 15, stdDev);

pstmt.setString(16, recorder);

pstnt . execut eUpdat e() ;

// and start a new one

startTime = rs2.getTinestanp(l);

endTi me = rs2.get Ti mestanp(2);

target Host = rs2.getString(6);

if (rs2.getString(7).equals("Htp Log")) {
descr = rs2.getString(3);

el se descr = "";

packets = rs2.getint(4);

volunme = rs2.getlnt(5);

mn = | nteger. MAX_VALUE;

max = -1;

avgCounter = O;

st dDevCounter = O;

nunsages = 1,

se {

/1 just start a new one

startTime = rs2.getTi nestanp(1l);

endTi me = rs2.getTi nestanp(2);

target Host = rs2.getString(6);

if (rs2.getString(7).equals("Htp Log")) {
descr = rs2.getString(3);

el se descr = ""

packets = rs2. gétlnt(4);
volume = rs2.getlnt(5);
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mn I nt eger . MAX_VALUE;
max -1;

avgCounter = 0;

st dDevCount er = O;
nunisages = 1,

}

if (flag & (volume > 0)) {
/1 close and store current activity
pstnt.cl ear Paraneters();
pstmt.setString(1l, "Web Surfing");
pstnt.setTi nestanp(2, startTine);
pstmt.set Ti nestanp(3, endTine);
pstmt.setString(4, "");
pstmt.setString(5, crntHost);
pstmt.setString(6, targetHost.substring(0, Math. m n(511,targetHost.length())));
pstmt.setString(7, descr.substring(0,Math. m n(511, descr.length())));
pstnt.setlnt(8, nunlsages);
pstnt.setlnt(9, packets);
pstnt.setlnt(10, vol une);
pstnt.setint(11, -1);
if (mn == Integer. MAX VALUE) ({
mn = -1;

}

pstnt.setint(12, min);

pstnt.setlnt (13, nmax);

avg = avgCounter / Math. max(numJsages - 1, 1);

pst . set Doubl e( 14, avg);

stdDev = Math.sqrt((stdDevCounter / Math. max(numJsages - 1, 1)) - (avg * avg));
pstnt . set Doubl e(15, stdDev);

pstnt.setString(16, recorder);

pstnt . execut eUpdat e() ;

}
}
}
public static void Buil dRenot eWebActivities() throws java.sql.SQ.Exception {
int activityGp = 1800000; // 1 hour
String sql Statenentl = null, sqgl Statement2 = null;
String sql Statenent0 = nul | ;
String crntHost = null, crntServer = null;
| ong crntTime = 0, prvTime = 0,crntGp = O;
Tinestanp startTime = null, endTime = null;
int mn = I nteger. MAX_VALUE, max = -1, nuniUsages = O;
int datal = 0, data2 = O;
| ong avgCounter = 0,stdDevCounter = 0;
doubl e avg = 0, stdDev = 0;
bool ean flag = fal se;

Systemout. println("******* Renot eWWebACti vities *******xxxxv).

sgl Statement0 = "I NSERT INTO " + schema + ".activities " +
"(RecordType, StartTi e, EndTi ne, " +
InitiatingUser,InitiatingHost, Target," +
" Description, Nunisages, Dat al, Dat a2, Dat a3, " +
" M n, Max, Aver age, St dDev, Recorder )" +
" VALUES (?2,?2,2,2,2,2,2,2,2,2,2,2,2,2,2,?2)";
Prepar edSt at enent pstnmt = dbCon. prepar eSt at ement (sql St at ement 0) ;

Statenment stntl = dbCon.createStatenent();
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Statement stnt2 = dbCon. createStatenent();

sql Statenent1l = "SELECT DI STI NCT Tar get Host " +
"FROM " + scherma + ".usage " +
"WHERE Cat egory='"Net Log' " +
"AND RecordType="Http Session' " +
"AND (TargetHost LIKE '131.114.2. % " +
"OR TargetHost LIKE '131.114.4.%) " +
"AND Target Host <> '131.114.4.11'" " +
"AND description = 'Two' " +
"AND Dat aVol une > 0";

Resul t Set rsl = stntl. executeQuery(sql Statenentl);
while (rsl =rsl.getString(1l); .next()) {
cr nt Host
System out . println("Local Host:" + crntHost );
sql Statenent2 = "SELECT StartTi ne, EndTi ne, Dat aPacket s, Dat aVol une " +
"FROM " + schema + ".usage " +
"WHERE Cat egory='"Net Log' " +
"AND RecordType='"Http Session' " +
"AND TargetHost="" + crntHost + "' " +
"AND Description = 'Two' " +
"AND Dat aVol ume > 3000 " +
"ORDER BY StartTime";
Resul t Set rs2 = stnt2. execut eQuery(sql Statenent?2);
crntTinme = 0O;
flag = fal se;
while (rs2.next()) {
flag = true;
prvTinme = crntTine;
crntTime = (rs2.getTinestanp(1l)).getTinme();
if (prvTime == {
startTime = rs2.getTinestanp(l);
endTi me = rs2.getTi mestanp(2);
datal = rs2.getlInt(3);
data2 = rs2.getlnt(4);
mn = | nteger. MAX_VALUE;
max = -1;
avgCounter = 0;
st dDevCount er = O;
nunisages = 1,

L}

seif ((crntGp = (crntTime - prvTime)) <= activityGp) {
endTi me = rs2.getTi mestanp(2);

datal = datal + rs2.getlnt(3);

data2 = data2 + rs2.getint(4);

mn = (int)Math. mn(mn, crntGp);

max = (i nt)Math. max(max, crntGp);

avgCounter = avgCounter + crntGap;

stdDevCount er = stdDevCounter + (crntGap * crntGap);
nunisages++;

el se {
/1 close and store current activity
pstnt . cl ear Paraneters();
pstmt.setString(l, "Renote Wb Surfing");
pstnt.setTi nestanp(2, startTine);
pstnt.set Ti nestanp(3, endTine);
pstmt.setString(4, "");
pstmt.setString(5, crntHost);
pstmt.setString(6, crntServer);
pstmt.setString(7, "");
pstnt.setlnt(8, nunlsages);
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pstmt.setlnt(9, datal);

pstnt.setlnt (10, data2);

pstnt.setlnt (11, -1);

if (mn == Integer. MAX_VALUE) {
mn = -1;

}

pstnt.setlnt(12, mn);

pstmt.setlnt (13, nmax);

avg = avgCounter / Math. max(numJsages - 1, 1);

pstmnt . set Doubl e( 14, avg);

stdDev = Math.sqrt((stdDevCounter / Math. max(nuniJsages - 1, 1)) - (avg * avg));
pstnt . set Doubl e( 15, stdDev);

pstmt.setString(16, recorder);

pstnt . execut eUpdat e() ;

// and start a new one
startTime = rs2.getTinestanp(1l);
endTi me = rs2.getTi mestanp(2);
datal = rs2.getInt(3);
data2 = rs2.getlnt(4);
mn = | nteger. MAX_VALUE;
max = -1;
avgCounter = 0;
st dDevCount er = O;
nunisages = 1,
}
}

if (flag) {
/1 close and store current activity
pstmt.cl ear Paraneters();
pstmt.setString(l, "Renote Wb Surfing");
pstnt.setTi nestanp(2, startTine);
pstnt. set Ti nestanp(3, endTine);
pstmt.setString(4, "");
pstmt.setString(5, crntHost);
pstmt.setString(6, crntServer);
pstmt.setString(7, "");
pstmt.setlnt(8, nunlsages);
pstmt.setlnt(9, datal);
pstmt.setlnt(10, data2);
pstmt.setlnt(11, -1);
if (mn == Integer. MAX_ VALUE) {

mn = -1;

}

pstnt.setlnt (12, mn);

pstnt.setlint(13, max);

avg = avgCounter / Math. max(numJsages - 1, 1);

pstnt . set Doubl e(14, avg);

stdDev = Math.sqrt((stdDevCounter / Math. max(numJsages - 1, 1)) - (avg * avg));
pst . set Doubl e( 15, stdDev);

pstmt.setString(16, recorder);

pst nt . execut eUpdat e() ;

}
}
}
public static void Buil dLocal SntpActivities() throws java.sql.SQ.Exception {
String sql Statenentl = null, sqgl Statement2 = null;
String sender St at erent, reci pi ent St at ement ;
String crntRef = null, crntUser = null;
String recList = "";
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Ti mest anp | ast Sending = null;
Systemout. println("******* ] ocal St pACtiVvities ******xxxxu).

sender Statenment = "INSERT INTO" + schema + ".activities " +
"(RecordType, Start Ti me, EndTi ne, " +
" InitiatingUser,InitiatingHost, Target," +
Descri ption, NunJsages, Dat al, Dat a2, Dat a3, " +
" M n, Max, Aver age, St dDev, Recorder)" +
" VALUES (?2,?2,2,2,2,2,2,2,2,2,2,2,2,2,2,?2)";
Prepar edSt at enent pst nt Sender = dbCon. pr epar eSt at ement (sender St at enent) ;

reci pientStatement = "INSERT INTO " + schema + ".recipients " +
"(Msgld, StartTi ne, EndTi ne, Reci pi ent, Hostlp) " +
"VALUES (?,?2,2,2,?2)";
Prepar edSt at enent pst nt Reci pi ent = dbCon. pr epar eSt at ement (r eci pi ent St at enent ) ;

Statenent stntl
Statenent stnt2

dbCon. creat eSt at ement () ;
dbCon. creat eSt at enment () ;

sql Statenent1l = "SELECT DI STI NCT Local Ref " +
"FROM " + scherma + ".usage " +
"WHERE Cat egory='Sntp Log' " +
"AND RecordType=' Message Sending'";

Resul t Set rsl = stntl. executeQuery(sql Statenentl);
while (rsl.next()) {
crntRef = rsl.getString(l);
Systemout.printin("CntRef:" + crntRef);
sql Statenent2 = "SELECT * " +
"FROM " + schema + ".usage " +
"WHERE Cat egory='Sntp Log'" " +
"AND Local Ref="" + crntRef + "' " +
"ORDER BY Recorded";
Resul t Set rs2 = stnt2. execut eQuery(sql Statenent?2);
recList = "";
while (rs2.next()) {

if ('((rs2.getsString(8)).equals(""))) {
pst mt Sender . cl ear Par anet ers();
pstmt Sender. set String(1, "Local Email Sending");
pst mt Sender . set Ti nest anp(2, rs2.getTi mestanp(6));
| ast Sendi ng = rs2.getTi nestanp(7);
pstmt Sender . set String(4, rs2.getString(8));
pstmt Sender. set String(5, rs2.getString(9));
pstmt Sender. set String(7, rs2.getString(12));
pstmt Sender. setlnt (8, rs2.getint(15));
pstmt Sender . setInt (9, rs2.getint(15));
pstmt Sender . setl nt (10, rs2.getlnt(16));

pstmt Sender . setlnt (11, -1);
pstnt Sender . setlnt (12, -1);
pstmt Sender . setlnt (13, -1);
pst nt Sender . setlnt (14, -1);
pstmt Sender . setl nt (15, -1);
pst mt Sender . set Stri ng( 16, recorder);

}

el se {
pst mt Reci pi ent. cl ear Par anet er s() ;
pstmRecipient.setInt(1, -1);
pst m Reci pi ent. set Ti mest anp(2, rs2.getTi nestanp(6));
| ast Sendi ng = rs2.getTi nestanp(7);
recList =recList +" || " + rs2.getString(10);
pst mt Reci pi ent . set Ti mestanp( 3, | ast Sendi ng);
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pstm Recipient.setString(4, rs2.getString(10));
pstmt Reci pient.setString(5, rs2.getString(11));
pst mt Reci pi ent . execut eUpdat e() ;

}

pst nt Sender . set Ti mest anp(3, | ast Sendi ng);

recLi st = recList.substring(0, Math.m n(511, recList.length()));
pstnt Sender. set String(6, recList);

pst nt Sender . execut eUpdat e() ;

}

}

public static void Buil dRenoteSnt pActivities() throws java.sql.SQ.Exception {
String sql Statenentl = nul | ;
String sql Statenent0 = nul | ;

Systemout. println("******* Renot eSnt pActivities ******x*xxxxv).

sgl Statement0 = "I NSERT INTO " + schema + ".activities " +
"(RecordType, StartTi me, EndTi ne, " +

InitiatingUser,InitiatingHost, Target," +

" Description, Nunisages, Dat al, Dat a2, Dat a3, " +

" M n, Max, Aver age, St dDev, Recorder )" +

" VALUES(’?’)’)‘7‘7’?’?’)’)’?’)’?’)’7’)’))";

Prepar edSt at enent pst nt dbCon. pr epar eSt at errent (sql St at enent 0) ;

Statenent stntl = dbCon.createStatenent();
sql Statenent1l = "SELECT StartTi e, EndTi ne, | ni tiati ngHost, Target Host, " +
" Dat aPacket s, Dat aVol une, M n, Max, Aver age, StdDev " +
"FROM " + scherma + ".usage " +
"WHERE Cat egory='Net Log' " +
"AND RecordType='Sntp Session' " +
"AND InitiatingHost <> '131.114.4.6' " +
"AND Target Host <> '131.114.4.6' " +
"AND Dat aVol une > 0";

Resul t Set rsl = stntl. executeQuery(sql Statenentl);
while (rsl.next()) {
/1 store current activity
pstnt.cl ear Paraneters();
if ((rsl.getString(3).indexCr("131.114.2.") == -1) &&
(rsl.getString(3).indexOr("131.114.4.") == -1)) {
pstmt.setString(l, "Renote Email Receiving");

el se {
pstm.setString(l, "Renote Email Sending");

pstnt.setTimestanp(2, rsl.getTinestanp(1l));
pstnt.set Ti mestanp(3, rsl.getTimestamp(2));
pstnt.setString(4, "");

pstnt.setString(5, rsl.getString(3));
pstnt.setString(6, rsl.getString(4));
pstnt.setString(7, "");

pstnt.setlnt(8, 1);

pstnt.setInt(9, rsl.getint(5));
pstnt.setInt (10, rsl.getlnt(6));
pstnt.setint (11, -1);
pstnt.setlnt(12, rsl.getInt(7));
pstnt.setInt (13, rsl.getint(8));
pstnt.set Doubl e(14, rsl.getint(9));
pstnt. set Doubl e(15, rsl.getlnt(10));
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pstnt.setString(16, recorder);
pstnt. execut eUpdat e() ;
}
}

public static void Buil dLocal PopActivities() throws java.sql.SQ.Exception {

int activityGp = 3600000; // 1 hour

String sql Statenentl = null, sqgl Statement2 = null;
String sql Statenent0 = nul | ;

String crntUser = null,crntHost = null;

| ong crntTime = 0,prvTime = 0,crntGap = 0;

Ti nest anp startTine = null, endTine = null;

int newMsgs = 0, del Msgs = 0, | eft Msgs = 0, foundMsgs = O;
int mn = Integer. MAX_VALUE, max = -1, nuniUsages = 0;
| ong avgCounter = 0, stdDevCounter = O;

doubl e avg = 0, stdDev = 0;

bool ean flag = fal se;

Systemout. println("******* | gcal POPACti Vities *****xxkxxu),

sql Statenent0 = "I NSERT INTO " + schena + ".activities " +
"(RecordType, Start Ti me, EndTi ne, " +
" InitiatingUser,InitiatingHost, Target," +
Descri pti on, NunmJsages, Dat al, Dat a2, Dat a3, " +
" M n, Max, Aver age, St dDev, Recorder)" +
" VALUES (?2,?2,2,2,2,2,2,2,2,2,2,2,2,2,2,?2)";
Prepar edSt at enent pstnt = dbCon. prepareSt at enent (sql St at ement 0) ;

Statenent stntl
Statenent stnt2

dbCon. creat eSt at enment () ;
dbCon. creat eSt at ement () ;

sql Statenent1 = "SELECT DI STINCT InitiatingUser,InitiatingHost " +
"FROM " + scherma + ".usage " +
"WHERE Cat egory='Pop Log' ";

Resul t Set rsl = stntl. executeQuery(sql Statenentl);
while (rsl.next()) {
crntUser = rsl.getString(1);
crntHost = rsl.getString(2);
Systemout.printIn("CntUser:" + crntUser + " " + "CrntHost:" + crntHost);
sql Statenent2 = "SELECT StartTi ne, EndTi ne, Dat aPacket s, Dat aVol une " +
"FROM " + schema + ".usage " +
"WHERE Cat egory='Pop Log' " +
"AND InitiatingUser="" + crntUser + "' " +
"AND I nitiatingHost="" + crntHost + "' " +
"ORDER BY StartTi me";
Resul t Set rs2 = stnt2. execut eQuery(sql Statenent?2);
crntTime = 0O;
flag = fal se;
while (rs2.next()) {
flag = true;
prvTime = crntTine;
crntTime = (rs2.getTinestanp(1l)).getTinme();
if (prvTime == 0) {

startTime = rs2.getTinestanp(1l);

endTi me = rs2.getTi nestanp(2);

foundMsgs = rs2.getInt(3) + rs2.getlnt(4);
| eft Msgs = rs2.getlnt(3);

del Msgs = rs2.getlnt(4);

mn = | nteger. MAX_VALUE;

max = -1;
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avgCounter = 0;
st dDevCount er = O;
nunisages = 1,

o

se if ((crntGap = (crntTine - prvTime)) <= activityGp) {
endTi me = rs2.getTi nestanp(2);

del Msgs = del Msgs + rs2.getlnt(4);

| eft Msgs = rs2.getlnt(4);

mn = (int)Math. min(mn, crntGp);

max = (i nt)Math. max(nmax, crntGp);

avgCount er = avgCounter + crntGap;

st dDevCount er = stdDevCounter + (crntGap * crntGap);
nunsages++;

el se {
/1 close and store current activity
pstmnt.cl ear Paraneters();
pstmt.setString(1l, "Local Email Downl oadi ng");
pstnt.setTi nestanp(2, startTine);
pstnt. set Ti nestanp(3, endTine);
pstnt.setString(4, crntUser);
pstmt.setString(5, crntHost);
pstmt.setString(6, "");
pstmt.setString(7, "");
pstmt.setlnt (8, nunlsages);
pstmt.setlnt(9, foundMsgs);
pstnt.setlnt (10, del Msgs);
pstmt.setlnt (11, |eftMsgs);
if (mn == Integer. MAX_ VALUE) {

mn = -1;

}

pstmt.setlnt (12, mn);

pstnt.setlnt (13, max);

avg = avgCounter / Math. max(nunmlsages - 1, 1);

pstnt. set Doubl e(14, avg);

stdDev = Math.sqrt((stdDevCounter / Math.max(nuniJsages - 1, 1)) - (avg * avg));
pstnt . set Doubl e( 15, stdDev);

pstmt.setString(16, recorder);

pstnt . execut eUpdat e() ;

/1 and start a new one
startTime = rs2.getTinestanp(1l);
endTi me = rs2.getTi nestanp(2);
foundMsgs = rs2.getInt(3) + rs2.getlnt(4);
| eft Msgs = rs2.getlnt(3);
del Msgs = rs2.getlnt(4);
mn = | nteger. MAX_VALUE;
max = -1;
avgCounter = 0;
st dDevCount er = O;
nunisages = 1,
}
}

if (flag) {
/Il close and store current activity
pstnt.cl ear Paraneters();
pstmt.setString(1l, "Local Email Downl oadi ng");
pstmt.set Ti nestanp(2, startTine);
pstnt. set Ti nestanp(3, endTine);
pstnt.setString(4, crntUser);
pstmt.setString(5, crntHost);
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pstmt.setString(6, "");
pstmt.setString(7, "");
pstmt.setlnt(8, nunlsages);
pstnt.setlnt(9, foundMsgs);
pstnt.setlnt(10, del Msgs);
pstnt.setlnt(11, |eftMsgs);
if (mn == Integer. MAX_ VALUE) {
mn = -1;

}

pstnt.setlnt (12, mn);

pstnt.setlnt(13, max);

avg = avgCounter / Math. max(numJsages - 1, 1);

pstnt . set Doubl e(14, avg);

stdDev = Math.sqrt((stdDevCounter / Math. max(numJsages - 1, 1)) - (avg * avg));
pst . set Doubl e( 15, stdDev);

pstmt.setString(16, recorder);

pst nt . execut eUpdat e() ;

}
}
}
public static void Buil dRenot eQut PopActivities() throws java.sqgl.SQException {
int activityGp = 3600000; // 1 hour
String sql Statenentl = null, sqgl Statement2 = null;
String sql Statenent0 = nul | ;
String crntHost = null, crntServer = null;
| ong crntTime = 0, prvTime = 0,crntGap = 0;
Ti nest anp startTine = null, endTine = null;
int mn = | nteger. MAX_VALUE, max = -1, nunisages = 0;
int datal = 0, data2 = O;
| ong avgCounter = 0, stdDevCounter = O;
doubl e avg = 0, stdDev = 0;
bool ean flag = fal se;

System out. println("******* Renpt eQut POPACti vities *****xxxkxu).

sql Statenent0 = "I NSERT INTO " + schena + ".activities " +
"(RecordType, Start Ti me, EndTi ne, " +
" InitiatingUser,InitiatingHost, Target," +
Descri ption, NunJsages, Dat al, Dat a2, Dat a3, " +
" M n, Max, Aver age, St dDev, Recorder)" +
" VALUES (?2,?2,2,2,2,2,2,2,2,2,2,2,2,2,2,?2)";
Prepar edSt at enent pstnt = dbCon. prepareSt at enent (sql St at ement 0) ;

Statenent stntl
Statenent stnt2

= dbCon. creat eStaterment () ;
= dbCon. createStatenent ();
sql Statenent1 = "SELECT DI STINCT InitiatingHost, Target Host " +
"FROM " + scherma + ".usage " +
"WHERE Cat egory='Net Log' " +
"AND RecordType=' Pop Session' " +
"AND (initiatinghost LIKE '131.114.2.% " +
"OR initiatinghost LIKE '131.114. 4. %)";

Resul t Set rsl = stntl. executeQuery(sql Statenentl);
while (rsl.next()) {
crntHost = rsl.getString(1);
crntServer = rsl.getString(2);
System out. println("Local Host:" + crntHost + " " + "RenoteHost:" + crntServer);

sql Statenent2 = "SELECT StartTi ne, EndTi ne, Dat aPacket s, Dat aVol une " +
"FROM " + schema + ".usage " +
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"WHERE Cat egory='"Net Log' " +
"AND RecordType='Pop Session' " +
"AND I nitiatingHost="" + crntHost + "' " +
"AND TargetHost="" + crntServer + "' " +
"AND DataVolume <> 0 " +
"ORDER BY StartTime";
Resul t Set rs2 = stnt2. execut eQuery(sql Statenent?2);

crntTime = O;
flag = fal se;
while (rs2.next()) {

flag = true;
prvTinme = crntTine;
crntTime = (rs2.getTinestanp(1l)).getTinme();
if (prvTime == {
startTime = rs2.getTinestanp(1l);
endTi me = rs2.getTi mestanp(2);
datal = rs2.getInt(3);
data2 = rs2.getlnt(4);
mn = | nteger. MAX_VALUE;
max = -1;
avgCounter = 0;
st dDevCount er = O;
nunisages = 1,

}

else if ((crntGap = (crntTine -
endTi me = rs2.getTi mestanp(2);
datal = datal + rs2.getlnt(3);
data2 = data2 + rs2.getint(4);
mn = (int)Math. mn(mn, crntGp);
max = (i nt)Math. max(max, crntGp);
avgCounter = avgCounter + crntGap;
stdDevCount er = stdDevCounter + (crntGap * crntGap);
nunsages++;

prvTine)) <= activityGp) {

el se {
/1 close and store current activity
pstnt . cl ear Paraneters();
pstmt.setString(l, "Renote Email Downl oadi ng");
pstnt.setTi nestanp(2, startTine);
pstnt.set Ti nestanp(3, endTine);
pstmt.setString(4, "");
pstmt.setString(5, crntHost);
pstmt.setString(6, crntServer);
pstmt.setString(7, "");
pstnt.setlnt (8, nunlsages);
pstmt.setlnt(9, datal);
pstnt.setlnt (10, data2);
pstnt.setint (11, -1);
if (mn == Integer. MAX_VALUE) {

mn = -1;

}

pstnt.setlnt(12, mn);

pstmt.setlnt (13, nmax);

avg = avgCounter / Math. max(numJsages - 1, 1);

pstnt . set Doubl e( 14, avg);

stdDev = Math.sqrt((stdDevCounter / Math. max(nuniJsages - 1, 1)) - (avg * avg));
pstmnt . set Doubl e( 15, stdDev);

pstmt.setString(16, recorder);

pstnt . execut eUpdat e() ;

/! and start a new one
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}
if

}
}
}

public

int

Stri
Stri
Stri
| ong
Ti me
int

int

| ong
doub
bool

Syst

startTime = rs2.getTinestanp(1l);
endTi me = rs2.get Ti mestanp(2);
datal = rs2.getInt(3);
data2 = rs2.getlnt(4);
mn = | nteger. MAX_VALUE;
max = -1;
avgCounter = 0;
st dDevCount er = O;
nunisages = 1,
}

(flag) { o
/1 close and store current activity

pstnt.cl ear Paraneters();
pstmt.setString(l, "Renote Enail Downl oading");
pstnt.set Ti nestanp(2, startTine);
pstnt. set Ti nestanp(3, endTine);
pstmt.setString(4, "");
pstmt.setString(5, crntHost);
pstmt.setString(6, crntServer);
pstmt.setString(7, "");
pstmt.setlnt(8, nunlsages);
pstmt.setlnt(9, datal);
pstmt.setlnt(10, data2);
pstmt.setlnt(11, -1);
if (mn == Integer. MAX_ VALUE) {
mn = -1;

}

pstnt.setlnt (12, mn);

pstnt.setlnt(13, max);

avg = avgCounter / Math. max(numJsages - 1, 1);

pst nt . set Doubl e(14, avg);

stdDev = Math.sqrt((stdDevCounter / Math. max(numJsages - 1, 1)) - (avg * avg));
pst . set Doubl e( 15, stdDev);

pstmt.setString(16, recorder);

pst nt . execut eUpdat e() ;

static voi d Buil dRenot el nPopActivities() throws java.sql.SQException {

activityGp = 3600000; // 1 hour
ng sql Statenentl = null, sqgl Statement2 = null;
ng sql Statenent0 = nul | ;
ng crntHost = null, crntServer = null;
crntTime = 0, prvTime = 0,crntGap = 0;
st anp startTine = null, endTine = null;
mn = | nteger. MAX_VALUE, nex = -1, nunijsages = 0;
datal = 0, data2 = O;
avgCounter = 0, stdDevCounter = 0;
| e avg = 0, stdbDev = 0;
ean flag = fal se;

emout. println("******* Renptel NPOPACti Vities *****xxxxkxn).

sql Statenent0 = "I NSERT INTO " + schena + ".activities " +

" (

Recor dType, Start Ti ne, EndTi me, " +
InitiatingUser,InitiatingHost, Target," +
Descri ption, NunJsages, Dat al, Dat a2, Dat a3, " +

M n, Max, Aver age, St dDev, Recorder)" +
VALUES (?,?,?,?2,?2,2,2,2,2,2,2,2,2,2,2,?2)";
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Prepar edSt at enent pstnt = dbCon. prepareSt at enent (sql St at ement 0) ;

Statenent stntl
Statenent stnt2

= dbCon. creat eStaterment () ;
= dbCon. createStatenent ();
sql Statenent1 = "SELECT DI STINCT InitiatingHost, Target Host " +
"FROM " + scherma + ".usage " +
"WHERE Cat egory='Net Log' " +
"AND RecordType='Pop Session' " +
"AND (TargetHost LIKE '131.114.2.% " +
"OR TargetHost LIKE '131.114.4.%) " +
"AND Target Host <> '131.114.4.6'";

Resul t Set rsl = stntl. executeQuery(sql Statenentl);
while (rsl.next()) {
crntHost = rsl.getString(1);
crntServer = rsl.getString(2);
System out. println("Local Host:" + crntHost + " " + "RenoteHost:" + crntServer);
sql Statenent2 = "SELECT StartTi ne, EndTi ne, Dat aPacket s, Dat aVol une " +
"FROM " + schema + ".usage " +
"WHERE Cat egory='"Net Log' " +
"AND RecordType='Pop Session' " +
"AND I nitiatingHost="" + crntHost + "' " +
"AND TargetHost="" + crntServer + "' " +
"AND Dat aVolune > 0 " +
"ORDER BY StartTi me";
Resul t Set rs2 = stnt2. execut eQuery(sql Statenent?2);

crntTime = O;
flag = fal se;
while (rs2.next()) {

flag = true;
prvTinme = crntTine;
crntTime = (rs2.getTinestanp(1l)).getTinme();
if (prvTime == {

startTime = rs2.getTinestanp(1l);

endTi me = rs2.getTi mestanp(2);

datal = rs2.getlInt(3);

data2 = rs2.getlnt(4);

mn = | nteger. MAX_VALUE;

max = -1;

avgCounter = 0;

st dDevCount er = O;

nunisages = 1,

L}

seif ((crntGp = (crntTime - prvTime)) <= activityGp) {
endTi me = rs2.get Ti mestanp(2);

datal = datal + rs2.getlnt(3);

data2 = data2 + rs2.getint(4);

mn = (int)Math. mn(mn, crntGp);

max = (i nt)Math. max(max, crntGp);

avgCounter = avgCounter + crntGap;

stdDevCount er = stdDevCounter + (crntGap * crntGap);
nunsages++;

el se {
/1 close and store current activity
pstnt . cl ear Paraneters();
pstmt.setString(l, "Renote Email Downl oadi ng");
pstnt.setTi nestanp(2, startTine);
pstnt.set Ti nestanp(3, endTine);
pstmt.setString(4, "");
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pstmt.setString(5, crntHost);
pstmt.setString(6, crntServer);
pstmt.setString(7, "");
pstnt.setlnt(8, nunlsages);
pstmt.setlnt(9, datal);
pstnt.setlnt (10, data2);
pstnt.setlnt (11, -1);
if (mn == Integer. MAX_VALUE) {
mn = -1;

}

pstnt.setlnt(12, mn);

pstmt.setlnt (13, nmax);

avg = avgCounter / Math. max(numJsages - 1, 1);

pstnt . set Doubl e( 14, avg);

stdDev = Math.sqrt((stdDevCounter / Math. max(nuniJsages - 1, 1)) - (avg * avg));
pstmt . set Doubl e( 15, stdDev);

pstmt.setString(16, recorder);

pstnt . execut eUpdat e() ;

// and start a new one
startTime = rs2.getTinestanp(1l);
endTi me = rs2.getTi mestanp(2);
datal = rs2.getInt(3);
data2 = rs2.getlnt(4);
mn = | nteger. MAX_VALUE;
max = -1;
avgCounter = 0;
st dDevCount er = O;
nunisages = 1,
}
}

if (flag) {
/1 close and store current activity
pstnt.cl ear Paraneters();
pstmt.setString(l, "Renote Enail Downl oading");
pstnt.setTi nestanp(2, startTine);
pstnt. set Ti nestanp(3, endTine);
pstmt.setString(4, "");
pstmt.setString(5, crntHost);
pstmt.setString(6, crntServer);
pstmt.setString(7, "");
pstmt.setlnt(8, nunlsages);
pstmt.setlnt(9, datal);
pstmt.setlnt(10, data2);
pstmt.setlnt(11, -1);
if (mn == Integer. MAX_ VALUE) {

mn = -1;

}

pstnt.setlnt (12, mn);

pstnt.setlnt(13, max);

avg = avgCounter / Math. max(numJsages - 1, 1);

pst nt . set Doubl e(14, avg);

stdDev = Math.sqrt((stdDevCounter / Math. max(numJsages - 1, 1)) - (avg * avg));
pstnmt . set Doubl e( 15, stdDev);

pstmt.setString(16, recorder);

pst nt . execut eUpdat e() ;

}

}
}

public static void Buil dLocal | mapActivities() throws java.sql.SQ.Exception {
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int activityGp = 3600000; // 1 hour

String sql Statenentl = null, sqgl Statement2 = null;
String sql Statenent0 = nul | ;

String crntUser = null,crntHost = null;

| ong crntTime = 0,prvTime = 0,crntGap = 0;

Ti nest anp startTine = null, endTine = null;

int mn = I nteger. MAX_VALUE, max = -1, nunibsages = 0;
| ong avgCounter = 0,stdDevCounter = 0;

doubl e avg = 0, stdDev = 0;

bool ean flag = fal se;

Systemout. println("******* | gcal | mapActi vities ****xxxkxxn).

sgl Statement0 = "I NSERT INTO " + schema + ".activities " +
"(RecordType, StartTi e, EndTi ne, " +
" InitiatingUser,InitiatingHost, Target," +
" Description, Nunisages, Dat al, Dat a2, Dat a3, " +
" M n, Max, Aver age, St dDev, Recorder )" +
" VALUES (?2,?2,2,2,2,2,2,2,2,2,2,2,2,2,2,?2)";
Prepar edSt at enent pstnt = dbCon. prepar eSt at ement (sql St at ement 0) ;

Statenent stntl
Statenent stnt2

dbCon. creat eSt at ement () ;
dbCon. creat eSt at enment () ;

sql Statenent1l = "SELECT DI STINCT InitiatingUser,InitiatingHost " +
"FROM " + scherma + ".usage " +
"WHERE Cat egory='Imap Log" ";

Resul t Set rsl = stntl. executeQuery(sql Statenentl);
while (rsl.next()) {
crntUser = rsl.getString(1);
crntHost = rsl.getString(2);
Systemout.printin("CntUser:" + crntUser + " " + "CrntHost:" + crntHost);
sql Statenent2 = "SELECT StartTi ne, EndTi ne, | niti ati ngHost, Dat aPacket s, Dat avVol ume " +
"FROM " + schema + ".usage " +
"WHERE Cat egory='Imap Log" " +
"AND I nitiatingUser="" + crntUser + "' " +
"AND I nitiatingHost="" + crntHost + "' " +
"ORDER BY StartTime";
Resul t Set rs2 = stnt2. execut eQuery(sql Statenent?2);
crntTime = 0;
flag = fal se;
while (rs2.next()) {
flag = true;
prvTinme = crntTine;
crntTime = (rs2.getTinestanp(1l)).getTime();
if (prvTime == 0) {
startTime = rs2.getTinestanp(1l);
endTi me = rs2.getTi nestanp(2);
mn = | nteger. MAX_VALUE;
max = -1;
avgCounter = O;
st dDevCounter = O;
nunsages = 1,

o

se if ((crntGap = (crntTine - prvTime)) <= activityGp) {
endTi me = rs2.getTi nestanp(2);

mn = (int)Math. min(mn, crntGp);

max = (i nt)Math. max(nmax, crntGp);

avgCount er = avgCounter + crntGap;

st dDevCount er = stdDevCounter + (crntGap * crntGap);
nunisages++;
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el se {
/1 close and store current activity
pstnt.cl ear Paraneters();
pstmt.setString(1l, "Local Email Downl oadi ng");
pstnt.setTi nestanp(2, startTine);
pstnt. set Ti nestanp(3, endTine);
pstnt.setString(4, crntUser);
pstmt.setString(5, crntHost);
pstmt.setString(6, "");
pstmt.setString(7, "");
pstmt.setlnt (8, nunlsages);
pstmt.setlnt(9, -1);
pstnt.setlnt (10, -1);
pstmt.setlnt (11, -1);
if (mn == Integer. MAX_VALUE) {

mn = -1;

}

pstmt.setlnt (12, mn);

pstnt.setlnt(13, max);

avg = avgCounter / Math. max(nunmJsages - 1, 1);

pstnt. set Doubl e(14, avg);

stdDev = Math.sqrt((stdDevCounter / Math. max(nuniJsages - 1, 1)) - (avg * avg));
pst . set Doubl e( 15, stdDev);

pstmt.setString(16, recorder);

pstnt . execut eUpdat e() ;

/1l and start a new one
startTime = rs2.getTi nestanp(1l);
endTi me = rs2.getTi nestanp(2);
mn = | nteger. MAX_VALUE;
max = -1;
avgCounter = O;
stdDevCounter = 0;
nunJsages = 1,
}
}

if (flag) {
/1 close and store current activity
pstnt.cl ear Paraneters();
pstmt.setString(l, "Local Email Downl oadi ng");
pstnt.setTi nestanp(2, startTine);
pstnt . set Ti nestanp(3, endTine);
pstnt.setString(4, crntUser);
pstmt.setString(5, crntHost);
pstmt.setString(6, "");
pstmt.setString(7, "");
pstnt.setlnt(8, nunisages);
pstnt.setint(9, -1);
pstnt.setlnt(10, -1);
pstnt.setint(11, -1);
if (mn == Integer. MAX VALUE) ({

mn = -1;

}

pstnt.setint(12, min);

pstnt.setlnt (13, nmax);

avg = avgCounter / Math. max(nunmJsages - 1, 1);

pstnt . set Doubl e( 14, avg);

stdDev = Math.sqrt((stdDevCounter / Math. max(numJsages - 1, 1)) - (avg * avg));
pst nt . set Doubl e( 15, stdDev);

pstmt.setString(16, recorder);

pstnt . execut eUpdat e() ;
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}
}

public static void Buil dRenot eQut | mapActivities() throws java.sql.SQException {

int activityGp = 3600000; // 1 hour

String sql Statenentl = null, sqgl Statement2 = null;
String sql Statenent0 = nul | ;

String crntHost = null, crntServer = null;

| ong crntTime = 0, prvTime = 0,crntGp = O;
Tinestanp startTime = null, endTime = null;

int mn = Integer. MAX_VALUE, max = -1, nuniUsages = 0;
int datal = 0, data2 = O;

| ong avgCounter = 0,stdDevCounter = 0;

doubl e avg = 0, stdDev = 0;

bool ean flag = fal se;

Systemout. println("******* RenpteCQut | mapActivities ****xxxxxxu):

sql Statenent0 = "I NSERT INTO " + schema + ".activities " +
"(RecordType, Start Ti me, EndTi ne, " +
" InitiatingUser,InitiatingHost, Target," +
Descri pti on, NunmJsages, Dat al, Dat a2, Dat a3, " +
" M n, Max, Aver age, St dDev, Recorder)" +
" VALUES (?2,?2,2,2,2,2,2,2,2,2,2,2,2,2,2,?2)";
Prepar edSt at enent pstnt = dbCon. prepareSt at enent (sql St at ement 0) ;

Statenent stntl
Statenent stnt2

= dbCon. creat eStaterment () ;
= dbCon. createStatenent ();
sql Statenent1 = "SELECT DI STINCT InitiatingHost, Target Host " +
"FROM " + scherma + ".usage " +
"WHERE Cat egory='Net Log' " +
"AND RecordType='lmap Session' " +
"AND (initiatinghost LIKE '131.114.2.% " +
"OR initiatinghost LIKE '131.114. 4. %)";

Resul t Set rsl = stntl. executeQuery(sql Statenentl);
while (rsl.next()) {
crntHost = rsl.getString(1);
crntServer = rsl.getString(2);
System out.println("Local Host:" + crntHost + " " + "RenoteHost:" + crntServer);
sql Statenent 2 = "SELECT Start Ti ne, EndTi me, Dat aPacket s, Dat aVol une " +
"FROM " + schema + ".usage " +
"WHERE Cat egory='Net Log' " +
"AND RecordType='Ilnmap Session' " +
"AND InitiatingHost="" + crntHost + "' " +
"AND TargetHost="" + crntServer + "' " +
"AND Dat aVolume > 0 " +
"ORDER BY StartTime";
Resul t Set rs2 = stnt2. execut eQuery(sql Statenent?2);
crntTime = 0;
flag = fal se;
while (rs2.next()) {
flag = true;
prvTinme = crntTine;
crntTime = (rs2.getTinestanp(1l)).getTime();
if (prvTime == 0) {
startTime = rs2.getTinestanp(1l);
endTi me = rs2.getTi nestanp(2);
datal rs2.getlnt(3);
dat a2 rs2.getlnt(4);
mn = | nteger. MAX_VALUE;
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max = -1;
avgCounter = O;
stdDevCounter = 0;
nunsages = 1,

o

seif ((crntGap = (crntTinme
endTi me = rs2.getTi nestanp(2);
datal = datal + rs2.getlInt(3
data2 = data2 + rs2.getlnt(4);

mn = (int)Math. min(mn, crntGp);

max = (i nt)Math. max(nmax, crntGp);

avgCount er = avgCounter + crntGap;

st dDevCount er = stdDevCounter + (crntGap * crntGap);
nunsages++;

prvTine)) <= activityGp) {

~—— 1|

el se {
/1 close and store current activity
pstmnt.cl ear Paraneters();
pstmt.setString(1l, "Renote Email Downl oadi ng");
pstnt.setTi nestanp(2, startTine);
pstnt. set Ti nestanp(3, endTine);
pstmt.setString(4, "");
pstmt.setString(5, crntHost);
pstmt.setString(6, crntServer);
pstmt.setString(7, "");
pstmt.setlnt (8, nunlsages);
pstmt.setlnt(9, datal);
pstmt.setlnt (10, data2?);
pstmt.setlnt (11, -1);
if (mn == Integer. MAX_VALUE) {

mn = -1;

}

pstmt.setlnt (12, mn);

pstnt.setlnt (13, max);

avg = avgCounter / Math. max(nunmlsages - 1, 1);

pstnt. set Doubl e(14, avg);

stdDev = Math.sqrt((stdDevCounter / Math.max(nuniJsages - 1, 1)) - (avg * avg));
pstnt . set Doubl e( 15, stdDev);

pstmt.setString(16, recorder);

pstnt . execut eUpdat e() ;

/1l and start a new one
startTime = rs2.getTinestanp(1l);
endTi me = rs2.getTi nestanp(2);
datal = rs2.getlnt(3);
data2 = rs2.getlnt(4);
mn = | nteger. MAX_VALUE;
max = -1;
avgCounter = O;
stdDevCounter = 0;
nunsages = 1,
}
}

if (flag) {
/1 close and store current activity
pstnt.cl ear Paraneters();
pstmt.setString(l, "Renote Enmil Downl oading");
pstnt.set Ti nestanp(2, startTine);
pstnt.set Ti nestanp(3, endTine);
pstmt.setString(4, "");
pstmt.setString(5, crntHost);
pstmt.setString(6, crntServer);
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pstmt.setString(7, "");

pstnt.setlnt(8, nunisages);

pstmt.setlnt(9, datal);

pstnt.setlnt(10, data2);

pstnt.setint(11, -1);

if (mn == Integer. MAX VALUE) ({
mn = -1;

}

pstnt.setint(12, min);

pstnt.setlnt (13, nmax);

avg = avgCounter / Math. max(numJsages - 1, 1);

pst . set Doubl e(14, avg);

stdDev = Math.sqrt((stdDevCounter / Math. max(numJsages - 1, 1)) - (avg * avg));
pstnt . set Doubl e(15, stdDev);

pstmt.setString(16, recorder);

pst nt . execut eUpdat e() ;

}
}
}
public static void Buil dRenotel nl mapActivities() throws java.sqgl.SQException {
int activityGp = 3600000; // 1 hour
String sql Statenentl = null, sqgl Statement2 = null;
String sql Statenent0 = nul | ;
String crntHost = null, crntServer = null;
| ong crntTime = 0, prvTime = 0,crntGp = O;
Tinestanp startTime = null, endTime = null;
int mn = Integer. MAX_VALUE, max = -1, nuniUsages = O;
int datal = 0, data2 = O;
| ong avgCounter = 0,stdDevCounter = 0;
doubl e avg = 0, stdbDev = 0;
bool ean flag = fal se;

Systemout. println("******* Renot el nl mapActivities *****xxxxxu).

sgl Statement0 = "I NSERT INTO " + schema + ".activities " +
"(RecordType, StartTi me, EndTi ne, " +
InitiatingUser,InitiatingHost, Target," +
" Description, Nunisages, Dat al, Dat a2, Dat a3, " +
" M n, Max, Aver age, St dDev, Recorder )" +
" VALUES (?2,?2,2,2,2,2,2,2,2,2,2,2,2,2,2,?2)";
Prepar edSt at enent pstnt = dbCon. prepar eSt at ement (sql St at ement 0) ;

Statenent stntl
Statenent stnt?2

dbCon. creat eSt at ement () ;
dbCon. creat eSt at enment () ;

sql Statenent1 = "SELECT DI STINCT InitiatingHost, Target Host " +
"FROM " + scherma + ".usage " +
"WHERE Cat egory='"Net Log' " +
"AND RecordType='lmap Session' " +
"AND (Target Host LIKE '131.114.2.% " +
"OR Target Host LIKE '131.114.4.%) " +
"AND Target Host <> '131.114.4.6'";

Resul t Set rsl = stntl. executeQuery(sql Statenentl);
while (rsl.next()) {
crntHost = rsl.getString(1);
crntServer = rsl.getString(2);
System out . println("Local Host:" + crntHost + " " + "RenoteHost:" + crntServer);
sql Statenent 2 = "SELECT Start Ti ne, EndTi ne, Dat aPacket s, Dat aVol une " +
"FROM " + schema + ".usage " +
"WHERE Cat egory='Net Log' " +
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"AND RecordType='Ilnmap Session' " +
"AND I nitiatingHost="" + crntHost + "' " +
"AND TargetHost="" + crntServer + "' " +
"AND DataVolume > 0 " +
"ORDER BY StartTime";
Resul t Set rs2 = stnt 2. execut eQuery(sql Statenent2);
crntTime = 0;
flag = fal se;
while (rs2.next()) {
flag = true;
prvTinme = crntTine;
crntTime = (rs2.getTinestanp(1l)).getTime();
if (prvTime == 0) {
startTime = rs2.getTinestanp(1l);
endTi me = rs2.getTi nestanp(2);
datal = rs2.getlnt(3);
data2 = rs2.getlnt(4);
mn = | nteger. MAX_VALUE;
max = -1;
avgCounter = O;
st dDevCounter = O;
nunsages = 1,

}
else if ((crntGap = (crntTine - prvTime)) <= activityGp) {
endTi me = rs2.getTi nestanp(2);
datal = datal + rs2.getInt(3);
data2 = data2 + rs2.getlnt(4);
mn = (int)Math. min(mn, crntGp);
max = (i nt)Math. max(nmax, crntGp);
avgCounter = avgCounter + crntGap;
st dDevCount er = stdDevCounter + (crntGap * crntGap);
nunsages++;

el se {
/1 close and store current activity
pstnt.cl ear Paraneters();
pstmt.setString(1l, "Renote Email Downl oadi ng");
pstnt.setTi nestanp(2, startTine);
pstnt. set Ti nestanp(3, endTine);
pstmt.setString(4, "");
pstmt.setString(5, crntHost);
pstmt.setString(6, crntServer);
pstmt.setString(7, "");
pstmt.setlnt (8, nunlsages);
pstmt.setlnt(9, datal);
pstmt.setlnt (10, data2?);
pstmt.setlnt (11, -1);
if (mn == Integer. MAX_VALUE) {

mn = -1;

}

pstmt.setlnt (12, mn);

pstnt.setlnt (13, max);

avg = avgCounter / Math. max(nunmlsages - 1, 1);

pstnt.set Doubl e(14, avg);

stdDev = Math.sqrt((stdDevCounter / Math. max(nuniJsages - 1, 1)) - (avg * avg));
pstmt . set Doubl e( 15, stdDev);

pstmt.setString(16, recorder);

pst nt . execut eUpdat e() ;

/1 and start a new one
startTime = rs2.getTinestanp(1l);
endTi me = rs2.getTi nestanp(2);
datal = rs2.getlnt(3);
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data2 = rs2.getlnt(4);
mn = | nteger. MAX_VALUE;
max = -1;
avgCounter = O;
stdDevCounter = 0;
nunsages = 1,
}
}

if (flag) {
/1 close and store current activity
pstnt.cl ear Paraneters();
pstmt.setString(l, "Renote Enmil Downl oading");
pstnt.set Ti nestanp(2, startTine);
pstmt.set Ti nestanp(3, endTine);
pstmt.setString(4, "");
pstmt.setString(5, crntHost);
pstmt.setString(6, crntServer);
pstmt.setString(7, "");
pstnt.setlnt(8, nunisages);
pstmt.setlnt(9, datal);
pstnt.setlnt(10, data2);
pstnt.setint(11, -1);
if (mn == Integer. MAX VALUE) ({

mn = -1;

}

pstnt.setint(12, min);

pstnt.setlnt (13, nmax);

avg = avgCounter / Math. max(numJsages - 1, 1);

pst . set Doubl e( 14, avg);

stdDev = Math.sqrt((stdDevCounter / Math. max(numJsages - 1, 1)) - (avg * avg));
pstnt . set Doubl e(15, stdDev);

pstnt.setString(16, recorder);

pstnt . execut eUpdat e() ;

}
}
}
public static void main(String args[]) {
String user = "", host, application;
String server = "", source,
| ong tinel = 0;
try {

/1 have to do this to init |og4j:
AppFi | eProperties. | oadProperties();

/1 DEFAULTS
host = java. net. | net Address. get Local Host () . get Host Name() ;
application = "ActivitiesBuilder";

/1 COMVAND LI NE PARSI NG
Getopt g = new Cetopt (" ComrandLi neParser”, args, "u:h:a:s:|l:");

int c;

while ((c = g.getopt()) !'=-1) {
switch(c) {
case 'u

user = g.getOptarg();

br eak;
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case 'h':
host = g.getOptarg();
br eak;
case 'a':
application = g.getOptarg();
br eak;
case 's':
schema = g.getOptarg();
br eak;
case '|':
server = g.getOptarg();
br eak;
case '?':
break; // getopt() already printed an error
defaul t:
Systemout.printin("getopt() returned " + c + "\n");
}
}

recorder = user + " on " + host;

/1 TABLES CREATI ON

Tabl eAccessProperty tapl = new Tabl eAccessProperty (DatabaseAccessProperty. getDefault(),
schema, "ACTIVITIES");

Si npl eTabl eLocal Access. assert Tabl eCreat ed(tapl);

Tabl eAccessProperty tap2 = new Tabl eAccessProperty (DatabaseAccessProperty. getDefault(),
schema, "RECI Pl ENTS");

Si npl eTabl eLocal Access. assert Tabl eCreat ed(tap2);

dbCon = Dat abaselLocal Access. get Connecti on();

dbCon. set Aut oCormi t (true);

Bui | dLocal WebActivities();

Bui | dLocal PopActivities();

Bui | dRenmot eQut PopActivities();
Bui | dRenot el nPopActi vities();
Bui | dLocal | mapActivities();

Bui | dRenot eCut | mapActivities();
Bui | dRenot el nl mapActivities();
Bui | dRenot eSnt pActivities();

Bui | dRenmot eWebActi vities();

Bui | dLocal Snt pActivities();

catch (Exception e) {
Systemout.printin("Error: Exception occurred");
e.printStackTrace();
finally {
if (dbCon !'= null) {
try {
dbCon. cl ose();
} catch (Exception ex) {
ex. print StackTrace();
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